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2020, 34249.
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1. 0j=9] YARER LS HE i

rA=g A4 272 (Federal Criminal Procedure rules) Al49% (a) (3)102: HY 9]
ARFASA| AEl(Court's Electronic-Filing System)s =9f A A71& 4+ Aok 4

SHL itk 3, WEAE sk BARK MUY AAAEA AT ARE AZT

2 QL Al2gle] SEI ASAGA MRS $9T 5= Utk T, WEAPE el
SR AR Mo WHolut o] 318 }— Aot AAa%e A7 4 9k
olelgt HAEAL] AZS 915 AUWLo] o] 85K HApASAIATO] HER The

case management/electronic case filing(CM/ECF) ©]t}.

A Be A I, A W oAl CM/ECE AlAElE ARgSEL
AULE. Aoz AuHE 19953 35t0]Q F(H) EFRAHANA Hgor
CM/ECFE 7HiEtste] ol8o7] AlZitt. o]%- 2001'A%-E= ATk elo] CM/ECF
A 2B ARESE] AR O T, 20028 El= T 919 AR oA, 20049 ©f
TE= AYFaYo] CM/ECFE ARESH] AT 201092 7120 Fe o,
CM/ECF Al2H]o] oF 375ulint 0] Aol ARTHQUekal he 103)

102) Rule 49. Serving and Filing Papers (a) Service on a Party (3) Service by Electronic Means
103) Roberts, Alyce, “The potential for e-filing in criminal cases filed in the anchorage trial
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2HH, ul=ol= MY HIEot] A FARREC] AR 4= = CM/ECFR= 87
2 ‘PACER(Public Access to Court Electronic Records)@H= A|AHEo] ZA|5it},
PACERE ATAVIE BHT WE Aglo] AL o) Bl 44715 5¢ Zof

O Z
2 5 9k 3§ A% Aulzolchiod

riN

l‘l
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~

m

I8 7|Ee W2l Be &FFAHAES R AAEAE dRESH]
{18l CM/ECF A RHE+= SAloll, CM/ECFOll AE AE Qo] k2 Ak &A1l
H5t7] 18l PACER A< X2 7ok, AR 915wl 7P d o s 7H7te]
Ato]Eof| 2 R1sfjof Fit}.105 T2it} 201949 119 CM/ECFS} PACERS] A< st
2 Z93t NextGen'©] WL ATk NextGenS 1= HAFH A 71£2] CM/ECF
£ 7WA5HHA PACER7HA] B3ket Aol ol& Bofl M9l PACER AlS 94
2ok A 02 CM/ECFI] BHahe AR £419) o AE= HEe 4= A =tk
<, PACER A2 NextGen CM/ECFO] HAHZAE AESHAY F=ol] fIet A4S
HOoRL ARGE 100

fifo

At A2 (Rules of the Supreme Court of the United States) A|29Z(Rule
290 BA9 A& diof A5k Sk = A1l <ot Holy TALlA
AEHes TAe dAHC R Foler 2 P4 (paper form) Q& A& E ofoF gl
8=} Atk IHAAE Al7ZolA = Hert viel o] M3 Qlo] tilshe A%<l
o] AAARI WA og FAE AEche BF X9 84 9o HAAE AAES

Bt BAAESS 3t 7Fo|E8t2li (Guidelines for the Submission of Documents to

court”, Institute for Court Management Court Executive Development Program 2009-2010
Phase III Project, 2010, pp. 26~27 (https://www.ncsc.org/__data/assets/pdf_file/0023/164
66/e-filingcriminalcases.pdf, 2023.10.1. F&F<L).

104) ZpAIEE W-8-2 ml=redi e PACER ZH©]X], https://www.pacer.gov/ (2023.10.1. &R
&) =z

105) U|=AHLY PACER SH|0]A], “Get Ready for NextGen CM/ECF’, https://pacer.uscourts.
gov/file-case/get-ready-nextgen-cmecf (2023.10.1. FEHL) A%

106) AHAISE W-8-2 u|=AHH A PACER EH|0]X], “How do I link my CM/ECF electronic filing
credentials to my upgraded PACER account?”, https://pacer.uscourts.gov/help/faqs/how-do

-i-link-my-cmecf-electronic-filing-credentials-my-upgraded-pacer-account (2023.10.1. &
4% =
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the Supreme Court’s Electronic Filing System)@] Q70| wet AAREAE A& o
Qo sk Qick107) ok 2021 79 1994 R ol 2Aske] (1) A
2] A30% 40 e 717 A A, ) AYHHATE] A5z 5ol whE Aol
SEE EY9] 2719 B, AARAE JRES Aeole FoleAE AET vt
QITt.108) 2L} BT eS SRlE A 52 AU gRt AlEE olof 5h, AlAH
= &9 ASHAY HE ZARIA dgd=o A= o "r.109

2)

re
0Z

Xl
WA YL ZF ol 17]0f| A Hdf 4787} X =lo] dR F 94707 EAfgh
Th110) o]t A Y] MAtAaS Aw H AL 7 Huit) o] Ao]7}
Ao HiAl= HAREA 2 %‘J(Jﬂr o ge 9 27)), A S U 9 88 52
TRt olstollAs e o} & FRAFH AT} ARSATHTER 5= ARPH A
Axad = Aol diste] HEstalAt qit

A Aol £ FRAFH YL BE YA 2 FAREANA AREA A&
ojFatstal glom, dHor WMo Rlo] Q= AR E= HATFAoIA F5tal Sle
79ol= FolEA Aol s1-&HTE112 g, 20209 2¥FEE 7|22 CM/ECFOlIA]
NextGen AZE[o]2 Igo]=gic}.113)

rio

)
H
e

107) Rules of the Supreme Court of the United States 29. 7. "In addition to the fling requireme
nts set forth in this Rule, all flers who are represented by counsel must submit documents
to the Court’s electronic fling system in conformity with the “Guidelines for the Submissi
on of Documents to the Supreme Court’s Electronic Filing System’ issued by the Clerk.”

108) u]=+ AYNHEY, THARASAAHS 53 BAAES At 7Io]=21R14(Guidelines for the
Submission of Documents to the Supreme Court’s Electronic Filing System), A|1Z (https:/
/www.supremecourt.gov/filingandrules/ElectronicFilingGuidelines.pdf, p.1, 2023.10.1. £&
.

109) ko] “HAAFAIARC EA] AES AT 7hol=alRl, A7R(p.3).

110) o)A HY EH0|A], “Court Role and Structure”, https://www.uscourts.gov/about-feder
al-courts/court-role-and-structure (2023.10.1. F&4<%) X,

111) ZA2jaxo} 9] AR YL FHAE, SHAFE, FRAF, EFAF9] 471 o] HX
=0} At

112) ZAg|E Yo} F SRR HPHY, hitps://www.cacd.uscourts.gov/e-filing (2023.10.1. &
.

113) ko] Ao} £ FHX|F ARHEY FH0]A], https://www.cacd.uscourts.gov/e-filing (2
023.10.1. FEHE) Ax.
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Public Access To Court Electronic Records

Login

Your browser must be set to accept cookies to log in to this site. If your browser is set to accept cookies and you are experiencing problems with the login, delete the stored
cockie file inyour PC. Close and reopen your browser before trying again.

%) California Central District Court Login
*Required Information

Username *

Password *

Client Code

Need an account? | Forgot password? | Forgot username?

Thisis arestricted government website for official PACER use only. All
activities of PACER subscribers or users of this system for any purpose,
and all access attempts, may be recorded and monitored by persons

J-EN: AL 0t AUSAXUHR PACER SH|0|X],
https://pacer.login.uscourts.gov/csologin/login.jsf?pscCourtld=CACDC&appurl=https:
//ecf.cacd.uscourts.gov/cgi-bin/showpage.pl?16 (2023.10.1. 25%%)
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A2 TAL 3 AR oA AAEA AEE A%t
ALSA LTS 2ISHAL Iek119) T=fu 28 aielo] 3k AR, wlg/l AR
(sealed case) 52| 4-Fole= AAEA ] Al&e] &4 g=rt.119

ghe, BME AIESks A 1S AMIE g 98] AERPEE A7 stelof
gttt oS S0l ARG} AgAL AEH T A vix|e} 4425 A 95t
BT ARAISoF Slal AR BRIARY] ol 52 oy g ARgsfof ditt UL BT
AL FAF HQle] Fae o EAS AQSIAL AAsfoF Frt.110

CM/ECFOl HARZAE AlEotd AR SA AAAIE SA(Notice of
Electronic Filing, NEF) Ol T2t 54 (receip)7 =L, o] HAAIE A A4 ]

WA AlF AR R, AR, ARIHS, AgAE BAE, Docket W Al

114) ARATHTEL F AR 'CM/ECF(Case Management / Electronic Case Files) User
Manual and Administrative Proceduress, 2023.6.20., p.5. (https://www.sdd.uscourts.gov/sit
es/sdd/files/CM-ECF%20User%20Manual%2049_0.pdf, 2023.10.1. FZSHL).

115) ¥9] "CM/ECF(Case Management / Electronic Case Files) User Manual and Administrative
Procedures., p.7.

116) 9] "CM/ECF(Case Management / Electronic Case Files) User Manual and Administrative
ProceduresJ, p. 25.
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CM/ECFE Bl #4171 A&, H&sh NEF7L AR SAREA oY= i
Fc}. o] NEF H|doli= ollA AF3t NEF SA40 23He W83t AlEd HAHEAl
A2 5= Q= @éﬂoiﬂ A FREo] TSH 19

Izt 9 EaAle} PEsie] wE F4o] fovt, CM/ECFY] BAMA AR WOl wkeh
o] oyt thr BT} 7hestet 119 &d BARALS] Aol ARAE SAE
A9, T FAE B FEZ AR 18RS TFES S Jlon, SR T
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ujSH) 7t 2 Wl A SAHl AAdd ALES THS G, ofstel s

WA D%, AR}, MY AREY AAthd AES k] Awn g gk

A 550] 49 TR ZPAIA, HOEHE(Probate) AR} 0] AL

e E AEel B4 AlZo] Fsstct thik, F4 HHsubsequent filing S 913]

A, = B2AP] ol%9 B4 AZY AL HAENS AZY & ek
Ws9lo] AU PAE AALSALRS B3] AR AZstolof 2t

Sh, SRl AFRt AT A A 5 Aol AxAIEe] deRler 7=

117) 9] "CM/ECF(Case Management / Electronic Case Files) User Manual and Administrative
Proceduress, p. 90

118) 99 "CM/ECF(Case Management / Electronic Case Files) User Manual and Administrative
Proceduress, p.29

119) U|=IHPH Y, “FAQs: Case Management / Electronic Case Files (CM/ECF)", https://www.usc
ourts.gov/court-records/electronic-filing-cmecf/fags-case-management-electronic-case-fil
es-cmecf#fag-Who-may-view-documents-on-CM/ECF-systems (2023.10.1. Z|&8<%) Ax.

120) &9 “FAQSZ Case Management / Electronic Case Files (CM/ECF)” &z,

121) FFHIA|EZF HY, “e-Filing Criminal Cases”, https://www.nmcourts.gov/e-filing/e-filing-cri
minal-cases/ (2023.10.1. FFE%).



Aol dhal WAl AHS B 4 Qo A AT AR HAL AR
A% OJF WA FHT 5 9Irki o] Aol FoIBAE AZsHe, g BAo]
9] A A 9 ok gk, AMPEU] A7) (Court clerks
A3 e 9 Be Ealsle] MeAPE AIES AR Astel WAE A2
o] Pzt

HAEAE A YAk Trao] thet Bao] g solof sk, Aol A8 A
of tst BE BAS Fostolof Bt MEAL BE FAavt B Y PR
EAZ 7ML glojof shel, BE AREAE W elo] o] Lgelojof Tt
ofuf EA] HAABE WS FUAEull nameololof Tk HpapA|2T
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fol
filo

(Flectronic Filing System, EFS)'120:2 53] Al&H EAE FolEA2t &Y
7H Ty ARREA7E AEEY oot 22 JRE EFSE &9 ZA(confirmation

receipt)’} TgFE} 127

® M M=

@ EFS MH|A HSAL 015

©® M HEALS| OJHE 4
® Mz =M9 5 HO[X| 2

FARE B ME Qo] AAA Fo] FostgAY Waelo] EFsell 553 4,
AARAL] Fo] s3Itk 1o AASEE & F 29 ool AAEAE 4

122) FFHAIZF HY5F2], 12-307.2. Electronic service and filing of papers, M. Requests for
exemptions from electronic filing requirement. (FE-2 https://coa.nmcourts.gov/wp-cont
ent/uploads/sites/16/2020/12/Rule-12-307_2-NMRA-Amendments-Approved-4-24-17-to-I
mplement E-Filing-in-the-Supreme-Court.pdf, 2023.10.1. HZH%).

123) FHAIEZF HYFE 12-307.2, M. (3).

124) ‘““-ﬂ*]i—zr AHPHY FAASTF R (Rules of Criminal Procedure for the District Courts) 5-1
03.2(Electronic service and filing of pleadings and other papers), D(Format of documents;
protected personal identifier information; EFS user guide).

125) wHAFE AHY PAASE, 5-103.2, H, L

126) Z“V\-)‘\-/‘]’\EQ(EFS)’O]% AFEE B Hol"E Adoh= MR $(electronic transmi
ssion)& B3 MAEAE AEcHe AlAES Tt

127) “““/\]iZF AE FAARSTA], 5-103.2, J.
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2) &2 ZL|OF &

(1) ZZ|ZYot & i 3 Fad AAaE AJLH

AemUo} 3 WUFH ABT0E (O B4, AAEY, AARE, A% Al
& A% B4, A4 AZ So HW’ Jo18ta 9Ieh129 Tl 5 7% 87120
ofspl e Heol 22l THE F9E AElIE BE YA BE BAS A4H0

2 AESIEE oNskelal Q130 thk Wsolo] glo] AR el FARRLE 13D

HARA A% 7S ke o] BRI A Feg S doleks ol
U5 ALE AAEA AZ 57 BAE & Yk

AAEAL PDFT}Y BAle] TAE Hgtolor el 19 QI EARE AASE

4G AR} te} 130 Teln FARAE Ho] 8ol K55S ZpAslofof gt 139
ESE THRA Aleo] #eE (Aelxyol )Y 12l (Supreme Court Rules

Regarding Electronic Filing) A3%= W5 9lo] AX}A 07 A|&dfo} 5f= =AE

ot Q= o7lole W] 714y /18 242 85k K 24, el 9%

S QHT= B, QA SR So] 2EtE]o] 9rh136) FhH, QAR T Ao Q1E]
L B 5 98 AREA Y] Aol AAslE BAS dRTit G2 RE 2Y o]yl

128) wHA| A ARHHY PAASTHE, 5-103.2, C.

129) ZAg]EZLolE HY 212023 California Rules of Court), Rule 8.70. Application, construction,
and definitions, (c) Definitions

130) ZA)EYols HY 3, Rule 8.71. Electronic filing, (a) Mandatory electronic filing.

131) Ae]EYols HYA 3] Rule 8.71, (b) Self-represented parties.

132) ] ZYolE HYA 2], Rule 8.71, (d) Excuse for undue hardship or significant prejudice.

133) g ZYolF A Y(California Courts of Appeal), AXEA 2] 9 A|&S 3t 7Io|&,
(Guide to Creating Electronic Documents/Filings), 2017.11.1., p.3. (Y& &2+ https:/
/esm.ca.gov/documents/3. FULLTEXTOFDOCUMENTSRELIEDUPON. pdf, 2023.10.1. &%),

134) 9] THREA A4 D A&S 93t 7101 =, (Guide to Creating Electronic Documents/Filin
gs), 2017.11.1., p. 11~14.

135) 9] THREA A L A& 93t 710 =1 (Guide to Creating Electronic Documents/Filin
gs), 2017.11.1., p. 15.

136) "Supreme Court Rules Regarding Electronic Filingl amended and effective 2020.3.18. Rule
3. (https://www.courts.ca.gov/documents/supreme_court_of_california_rules_regarding_elec
tronic_filing.pdf, 2023.10.1.F58%).
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= AAEA Aol 9Fel HYE AUt

AtetEete HeS A2 SRR, AL 7 BSEE AR F WS elo] tisl:
AH9] B0l DR ARl AFE AQfstale AAAIARE olg3te] A5 A7
SFaL BAE AlEShe Zlo] 9RstElo] gtk a=u FAARA QloibE AtAE S
S1&stale Lo, 7189 AT o] FoleA AlES SIAME 7hssttt142) Abet
STt MEHA] Aoz CFE AL AREA A& WO 345 AVT &
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137) ] ZYolE MY 3], Rule 5(Submission of paper copies of electronically filed docume
nts), (a)..

138) Z|EYolE HY 32| Rule 8.77. (a) Confirmation of receipt and filing of document.

139) A Z Yol HY 3], Rule 8.77. (a) (2) Filing.

140) A=Y ols Y 12|, Rule 8.78. (a) Authorization for electronic service; exceptions.

141) “California Court System”, https://guides.lib.uchicago.edu/california/cases (2023.10.1. 2%
).

142) AFeFEEket M9, https://www.scscourt.org/forms_and_filing/efiling.shtml (2023.10.1. &
3.

143) AFeFEElel HY, https://www.scscourt.org/general_info/rules/pdfs/General.pdf (2023.10.1.
HEHH.
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A At e MY FAARIONA F4A7](initial complaints) O] F& 4]
(subsequent document)= |73 0% HAA 02 A|EHof QITal 45kl Qlrh144)
Hhof] @ HX7R-E Mot MITAAT WY 52 HAAA|E(e-filing)°] 7FsT
iAol FAARAS Egslal QIA] 2 o2 Hol PAAEHS o= HAAE0]
3957 ok= Aoz Mz} 145)

3) DI AEL

(1) AREAS}

o 4EF 5 WY YHFA])(General Rules of Practice for the District Courts)
A4z ARAEQ] o A Aot BAE AET = e AH|IA0 dis)
TS Atk & 2] E= 718 HetRolu WY Hol s 2] aHAY
SAFA] b= 7L ARARIFA, AUARTS] R 3 LAl ARt 9 SollA
£ %5 13 A14.03% (ol FRHAASAI LS Bl BE EAE AAHoR A&
Slojof 3t} 146)

o] Qo= M|AEl 5+ PAREF2]) (Minnesota Rules of Criminal Procedure)
A1.05%= BAPEAL] QlolAl 9] SH4Y3]9] ARgoll TRE AR 147) Al1.06%= HAHA

FAe] ot V&%, &8 5 Aol e AR skl It

i

S, TlAE N9 AL AEYS BAS SRS T 2 BA
PREF S 9 2 ojfo] s Tlol=g AFach

144) Aotg| @ WA https://www.sanmateo.courts.ca.gov/online-services/e-filing (2023.10.1. 3
TS F=x

145) .9_?—'4]1]7]'-"51 9, https://www.occourts.org/online-services/efiling (2023.10.1. FZ8<L);
AMIEHAAT H J, https://sf.courts.ca.gov/online-services/e-filing (2023.10.1. S8
xl-z

146) Minn. Gen. R. Prac. Rule 14(E-Filing and E-Service). (b) Scope and Effective Date of Man
datory and Voluntary E-File and E-Service.

147) Minn. R. Crim. P. Rule 1.05 Use of Interactive Video Teleconference in Criminal Proceedings

148) Minn. R. Crim. P. Rule 1.06 Use of Electronic Filing for Charging Documents
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Filing Code Title Security

Affidavit or Proof of Firearms Transfer Sealed
Application for Services Other Than Counsel 511.21 Sealed
Document Supporting Application for Services 511.21 Sealed
Indictment - Sealed Sealed
Proposed Order Regarding Application for Services M5 611.21 Sealed
Rule 9.03 Sealed Mation for In Camera Proceedings Sealed
Rule 9.03 Sealed Order - In Camera Review Sealed
Rule 9.03 Sealed Pleading - In Camera Proceedings : Sealed
Rule 5.03 Sealed Proposed Order - In Camera Proceedings Sealed
Transcript Grand Jury Sealed

J-EN: DA HE SHO[X],
https://www.mncourts.gov/mncourtsgov/media/scao_library/documents/eFile%20S
upport/Handout-Criminal-and-Delinquency-Filing-Codes-Index.pdf. p.1 (2023.10.1.

ZBHS).

(22 4-3] 27K = HEE 27 24 2E Ol

Filing Code Title Security

Briefs Public
Certificate of Attendance-class Public
Certificate of Pardon Extraordinary Public
Certificate of Representation Public
Certify Personal Service Public
Certify Unserved Process Public
Chemical Dependency Evaluation Report Confidential
Community Work Service Agreement Public
Community Work Service Report Confidential
Conditional Release Violation Report Confidential
Cover Sheet for Non-Public Documents Form 11.2 Public
Confidential Information Form 11.1 personal information Confidential
Confidential Information Form 11.2 Attachments Confidential
Filing Description: Describe attachments Not Applicable
Confidential Minor Victim Info R Pub Access 4 subd 1(m) Confidential
Consent to ITV Public
Consent to release medical/mental health records Confidential
Copy Request Public
Correspondence Public
Filing Description: Describe correspondence Not Applicable

J-EN: D|HIAEE Hel SHO0[X],
https://www.mncourts.gov/mncourtsgov/media/scao_library/documents/eFile%20S
upport/Handout-Criminal-and-Delinquency-Filing-Codes-Index.pdf, p.3. (2023.10.1.

ZEHL).
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149) Minn. Gen. R. Prac. Rule 14.03 Filing and Service of Documents and Court Notices
150) Minn. Gen. R. Prac. Rule 14.03 (f) Court Notices.
151) Minn. Gen. R. Prac. Rule 14.06 Submission of Non-Public Information—E-Filing System
152) AFEAASTHA] Rule 4.1 Complaint, Warrant, or Summons by Telephone or Other Relia
ble Electronic Means.
153) AHFAASTFZ] Rule 4.1 (6) Issuance.
To issue the warrant or summons, the judge must:
(A) sign the original documents;
(B) enter the date and time of issuance on the warrant or summons; and
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(C) transmit the warrant or summons by reliable electronic means to the applicant or direct
the applicant to sign the judge’s name and enter the date and time on the duplicate
original.

154) A FGAIASTF2] Rule 41. Search and Seizure. (d) Obtaining a Warrant. (2) Requesting

a Warrant in the Presence of a Judge.

(A) Warrant on an Affidavit. When a federal law enforcement officer or an attorney for
the government presents an affidavit in support of a warrant, the judge may require
the affiant to appear personally and may examine under oath the affiant and any witn
ess the affiant produces.

(B) Warrant on Sworn Testimony. The judge may wholly or partially dispense with a writt
en affidavit and base a warrant on sworn testimony if doing so is reasonable under
the circumstances.

(C) Recording Testimony. Testimony taken in support of a warrant must be recorded by
a court reporter or by a suitable recording device, and the judge must file the transcri
pt or recording with the clerk, along with any affidavit.

155) AW FALASTZ] Rule 41 (f) (1) Warrant to Search for and Seize a Person or Property.
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(B 4-1] FE UNST 2 618 2A

& HE | g, 72 | HE HYE L &
W HHOf(Alabama) 0
U2 ATHAlaska) 0
OH2|Z=LHArizona) 0
OFZtAMA(Arkansas) 0
2| L L|OK(California) 0
SE2}=(Colorado) 0

156) Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency: A G
uide to Implementing Electronic Warrants”, 2018, p.8 & T2+ https://www.respon
sibility.org/wp-content/uploads/2018/04/FAAR_3715-eWarrants-Interactive-PDF_V-4.pdf?
pdf=eWarrants_Implementation_Guide (2023.10.1. &8

157) 9| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p.8.



04 BAHKIASO| 4T OIKIS QI5t

= HE HAEEH, 72 | HE YT ¥ 73
FUH|E|Z(Connecticut)
22t (Delware)

HAIE D.C.(District of Columbia) 0
E&2|CKFlorida) 0
AX|0KGeorgia) 0

ol2t0|(Hawaii) 0
0}0|Ct&(Idaho0
22| =0|(lllinois) 0
OIC|OHLt(Indiana) 0
0t0]28K(lowa)
HXtA(Kansas) 0
AE7|(Kentucky) 0
20|X|0HLKLouisiana) 0
o 2l(Maine)
HE 2 =(Maryland)
OHAREMI=(Massachusetts)
OJA|ZHMichigan) 0
O] AEKMinnesota) 0
OJAAIZ(Mississippi)
0|Z=2|(Missouri) 0
2EjLH(Montana) 0
H|H2jA7KNebraska)
H|HICKNevada) 0
FHIM(New Hampshire) 0
FXX|(New Jersey)
FHAIZ (New Mexico) 0
F=(New York) 0
L AI§E2+0|LH(North Carolina) 0
L ACTE(North Dakota)
2350]|2(Ohio)
232t50KOklahoma) 0
22]71(Oregon) 0
HIAlH|L|OHPennsylvania) 0
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20U E(Rhode Island)
MRAIHE2}0|LKSouth Carolina) 0
ARALREKSouth Dakota) 0
HIUIAl(Tennessee) 0
BAIA(Texas) 0
FEHUtah) 0
HEE(Vermont) 0
HIX|L{OK(Virginia) 0

&= (Washington) 0

YA EHX|L|OKWest Virginia)
A=A (Wisconsin) 0

2102 (Wyoming) 0

EX: 29| Foundation For Advancing Alcohol Responsibility, “Improving DUl System Efficiency: A
Guide to Implementing Electronic Warrants”, p. 8.

. ARGE AF AH AR

AYBALETAL 19779 A0 IR GRo] WRHE A H8sHe
FHE E ol 199340] WA FA'E FANE S AFT 4 A= AP

o 715 20064e] GRS WEHe B glold A8 Wt HAA WA S A8

158) Hresko Pearl. Tracy, “On Warrants & Waiting: Electronic Warrants and the Fourth Amend
ment”, 2023, p.11. (http://dx.doi.org/10.2139/ssrn.4381730).
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AL |64 (R § .ﬁwllc:ninm for o \\':manLh: Telilnmz or Ciher Reliable Electronic Means
UNITED STATES DISTRICT COURT

for the
In the Matter of the Search of )
(B rj'tgb' describe the property to be searched ]
o identify the person by name and address) 1 Case No.
]
)
)

APPLICATION FOR A WARRANT BY TELEPHONE OR OTHER RELIABLE ELECTRONIC MEANS

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property fidenfi the person or describe the
property to be seavched and give ity focation)

located in the Ihstrict of , there 15 now concealed ridennify the
perean or describe the property to be seized)

The basis for the search under Fed. R. Crim. P. 41(c) 18 foheck one or more):
O evidence of a crime;
O contraband, fruits of crime, or other items illegally possessed,
O property designed for use, intended for use, or used in committing a crime;
|3 & person to be arrested or a person who 1s unlawfully restrained.
The search is related to a violation of:

Code Section (Miense Description

The application is based on these facts:

O Continued on the attached sheet.

A Delayed notice of days fgive evact ending date if more than 30 deys: J is requested under
18 U.5.C. § 3103a, the basis of which is set forth on the attached sheet.

Applicant’s signature

204
Privited name and tinle

Amnested to by the applicant in accordance with the requirements of Fed. B. Crim_ P. 4.1 by
ispecify refiahle electronic memis).

Date:

Jiedge s sigrature

City and state:

Printed name and title

J-EXN: A EH0|X|, “Application for a Warrant by Telephone or Other Reliable Electronic
Means’, https://www.uscourts.gov/sites/default/files/ao_106a_0818_0.pdf (2023.10.1.

EEHL).
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== =2
HFHIOKHAL) ALA Crim Pro §3.8(B)(1)
UTZIA(AR) ARK Code ANN §16-82-201
22| ZL|OKCA) CAL Penal Code §1526
Z22=(CO) Colo Rev. Stat Ann §16-1-106
HAE CM(D.C) D.C code §23-522
S22|CHFL) FLA Stat ANN §933.07
OL0ICt&(ID) Idaho Code §19-4404
QICIOILI(IN) Burns Ind. Code Ann §35-33-5-8
O10|22K1A) IOWA Code §808.3
ZIXEA(KS) Kan stat Ann §22-2502
E|(KY) KRS §455.170
o2 (ME) Me Rev. Stat tit 15
0|2=2|(MO) Mo Ann Stat §542.276
ZEHLEMT) Mont Code Ann §46-5-221
HIHICHNY) Nev.Rev. Stat Ann §179.045
FAZLM(NH) N.H rev. Stat Ann §595-A:4-a
L ACHHENND) N.D.R crim p §4.1
Q30| 2(0H) Ohio Crim R 8§41, Ohio rev stat Ann §133.545
APALEEEKSD) S.D codified law §23A-35-4.2
FEKUT) Utah R crim P §40
HZEVT) Vit R crim p. §41
EHX|LJOKVA) Va code Ann §19.2-54
SIAE(WA) Wash Rev. code Ann §10.79.035
SAZA(WI) Wis. Stat. Ann §968.12
2H0[2(WY) Wyo. R. Crim. P. §41

EX: Hresko Pear], 4| 2, pp. 11~ 139 LISS &5t M43,

159) Hresko Pearl, Tracy®] ¥ 22 =3t Agt Y-golt.
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L ATHAK) Alaska Stat Ann §12.35.010
Of2| =LKAZ) Ariz Rev. Stat Ann 1§3.3914
ZX|0KGA) GA code Ann §17-5-21.1
SI2F0(HI) Haw Rev Stat Ann §803-33.5
2|L0l(IL) ILL comp. Stat Ann §5/108-4
20| X|OHLH(LA) LA. code Crim Proc. Ann. art §162.1
HZA=(MD) MD. code Ann Crim Proc §1-203
OJAIZHMI) Mich Comp Laws Ann §780.651
OJH|AEHMN) Minn R. Crim P. §33.05
HE2tATHNE) Neb Rev Stat Ann §29-814.03
FXXINJ) N.J.Ct. R §3:5-3
FHAIZ(NM) NMRA Rule §5-2
F2(NY) N.Y Crim Proc Law §690.36
23243 0K0K) OKLA. Stat Ann tit 22
HI-AH|L|OKPA) PA. R. Crim P. §203
E|LIAICTN) Tenn. R.Crim. P. §41

ZEX: Hresko Pearl, %2 2, pp. 11~13 2| IS AT1510 MTLAE

SES
24719 Z BAA AAGY 2LEGo] ALTE FE3T, 45 A UE

of wet ARG Qick. ool HAG B v chFSIe & 4= Sk olslel A
o2 29} fEF F, D9l Fo| LIS 7] AWRES S
7} OlUAE 5

olael = A FALSH A36.0125E 36.08%= 3}, 2HH L T 7]E

AR B4 SRR B3 AN T S90o] w4 S 93T 4 U, AuAE

vl aEr = HAGE, AAL BAF S0l RS TR F Sl R 74 Al

160) Rule 36.Search Warrants on Oral Testimony.
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161) &9 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 34.

162) 99 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, pp. 35~38.

163) 99| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p.40

164) 99 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p.40

165) @9 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, pp. 40~41.

166) X9 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 42.
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2 Wt BEE WAl AEE 7Rslehio)

R FE JPEY WAE 2B Rowtion LA 0T LIsto], PO WASS
1do] 12% 5 GHEG WARA Hpguol 2RI, WY 24412 B2 7-83)
TALEo] Pt BT QI MR T, PR AR e, A2
oA T BAIA olFolt Bz §A7} o|Rolzlck.i6s

ool 41419} Teistoe] TAle} RAstES R TSAG GBS 52 BHES
ShL IRloM, A THES Rgslel Zzo] U AAE S Al 915 Aol
dhat A Aol Ageks A0 AT 5 A HUTRI FHS A WA
ARG o 5 UG S QL Wk 1Aeke A9 1 ol92 AAjste] 2ol
§HBISHE} 170 who} oo WRLER ofd 1T} Zo] A¥e FUuO SU=ech

o}
+ olrdo] ESHH.

ek

“ a o [ ] - - More ~
IeWarram Request #2468 Approved I Inbox  x = &
ewarrant-test@utah.gov 10:08 AM (10 minutes ago) - -
emer eWarrant has been approved
eWarrant #2468 has been approved

EX FES MAAMHEEAIAH
https://ucjis—tac.utah.gov/wp-content/uploads/sites/38/2021/10/eWarrants-updated-3
222021.pdf (2023.10.1. =E58L).

167) 9| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, pp. 42~43.

168) 99| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, pp. 42.

169) @9 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 42.

170) 9| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 42.
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eWarrant Details

Warrant Number:
Status:

Status Comment:

User ID:
User Name:
User Contact:
Jurisdiction:
Judge Name:
Exclusive:

Notification Date:

Submission Ready:

Status History Affidavit PDF

Warrant PDF

Created by tthomsen on 01/09/2018 11:08:56

3522

SUBMITTED Status Time:
APPROVED Extended Warrant Number:
Agency:
Tyler Thomsen User E-mail:
9019654445 Ori:
FIFTH DISTRICT COURT - ST Type:
GEORGE
TEST JUDGE Judge Contact:

Yes J

Return of Service Refresh Display

Case Number:

Sealed Date:

Original Issue Date:

Tue Jan 09 11:43:17 GMT-700 2018

BCIFS
tthomsen@utah.gov
UTBCI0000

DUI Blood Draw Warrant

801-965-4446

EX REF MAAMHEEAAH
https://ucjis—tac.utah.gov/wp—content/uploads/sites/38/2021/10/eWarrants-updated-3
222021 .pdf (2023.10.1. 2&58-%

ESESSES)
Ch) Z2tIofF

deolre] AS AAL ¥, BEREC] SHoke APHAEAI AR (Delaware
Justice Information system, DELJISr& 1983¢0] ulglslil, A& 02 AYPAE
HIE3 GAREES] e 9 WAs) ek

o, dEtglolF = 199199 ARG A LES A=, = Wl e A}
g Al2de HEA =lsto] AARE Fofl £R1nt. PGS Aok dl miel2
RATE YEZ ARSSHER I3, 201390le A1 ol9] RE S Ao
SH=E SR vlo|aRANE 9IS gAl PO T FAS SR Ao
MRSk 7 WAL DEisol Rekelo] WY S 317 45l SSllsecure
socket layer) A2 21915l0] AHAE 4T, 2148 AHAE pDF AR
A/gsto] WAIA AEshd AP BlH S B3 FEEe] AME wal A AR

171) @9 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 48.

172) 99| Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, p. 48.
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173) 99 Foundation For Advancing Alcohol Responsibility, “Improving DUI System Efficiency:
A Guide to Implementing Electronic Warrants”, pp.48~49.

174) G= FARPHAIAE] Fojs; 22 o) ofst AAeE W82 At -2t el BialA, 7
8~85% =

175) Gov.UK, “HMCTS Common Platform: participating criminal courts”, https://www.gov.uk/
guidance/hmcts-common-platform-participating-criminal-courts (2023.11.1. 58 =

176) Ao - Egf, 9] HiA 84~859.

177) A28+, ko] HilA, 87~88%H.

178) mbe 2~ 20209 59Y 6Y4A}, ‘G2 oA G A IZE2EY AFg=o] LY, https://imne
ws.imbc.com/news/2020/world/article/5759805_32640.html (2023.10.1. HZEH<%).

179) &ot2 K 20209 39 18%A}, “F= APHRE F 214199 & - - FARIR S, htips://www.
donga.com/news/Inter/article/all/20200318/100218095/1 (2023.10.1. X|&E%).
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YA 9RAE AR A A (Crown Court Digital Case System, ©]5} CCDCS=F
STh FAPHH AE== AARRE AR 7152 SRokL, WY, A Hsel
T2 o] AIAELE o] 8slo] HHE F-okal X*X]""H% e S AP = U=E

st7] fiRt

DCsoll= BARHY
37, A, AL HEAL garel,
F UEF T ARA|AH o) 182)

H, DCS 2ol GRS 913t HAF EHECE COMPASS, Libra, Xhibit¥}
|A"E EAFTE ‘COMPASS += F=714%(CPS, £-819] A&l siehe] Abd
AA"E TELAL, Libra'v G XMEARIAY] AR HEE 95 AL
TahH, XHIBIT = A #EE ARt AlAEE ERIT183)

BEAE EAAQ AR AA”-E ARSSHL QT A F= IAERTM S
AL Y A B AART AAst] S Aokt AMgSks AlAECR
‘NICHE 2h= AIARIS ARSI 180 o i A2 o] A&’ Bo 98 A=
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180) Gov.UK, “Every criminal court now connected to single data system for the first time”,
https://www.gov.uk/government/news/every-criminal-court-now-connected-to-single-dat
a-system-for-the-first-time (2023.10.1. FZHL).

181) Gov.UK, “Guidance - Crown Court Digital Case System Guidance”,
idance/crown-court-digital-case-system-guidance (2023.10.1. ZH%).

182) 99 Gov.UK, “Guidance - Crown Court Digital Case System Guidance”, .

183) o1t 9] HalA, 80H.

184) West Yorkshire Police, ‘Processing of Warrants”, p.2. (https://www.westyorkshire.police.u
k/sites/default/files/2023-09/processing_of_warrants.pdf, 2023.11.1. FZHL).

185) 99 West Yorkshire Police, pp. 2-3.

https://www.gov.uk/gu

“Processing of Warrants”,
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1) 2RE ST Z3ZE(CVP)
=L FEE sHAjE E;E (Cloud Video Plaform, ©]5}F ‘CvP gt $HhHS
F=sto] Zalo] ol 4= Q1A o2 190 AxFLT 298 93t 71&eH 7|2E

186) Gov.UK, “HMCTS Common Platform: participating criminal courts”, https://www.gov.uk/
guidance/hmcts-common-platform-participating-criminal-courts (2023.11.1. &85 =%

187) A2, oY) HalA, 859,

188) Gov.UK, “Fact sheet: Common Platform. Updated 18 October 2023, https://www.gov.uk/
government/publications/hmcts-reform-crime-fact-sheets/fact-sheet-common-platform
(2023.10.1. HEHSH).

189) Gov.UK, “Common Platform system tested in criminal courts”, https://www.gov.uk/govern
ment/news/common-platform-system-tested-in-criminal-courts#full-publication-update-h
istory (2023.11.1. H58%) I

190) Judiciary of England and Wales, “The Better Case Management Revival Handbook” 2023,
p. 10. (https://www.judiciary.uk/wp-content/uploads/2023/01/BCM-Revival-Handbook—Ja
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94 CVPE BE 7P 9A0R FAsket, A2 24417 A7) 132 B
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%9 5ol cvpE Fole] Aol 7K 4= gck. g, H19lo] CVPE B9 HkE
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nuary-2023-master-copy.doc.pdf, 2023.10.1. FZH<).

191) Northern Circuit ZH°]A], “Cloud Video Platform”, https://www.northerncircuit.org.uk/co
vid-19/cloud-video-platform/ (2023.10.1. FZSHX).

192) &9] Northern Circuit ZH|0]A] =,

193) Gov.UK, “Guidance - How to join Cloud Video Platform (CVP) for a video hearing”, https:
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Abstract =

Successful Transition to Electronic Criminal Litigation in Korea

Kim Minkyu, Kim Gibum, Park Herim,Heo Hwang

With its advanced information and telecommunication technologies, Korea
already established electronic government system (herein after referred to as
e-government system) and the general public well utilize a significant range of
information and public services electronically. Electronic public services have
expanded into the judicial system. The judiciary launched the electronic case filing
system, which enables electronic submission, registration, service notification and
access to court documents, for patent cases in 2010 and for civil cases in 2011.
Korea is recognized for its well established and streamlined electronic case filing
system. Meanwhile public services and judicial proceedings have been digitalized
at a rapid pace, the pace of digitization in criminal proceedings is relatively slow.
Against this backdrop, for the purpose of increasing the efficiency of the criminal
justice procedures, the Act on the Promotion of the Digitalization of the Criminal
Justice Process was enacted in 2010 and then ‘Korea Information system of
Criminal-justice Services (KICS) was set up. In addition, users are able to access
to services regarding criminal justice process through the Criminal Justice Portal.

Also, under the newly enacted Act on The Use of Electronic Documents in
Summary Proceedings, electronic filing is partially permitted for specific offense
categories (minor offenses) which could be tried by summary procedures including

drunken driving or driving without a license. Nevertheless, in the majority of
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criminal cases, investigative and trial records are created in paper form and stored
in physical space. Paper documents pose notable disadvantages than electronic
ones, not only for law enforcement agencies and the court but also for the users
of these documents. Specifically, in terms of cost efficiency, the increased
resources are required for the preparation, distribution, and storage of paper
documents, not to mention the inherent costs associated with paper production.
Users also spend more time and money to search and peruse the documents that
they need.

To solve these problems, the Act on the Use of Electronic Documents in Criminal
Justice Procedures was enacted in 2021 and is scheduled to come into effect
in October 2024. With enactment of the act, electronic documents can be
extensively used in criminal justice procedures, so it is possible to store, read
and copy records electronically. Importantly, as the act incorporates provisions
on so-called ‘electronic warrant system’ which had been under discussion for a
long time, controversies over e-warrant have been settled. The use of electronic
documents in criminal procedures is expected to promote the speed, efficiency,
and transparency of criminal justice procedures. Moreover, digitalization of
criminal proceedings would be also beneficial for the defendant or suspects as
they are able to more easily access to documents and records necessary to exercise
their right to defend in court.

However, what should be noted is the legislative purpose of the act on the
use of electronic document in criminal justice procedures is not a complete
transition to remote or contactless criminal justice procedures. Consequently,
many experts contend that the act simply substitutes paper documents with
electronic ones, suggesting that there won't be substantial alterations in the current
criminal justice procedures. While their argument is acceptable, it is anticipated
that there will indeed be noteworthy changes in criminal justice procedures in

that electronic documents are used at every stage, from investigation to trial and
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record-keeping. Modification, copying, preservation, and downloading of
electronic documents is much easier than paper documents or records. Moreover,
sending paper documents and records to individuals in remote locations involves
a multi-step process while electronic files can be sent at once. Electronic
documents may bring many changes and simplicity. In other words, many changes
are expected compared to the time when documents in paper form are sent via
mail.

Indeed, using electronic documents comes with both advantages and
disadvantages. First, highlighting the advantages, not only do criminal justice
agencies benefit, but individuals involved—such as suspects, defendants, their
attorneys, and victims—could conveniently peruse, copy, or receive necessary
documents in electronic format without the need for in-person visits. This
enhanced accessibility empowers them to exercise their right of self-defense more
effectively. With the implementation of the electronic warrant system, as previously
discussed, the entire process, from warrant application to issuance and execution,
stands to be expedited. Moreover, warrants could be executed by transmitting
e-warrants, under Article 17, Section 1 of the act.

Meanwhile, it is needed to look into disadvantages of electronic documents.
By their inherent nature, electronic documents are easily duplicable and readily
shared over the internet, raising concerns about information protection and
security. Specifically, people may question whether the electronic documents is
the same as it was at the time of creation or whether the document has been
forged or changed. As electronic documents can be stored for a long time, it
becomes significant to establish rules for when and how to dispose of them.

Now, about one year left to implement the act on using electronic documents
in criminal justice procedures. At this point, this study is conducted to find ways
for successful implementation of the electronic filing system in criminal justice

procedures and predict issues that may arise in the early stages of implementation.
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However, since the act is not implemented vyet, it is impossible to identify any
specific problems of digitalization of criminal procedures. Therefore, this study
only dealt with issues that may arise with the implementation of the act, rather
than actual problems that may occur. That is the reason why the suggestions in
this study would be somewhat abstract. Nevertheless, as a primary research, this
study would be helpful to minimize errors at the initial stage of implementation
and integrate the electronic filing system into criminal procedures. While the
complete implementation of remote and non-face-to-face criminal proceedings,
often referred to as the "e-court," is undeniably a crucial consideration, it is still
too early at this stage. Therefore, this study did not delve into issues related to
the "e-court."

In the effort to promote the advancement of electronic criminal proceedings,
this study examined legislations of foreign countries to gain ideas from them.
To achieve this objective, the current status and legislation concerning electronic
criminal litigation in the United States, the United Kingdom, Germany, France,
and Japan were analyzed. These countries, having a substantial impact on Korean
criminal justice system, serve as key references for the examination and
enhancement of electronic criminal procedures. Infrastructure including
information and communication network of Korea was as developed as those
countries. For discussions and legislation, Korea is either comparable or even
ahead of them. Nevertheless, these countries provide valuable insights. In the
United States, many states already have utilized electronic warrants. Germany, in
particular, regulates the use of electronic documents in criminal proceedings and
addresses potential issues related to information protection and security with the
criminal procedural law. Both the United Kingdom and France have made
significant efforts to improve their criminal justice systems for implementation
of electronic criminal litigation. On the other hand, Japan appears to be

progressing at a slower pace than Korea in the digitalization of criminal
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proceedings. However, it has conducted a comprehensive examination of the
electronic criminal proceedings system and has prepared to digitalize the criminal
justice procedures.

Taking these considerations into account, this study identified following issues
and presents suggestions to ensure the successful integration of electronic
proceedings into criminal justice procedures.

First, this study reviewed the content and format of relevant laws on the
implementation of the electronic criminal litigation. Currently, there haven't been
additional legislations or amendments of existing laws besides the enactment of
the act on using electronic documents in criminal procedures. However, as
mentioned before, digitization of criminal proceedings does not means to simply
replace paper documents with electronic ones, it involves much more implications.
In particular, considering the fact that warrants are a fundamental prerequisite
for various coercive measures, including restriction of human body and search
and seizure and the "Act on the Use of Electronic Documents in Criminal Procedure
Act" enables the issuance and execution of warrants electronically, it deems to
require to integrate such crucial provisions into the "Criminal Procedure Act' rather
than to special acts. The existing "Criminal Procedure Act," set to commemorate
its 70th anniversary of enactment in 2024, includes numerous provisions mandating
the author of warrant to provide a handwritten signature and seal on paper
warrant. These provisions should be amended to align with the complete
reformation of electronic criminal proceedings.

Second, this study looked into the distribution of electronic documents in
criminal procedures. It is needed to prevent the concentration of power that may
occur due to the centralization of criminal justice information in certain
institutions. Criminal Justice institutions should support the socially disadvantaged
such as juveniles, seniors, individuals with disabilities, and foreigners to prevent

possible disadvantages caused by unfair distribution of criminal justice
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information. To prevent forgery of created documents and to manage information
transparently and fairly, it appears to be necessary to introduce an information
history tracking system that records the entire process of document creation,
transmission, storage, and disposal. With the prevalence of electronic documents,
access to investigation reports and other documents becomes significantly more
convenient. However, there are also risks of information misuse beyond the
legitimate exercise of the right of self-defense. Considering possible unexpected
consequences of easy access to records in criminal cases, law enforcement
agencies need to limit access to certain information to prevent misuse of relevant
records or documents. At the same time, it is required to to clearly specify the
reasons and scope of limiting access to certain documents or records so that they
do not unduly limit the rights of the defendant or suspect.

Third, given the scheduled use of electronic warrants in accordance with the
act, it is imperative to establish effective procedures for issuing and executing
electronic warrants in a precise and reliable manner. The Article 17 of the existing
act specifies a restricted scope for the issuance of electronic warrants. This
legislative approach is considered inefficient if new coercive measures requiring
warrants or judicial permission are introduced. The relevant provisions should
be amended to incorporate these new measures. Looking closely into the Article
17, the section 2 provides the use of electronic warrants in principle, with
exceptions of using paper warrants in specific cases distinctly difficult. In this
regard, what should be done before introducing e-warrant is to specify the way
of executing electronic warrants and clarify what constitutes impractical reasons
of not using e-warrants. Furthermore, there is a need to check whether resources
including human resource are enough to carry out the e-warrant system and to
minimize potential confusion when it is fully implemented. To reduce risks of
forgery or falsification of electronic warrants, for example, using forged e-warrant

with the intent of fraud, this study suggests to use a separate computer network
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for the distribution and transmission of electronic warrants.

Fourth, there is a need to establish a new information protection and security
measures specialized for criminal justice information. Until now, matters related
to personal information have mainly been governed by the Personal Information
Protection Act, and those related to securing the safety and integrity of information
networks are controlled by the Act On Promotion Of Information And
Communications Network Utilization And Information Protection. By its nature,
criminal justice information contains highly sensitive content, though it needed
to be shared among law enforcement agencies for investigation or process for
trial. Therefore, it is desirable to introduce a distinct concept of information
protection in criminal proceedings and address it through the Criminal Procedure
Act. Germany differentiate the concept of information protection and information
security and German criminal procedure law has provisions for each concept.
Korea may contemplate adopting a similar approach in handling criminal justice
information. The current 'Criminal Justice Information System (KICS)' has
effectively implemented a robust security system, with no reported single incident
of hacking or similar damages to date. However, in light of recent incidents such
as the government computer system failure or the Supreme Court electronic filing
system failure, it is necessary to prepare for unexpected accidents that may result
in network failures. Also, It seems necessary to establish regulations imposing
information security obligations on individual users to ensure that important
documents containing sensitive and crucial information, such as electronic
warrants or investigative records, are not leaked due to user negligence or
computer virus on user devices. As another of way of protecting criminal justice
information, it could be considered to allow access to documents containing
criminal justice information only to registered lawyers or from devices with
completed security certifications.

Next, regarding preservation or disposal of electronic documents, the existing
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acts and pertinent provisions shall be amended to accommodate changes. A
number of laws, including the Criminal Procedure Act, the Act on Electronic
Documents in Criminal Procedure, and the Regulations on the Collection, Analysis,
and Management of Digital Evidence, set forth the retention and disposal periods
for information while they also provide exceptions; in a certain conditions,
electronic documents or records should be preserved permanently. The problem
lies in the fact that those conditions for exceptions are not practical but abstract.
Even if the information is crucial for investigation and it seems to require to
preserve the information permanently, unrestricted and permanent preservation
without limitation may cause the misuse of information for unrelated
investigations. Therefore, there is a need to specify clearly the exceptional reasons
for permanent preservation of information and ensure the immediate disposal of
irrelevant information so that it is not used for unrelated investigations.
Another challenge of complete digitalization of criminal justice documents is
retrieving deleted documents. For example, if previous investigation related
documents and trial records are required for retrial but all of those documents
and records are destroyed, there is no way to restore them. To address this issue,
this study recommends to establish a right of the information subject to request
backups of electronically stored documents which is scheduled for disposal in time,
and at the same time to come up with guidelines on backup procedures. This
would allow individuals to be prepared for situations where they may want to

reuse information after its scheduled disposal.
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