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2) B 2t ol F £, 24E, “DNAZIGERIERS dol”, ARHHE A17d A2s
(2013), 171-1748L Q9k3t Aot}

3) SN x3 A4z (1) The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not violated, and (2) no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing
the place to be searched, and the persons or things seized.” (4= T&3l= 712—(1)¢ Q—=
w=ole] Held BAT} 371e Aol

4) William J. Stunz, The Substantive Origins of Criminal Procedure, 105 YALE L. J. 393, 396-400
(1995).

5) ol 452 AU A (trespass) Welshz Aoz} alek. BYFAE ol 9243 strict libility)
o= gl39} 33 Aojol] o]ofE Ak, Hele] FelA oI 5L WAA gk A B
t}. WILLIAM L. PROSSER, TORTS 63 (4th ed. 1971). Z2&ju} ¢ siAdollre= 2 A4 0]
o gkslElo] 9t See eg., Restatement (Second) of Torts § 166.

6) NELSON B. LASSON, THE HISTORY AND DEVELOPMENT OF THE FOURTH
AMENDMENT TO THE UNITED STATES CONSTITUTION 25 (1937).

7) William Stuntz= FH/NF2E Adzze] APAFEA A9 A9sie Feld 718 B39
g TNt V1EY fARIEE Al Zelgkal FAsith. William J. Stunz, Implicit
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Bargains, Government Power, and the Fourth Amendment, 44 STAN. L. REV. 553, 553 (1992).

8) Brinegar v. United States, 338 U.S. 160 (1949); LASSON, THE HISTORY AND DEVELOPMENT
OF THE FOURTH AMENDMENT, supra note 6, at 79.

9) F o]&9] /¥ 2+, Craig M. Bradley, Two Models of the Fourth Amendment, 83 MICH. L.
REV. 1468 (1985); Craig M. Bradley, The Court's Two Model Approach to the Fourth
Amendment: Carpe Diem, 84 J. CRIM. L. & CRIMINOLOGY 429 (1993).

10) Bradley, Two Models of the Fourth Amendment, supra note 9, at 1491-1498; Tracey Maclin,
When the Cure for the Fourth Amendment is Worse than the Disease, 68 S. CAL. L. REV. 1,
33 (1994); Tracey Maclin, The Complexity of the Fourth Amendment: A Historical Review, 77
B.U. L. REV. 925 (1997).

11) o5 i £lo] California v. Acevedo TGN, “ghe] A8 £91& A olfgh fae 1
A 2 vl Ao]aL, vt I B97t BEE] VleEHo] e &9 dlejvte] 53] 1AE
APl FAERE AL ol9} 22 YAl dZ3sk Ao w B 4 k. California v. Acevedo, 500
U.S. 565, 580 (1991).

12) Bradley, Two Models of the Fourth Amendment, supra note 9, at 1481-1491; Akhill Reed Amar,
Fourth Amendment First Principles, 107 HARV. L. REV. 107 (1994).

13) oA, AFH=E thg3+o] Robbins v. California AN, “@AA=x3 o] wp2= Aol Tl dzst
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Polopretal BAlEE 2 o)9k B2 Yol 47k 2o g J 4 Stk Robbins v. California,
453 U.S. 420, 438 (1981) (Rehnquist, J., dissenting).

14) Maryland v. King, 133 S.Ct. 1958, 1969 (2013).

15) vl=2] F7glioll A XA  magistrates) A7t 7HAE S84 J—.ﬁ’] AES a7t Atk
nl=e] ARMAAIEE J=o] ARAHAIES REE g Z1 02 XM R 2 Brle FApd
HAAAT FARTFINAIAS BT} =3k Qb - AR, ;q];i_ogx o] WkE WFelBAds}
(arraignment), oJ|H] 42K (preliminary hearing) 52 €33} =, 7'<] ot EarojlA =3
YAES AN gk =7 - g Hels HAGddX H8shs d3E sk Aotk XAt
Ao}l gl #Alo thsled=, Abraham S. Goldstein, The Search Warrant, the Magistrate,
and Judicial Review, 62 N.Y.U. L. REV. 1173 (1987).

16) Maryland v. Garrison, 480 U.S. 79, 84 (1987).

17) WAYNE R. LAFAVE, JEROLD H. ISRAEL, NANCY J. KING & ORIN S. KERR,
CRIMINAL PROCEDURE 164 (5th ed. 2009).
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Jck2D) E3E AGst o] §-5 SIialst =425 10| 9jz}e] IP 4 (Internet Protocol
Address)22) ] 7]t Auj 2] AR 5 el ARE AST SR 9T,

18) Fed. R. Crim. P. 41(c) (“A warrant may be issued for any of the following: (1) evidence of a
crime; (2) contraband, fruits of crime, or other items illegally possessed; (3) property designed for
use, intended for use, or used in committing a crime; or (4) a person to be arrested or a person
who is unlawfully restrained.”); United States v. Adjani, 452 F.3d 1140, 1145 (9th Cir. 2006).

19) United States v. Giberson, 527 F.3d 882, 887 (9th Cir. 2008); People v. Gall, 30 P.3d 145 (Colo.
2001) (en banc).

20) United States v. Payton, 573 F.3d 859, 861 (9th Cir. 2009).

21) U.S. DEPARTMENT OF JUSTICE, SEARCHING AND SEIZING COMPUTERS AND
OBTAINING ELECTRONIC EVIDENCE IN CRIMINAL INVESTIGATIONS 65 (3d ed.
2009) []3} ‘ELECTRONIC EVIDENCE’ & Okzltfh:}]

22) IP F48 29 Sl o] A, Fk 5L L 4 Jom,
ol ARE V|x& ‘”’D"ﬁ]' 0] = QlAek tire] Hal7) Tk See eg, United States v. Grant,
218 F.3d 72, 76 (Ist Cir. 2000); United States v. Perez, 484 F.3d 735, 740 (5th Cir. 2007);
United States v. Carter, 549 F.Supp.2d 1257, 1261 (D. Nev. 2008).

23) F& o5 TE(child pornography) ¥ §xju|zel 749l Ho] e AMEAE SR dh= &
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AYollA o3t A7} AMg-EL). See e.g., United States v. Gourde, 440 F.3d 1065, 1070 (9th Cir.
2006) (en banc); United States v. Kelley, 482 F.3d 1047, 1053 (9th Cir. 2007); United States v.
Wilder, 526 F.3d 1, 6 (1st Cir. 2008); United States v. Terry, 522 F.3d 645, 648 (6th Cir. 2008).

24) See e.g., United States v. Flanders, 468 F.3d 269, 271 (5th Cir. 2006); United States v. Khanani,
502 F.3d 1281, 1290 (11th Cir. 2007).

25) U.S. DEPARTMENT OF JUSTICE, ELECTRONIC EVIDENCE, supra note 21, at 70.

26) Id. at 72-76.

27) Davis v. Gracey, 111 F.3d 1472 (10th Cir. 1997). A8 Ao $HZ=, United States v. Lacey,
119 F.3d 742, 746 (9th Cir. 1997); United States v. Adjani, 452 F.3d 1140, 1148 (9th Cir. 2006).
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28) o|#3t Mg A Hsh= A2+, Orin S. Kerr, Digital Evidence and the New Criminal Procedure,
105 COLUM. L. REV. 279, 302-303 (2005); Raphael Winick, Searches and Seizures of
Computers and Computer Data, 8 HARV. J. L. & TECH. 75, 82 (1994).

29) o]&gt Mg A&l A=, Orin S. Kerr, Searches and Seizures in a Digital World, 119
HARYV. L. REV. 531, 569 (2005).

30) Id. at 569-570.

31) ol#fgt He A#sl= A2, ORIN S. KERR, COMPUTER CRIME LAW 375 (2d ed. 2009);
Orin S. Kerr, Search Warrants in an Era of Digital Evidence, 75 MISS. L. J. 85, 86 (2005);
Susan W. Brenner & Barbara A. Frederiksen, Computer Searches and Seizures: Some Unresolved
Issues, 8 MICH. TELECOMM. & TECH. L. REV. 39, 82 (2002).
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32) o33t HaS 5dte] AYAME BALES “bitstream copy”’ X “image”’f}i%E 3t} KERR,
COMPUTER CRIME LAW, supra note 31, at 298-299.

33) See e.g., United States v. Hill, 459 F.3d 966, 974-975 (9th Cir. 2006).

34) Id; U.S. DEPARTMENT OF JUSTICE, ELECTRONIC EVIDENCE, supra note 21, at 77-78.

35) olele e kel BAIE U £ vt e WA A7le] ASol vkl See
e.g., United States v. Santarelli, 778 F.2d 609, 616 (11th Cir. 1985); United States v. Hargus,
128 F.3d 1358, 1363 (10th Cir. 1997) (o]H3F &7} °“Z¥0ﬂ/ﬂ 371 Mol &3l=A] RS
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36) United States v. Schandl, 947 F.2d 462 (11th Cir. 1991).

37) Id. at 465-466.

38) See e.g., United States v. Upham, 168 F.3d 532, 535 (1st Cir. 1999); United States v. Hay, 231
F.3d 630, 637 (9th Cir. 2000); Guest v. Leis, 255 F.3d 325, 335 (6th Cir. 2001).

39) Winick, Searches and Seizures of Computers and Computer Data, supra note 28, at 106; Brenner
& Frederiksen, Computer Searches and Seizures, supra note 31, at 75.

40) United States v. Hill, 459 F.3d 966 (9th Cir. 2006).

41) Id. at 975 (“[Tlhe government must still demonstrate to the magistrate factually why such a
broad search and seizure authority is reasonable in the case at hand.”).

42) ok HAL o A A dBH qbp, T 9] EAo] Hasithe Aol &AW EA| ok At
WS AHBHHA L, FAIEe] HigtE| Aoy Bl SeR 9} 2 ofF-E Hivke] &
AL ofUte S ol T Gl A ¥ FAE wiHsA okYakiitt. Id. at 977.
A H B W= 9 Hill 329 FHAE vhdate] QA e (affidavit)oll @7 €] S
BXo] QF7HE olFE A AL Wastal ¢th. U.S. DEPARTMENT OF JUSTICE,
ELECTRONIC EVIDENCE, supra note 21, at 78-79.

43) United States v. Olander, 2006 WL 2679542 (D. Or. Sep. 18, 2006).
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44) Fed. R. Crim. P. 41(e)(2)(B) (“Unless otherwise specified, the warrant authorizes a later review
of the media or information consistent with the warrant.”).

45) Fed. R. Crim. P. 41(e)(2)(A)(0). 71 & Z3ollXe e A8E F 10 ool FPwejof
geha grgatar ASiek

46) Fed. R. Crim. P. 41(e)(2)(B) (“The time for executing the warrant in Rule 41(e)(2)(A) and
(H)(1)(A) refers to the seizure or on-site copying of the media or information, and not to any
later off-site copying or review.”).

47) See e.g., United States v. Hernandez, 183 F.3d 468 (D.P.R. 2002) (F&438 & 6 5o o]Foizl

FAENS 5218, United States v. Gorrell, 360 F.Supp.2d 48 (D.D.C. 2004) (37433 % 107}

Y ZTo|| o]FolF FARXL %213}, United States v. Syphers, 426 F.3d 461 (st Cir. 2005)

(Y F 7L Foll o]FA FARHE SID).

United States v. Mutschelknaus, 564 F.Supp.2d 1072 (D.N.D. 2008), aff’d, 592 F.3d 826 (8th

Cir. 2010).
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202 sto] YAS W AR lem, H yoprt Aol 1 23S &
$351A] oYt AL ZA7) vldE A= ok oA, United States v. Brunette
TAOM 2B SE 240] Gl A¥E R 30 ool 43
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ESt n Al A F AW HPHA Y] X|FHAR= In the Matter of: the Search of the
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49) United States v. Brunette, 76 F.Supp.2d 30 (D. Me. 1999), aff’d, 256 F.3d 14 (1st Cir. 2001).

50) In the Matter of: the Search of the Premises Known as 1406 N. 2nd Avenue, 2006 WL 709036
(W.D. Mich. Mar. 17, 2006).

51) Z, AQHRARE 9 WRSHEA et 2o ¥R s,
IT IS HEREBY ORDERED that within 30 days of execution of the Search Warrant issued
on August 31, 2005, a return shall be presented to the Court. The return shall identify all
computer storage media, such as hard drives, CDs, DVDs, floppy disks, the variety of USB
drives or thumb drives, or other forms of storage media seized, as well as all other materials
seized from the residence. No forensics examination of the computer hard drive and storage
media may be conducted of the materials seized until further order of this Court. At the time
the return is presented to the Court, the Government shall provide an estimate of the time
necessary to conduct a forensics examination of the materials seized and the computer search
protocol to be utilized. /d. at *1.
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52) Id. at *7.

53) ol o} ‘UL YAEIA 45 - AT APETAl 6. HIER ollA A5 =3k

54) Fed. R. Crim. P. 41(e)(2)(B).

55) See e.g., United States v. Twenty-Two Thousand, Two Hundred Eighty Seven Dollars ($22,287.00),
US. Currency, 709 F.2d 442 (6th Cir. 1983) (AR A Ylst o] glovt 7%
g wiAIBEARE oM J3h); Hudson v. Michigan, 547 U.S. 586 (2006) (%3733d34S 1A|5kA] of&t
Aol Jout S758E wiAAE oFh.

56) o]#jet HS AHEE= AsEE, US. DEPARTMENT OF JUSTICE, ELECTRONIC
EVIDENCE, supra note 21, at 93-95.

57) Fed. R. Crim. P. 41(g) (“A person aggrieved by an unlawful search and seizure of property
or the deprivation of property may move for the property’s return.”).
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view doctrine)’of 2]5}o] B2 7}=ETh62) ‘Plain view doctrine’2 4=AL7]|Ho] &

58) In the Matter of the Search of Kitty’s East, 905 F.2d 1367 (10th Cir. 1990); Ramsden v. Unites
States, 2 F.3d 322 (9th Cir. 1993).

59) Kerr, Search Warrants in an Era of Digital Evidence, supra note 31, at 129-132 (A 251
A& WA SARMI GrEytEtel] tigh dvtkd V|ES AAstolol divkal g%,
Brenner & Frederiksen, Computer Searches and Seizures, supra note 31, at 79 (FAF713#o] b=
H ARAGA o] EARES Tl A mE-E A AR,

60) United States v. Maali, 346 F.Supp.2d 1226 (M.D. Fla. 2004).

61) In re Searches and Seizures, 2008 WL 5411772 (E.D. Cal. Dec. 19, 2008).

62) EiollM= &5 agre] Meld] et plain view doctrine Mg Alof 2 o)z} M A}
o} (259, AR 7 4 - A Al ol BE YRS, e A6 A3
3 (2011), 99, 159), ‘Mgt Ao} Lz olel= MlHoie} ‘plain view doctrine’o]el= 37
£ BT ARSI gt
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63) Horton v. California, 496 U.S. 128 (1990) (“The object’s incriminating character must be
immediately apparent.”).

64) Kerr, Searches and Seizures in a Digital World, supra note 29, at 568.

65) 9l Horton v. California A19] 785, AP 132 Z= HPo 2 A5 FES 74 8 &
A= el 2 A FAS R AFelA 9 #del ARe-E Frx e HeHL
olglgt He FAPIRE FA ] Qlatr] Aol o= Fr dldgt W] Aol rE A
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66) United States v. Carey, 172 F.3d 1268 (10th Cir. 1999).

67) SAK HX)o] HARE, United States v. Campos, 221 F.3d 1143, 1148 (10th Cir. 2000); United
States v. Walser, 275 F.3d 981 (10th Cir. 2001) (FA718S wlekA g B8 =7 £3S ¢)8
Pe DAZ AFEACU2AE PG F ol BLUE HUS WA oL BLTE B
dol FALE 918 G A Wl olEgeE Bl v e gmshaltul, WAL 9o
T2 dHe] dale AN A4z el A sfgeitta #AskAr.

68) United States v. Kearns, 2006 WL 2668538 (N.D. Ga. May 22, 2006).

69) olo} & A& A= Hs| =, Kerr, Searches and Seizures in a Digital World, supra note
29, at 578-579.

70) William J. Stuntz, Local Policing after Terror, 111 YALE LJ. 2137, 2184 (2002).
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o] 19824 U.S. v.

A Am BAol dEt 5e1e aTe A B onje] AE F7EAA I (search
protocol)of] whe} HAo] st d A& aTFsHe HA|k of

71) David J.S. Ziff, Note, Fourth Amendment Limitations on the Execution of Computer Searches
Conducted Pursuant to a Warrant, 105 COLUM. L. REV. 841, 869 (2005).

72) Kerr, Searches and Seizures in a Digital World, supra note 29, at 582-584; RayMing Chang,
Why the Plain View Doctrine Should not Apply to Digital Evidence, 12 SUFFOLK J. TRIAL
& APP. ADV. 31, 65 (2007).

73) Kerr, Searches and Seizures in a Digital World, supra note 29, at 582 n.222.

74) United States v. Tamura, 694 F.2d 591 (9th Cir. 1982).

75) Id. at 595.
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76) Winick, Searches and Seizures of Computers and Computer Data, supra note 28, at 106-109;
Brenner & Frederiksen, Computer Searches and Seizures, supra note 31, at 82.

77) In the Matter of the Search of: 3817 W. West End, 321 F.Supp.2d 953 (N.D. Ill. 2004).

78) © Yo7} United States v. Barbuto, 2001 WL 670930 (D. Utah Apr. 12, 2001), 43} 20|
SAEAA L] AZHA ol St o2 S7158S Wi Ale Sl

79) United States v. Voraveth, 2008 WL 4287293 (D. Minn. Jul. 1, 2008).

80) See e.g., United States v. Cartier, 543 F.3d 442, 447-448 (8th Cir. 2008); United States v. Hill,
459 F.3d 966, 977-978 (9th Cir. 2006); United States v. Giberson, 527 F.3d 882, 889 (9th Cir.
2008); United States v. Brooks, 427 F.3d 1246, 1251 (10th Cir. 2005); United States v. Khanani,
502 F.3d 1281, 1290-1291 (11th Cir. 2007).
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2008'd0] 3AAFTE At cor 1 FAMA =, oI Fe HE S0
“Tracey” ZUE ¢4=3t 740] AN} ABEE SPERE Zlo] okyetar HAls)
ek =, (1) AL G XL A (affidavi) S F8lo] Ao|A] ARE A

Cojel Rt S Lelol A8 B4 olehgol SIEHe B2 46l 4

81) United States v. Comprehensive Drug Testing, 513 F.3d 1085 (9th Cir. 2008) (CDT I).

82) United States v. Comprehensive Drug Testing, 579 F.3d 989 (9th Cir. 2009) (en banc) (CDT II).

83) United States v. Comprehensive Drug Testing, 621 F.3d 1162 (9th Cir. 2010) (en banc) (CDT
1.

84) CDT I, 513 F.3d 1085 (9th Cir. 2008).
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85) CDT 1I, 579 F.3d 989 (9th Cir. 2009) (en banc).
86) Id. at 998.
87) Id. at 999.
88) Id. at 1000.
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o) 20109 HAA TR -4 T A4
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89) Id. at 1000-1001.

90) EirolA& A LATH(en banc)’ 2} <A A AT (super en banc)’ ] §-015 T3}t ARES)
I e AL Fosteiol gt 99} o] HAARAF FAE FESHE AL AyEYo}
(California), 22]7(Oregon), $JJ¥l(Washington), o}o]t}3 (Idaho), #EvH(Montana), 4u}ch
(Nevada), off 2]%(Arizona), &#|>~7}(Alaska), 3}¢}o](Hawaii)oll o2+ Yo #TS 7HA=
ALA9FTALH o] 54 whiteltt. dubH oz HUA (en banc)’gl 2 HA| FALE THE
GJAE onlaht, ALAIFLHAL] A9 AA WAL F dojHor dgE 119" 744
Agtd Mol FoAE ofngitt. ofet ALaaH el vlete] Heko] Wi #AF FHo] B
el 7193 919k 2ol AghdE W ele] ojAE 38k Ak, whbA AR ARt
FAete 21ggk HA| Hde] JHJAA R BRHE Btk o] 22 #AAE HEs]
oJ5te] AR AN YL Wi AEtE tgHow ‘AA) ALAHE(super en banc)’ 2] S
&-g-ghct.

91) CDT I, 621 F.3d 1162 (9th Cir. 2010) (en banc).
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92) Fed. R. Crim. P. 41(d)(1) (“After receiving an affidavit or other information a magistrate judge
-+ must issue the warrant if there is probable cause to search for and seize a person or property
or to install and use a tracking device.”).

93) o|#st H& A|H3sl= ANEE, Orin S. Kerr, Ex Ante Regulation of Computer Search and
Seizure, 96 VA. L. REV. 1241, 1271-1273 (2010).

94) U.S. DEPARTMENT OF JUSTICE, ELECTRONIC EVIDENCE, supra note 21, at 80.

95) United States v. Grubbs, 547 U.S. 90 (2006).
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96) Id. at 98.

97) flok &2 F2je] gl gk FAIsE el distel= LAFAVE, ISRAEL, KING & KERR,
CRIMINAL PROCEDURE, supra note 17, at 179.

98) United States v. Grubbs, 547 U.S. at 93-94.

99) Id. at 98.

100) Dalia v. United States, 441 U.S. 238 (1979).

101) Id. at 257.

102) Id. at 245.
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103) Id. at 257.
104) U.S. DEPARTMENT OF JUSTICE, ELECTRONIC EVIDENCE, supra note 21, at 80-81.
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105) United States v. Hill, 459 F.3d 966 (9th Cir. 2006).
106) Id. at 977.
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Digital Evidence and the Regulation
of Searches and Seizures

Cho, Sunghun*

As technology advances, the use of digital evidence is becoming more
important in criminal investigations. Many people have expressed concerns over
the invasiveness of computer searches and suggested schemes for ex ante
restrictions on the computer warrants.

In this article, I examine the various aspects of proposed schemes for
regulating the invasiveness of computer warrants and argue that such restrictions

are an unwise approach.
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