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Study on Criminalization of Automatic program Production,

Distribution, Using in the game

Choi Ho-jin* - Han Da-bin**

The illegal using of an auto program obstructs the management of the online
game business during online game. Despite of these existing interference, the
discussion about the problems of the auto program uses has not yet been fully
discussed in the perspective of criminal law compared to the discussion on the
grounds of private law.

This paper discusses the uses of an auto program by distinguishing into two
categories, ‘general auto program’ and ‘auto program inside a game’. Furthermore,
the production, distribution and uses of ‘auto programs inside a game’ has been
examined to discuss whether it can be acknowledged as a subject of criminal
punishment.

The case of ‘production-distribution’ of an auto program is a violation of
technological protection measures under intellectual property law. It is also
applicable to the subparagraph 8 of paragraph 1 of article 32 of ‘Game Industry
Promotion Act’ and paragraph 2 of article 48(dissemination of malicious
program) of ‘Act On Promotion Of Information And Communications Network
Utilization And Information Protection, Etc.’(Information and Communications
Network Law). Unlike the two laws above, Information and Communications
Network Law is absent with the regulation of acts of production. Moreover,

even the regulation that currently exists does not cover device as an object of
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the regulation but only the (software) program itself. Therefore, the law has a
legislative defect that makes it impossible to punish the actions of producing an
auto program and distributing hardware auto program.

For the case of the uses of an auto program is examined in details by two
criminal law regulations, paragraph 1 of article 314(Interference with Business
through fraudulent means) and paragraph 2 of article 314(Interference with
Business by damaging data processor). The crime of ‘Interference with Business
by damaging data processor’ is not applicable to the uses of an auto program,
due to the fact that auto program does not generates defects in reality. On the
other hand, if the game service operator provide an online game service from
falling into an error by the third person, the crime of ‘interference with business
through fraudulent means’ can be applied in this matter, because the actions of
resulting one from falling into an error can be understood as a fraud.

The acts of production, distribution and uses of an auto program can be a
major reason of impede development in the game industry. Despite the fact that
current ‘Game Industry Promotion Act’ is regulating the production and
distribution of auto programs, it is still not enough. From this reason, this paper
is eagerly looking forward to the near future for the application of criminal law

in this matter.
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