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o ARSA 71ee] o] wel AR 29 IR Qs UEE A
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Fol Atk 2016\ AA 2= HJRIIE(IT) 7199] 2 AA
3

FOE WOE FTSE UFY 71429 ol YA A%k Ut E A

AAE7E Aol o] =i Q= FRIAT] /HJIAEA 1 EHEE 5719
A2l 7B AAY 4jeh= AR Altfe] 383} FHol Holghar & o
3) oIAE-&F VA, “BIF 5594 s IR - AARE Z.%Al% %7%—”, ZA AR 2014. 10.

102} A3Z @ uke3k 7)2) 9SS wjalA] o] @A Alolr] m4?, 2AAUR 2014, 9. 29.7}

A8Z,

4) L& 71, B, BE T FUE Rl B Ule Adl P, @574, 2016. 7. 22.4)
A29%:,

5) David Lyon, "Surveillance Society : Monitoring Everyday Lifes, Buckingham : Open University
Press(2001), pp. 3-35. ; ¥FgE, “HdAbAI9} Zeto|A] BAl Aol Bek 77, HEH3], R
A A6453(2010. 6.), 139% L F26), 150% o|3}.

6) c]57] 712}, “IT &85 SeHe= AE”, d=574 2016. 9. 28.4 DI,
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7) AR, <A A ZUEY Al AzRet AXR, W2, Mz 5 Ae4sE
(2010.6.). 207, 8% ; AT (vl A s FReAGE=HA), Ao A INAAR A7 EgH0,
A AR, 2014. 9. 1.2}, 10,

8) ¢-glufetellA 20159 79 A IR Y] ojgelo} SJAle FUE 77t E AAEY]
7% Mg 9t AR s FXAA 7R 2fsk FIkl Fe] =-3HY 9|5
7= St G 7L “aiF) T ) =, 2R 2015, 7. 154 A6%, ; 2olE
o] 717}, “aF) =2 Ml T A A, UK, 2015. 7. 172} Ad4Z )AL
o] 2¢] F10), F22)o| 7|Agk AT Ze Apzdolot.

9) 7R vle 2o R 5B 93] - AP AR gl Ty R e WA 5(2014) =z

10) 9718132 2015, 7. 147 ESQEHE 53] olggo} Msizddio] 2013. 9. 16.% 'SKA'(South
Korea Army Intelligence)E %9} 3+ W3 AKlawyer)e] AFE o A Z 2 122 AX|Fr= QA

Z191e] olMdS FUNE vl Atk A3 71AL “Y71Ela, =Y, WsAE 18 s, 2AUR
2015. 7. 16,3+ A6Z 7)A}
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Eoleka ARk NIEA SAEAITe] et mUE P gulsiAt gkt 2o
1= (e}

= Al 5 FASAITl itk BUE P s = ek ARl 22kl 2y
Yo} BAEA o] tgt BuU e Ee Hx}glA|(electronic surveillance)2]13)

ol A)gk, BUEHE ejst AAZAIS 2k & o We W9lo) A
ojulshiz Gojeba 3 4= gich AREAG] ek mUE e AXZE ARHEA]
A& FABHE O] WACR WAL, ofn] BAIIA 250 AFE AH
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Felof Q=9 EA1 IS PAIsHE Setel A10] WAl Bad 4 9l
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11) ol&d, “AAF R ek G557 7129, 2oL FgFoldf s, gh=3Hy
AT, A18A AE (2012. 3, 8%

12) "= 2nd Circuit Court®] ACLU etal. v. NSA et. al.(2015. 5. 7.2}) &4.

13) A8 A9} vl QA A Aldzo] HAE v)= Aok JHEHle] 35S Aegk e
2, &A%, “plare] 5417 AA Pt 9 =9 59, KiC THAR A AT425(2016 ), 345
olat ; £X9G- AT, A FAY FASY Fkel B A7, dHY APEAHEITY
(2015), 88-92% %=z

14) FFAlo] g5¥ FAMAIA] W8-S dFshe d9le SAMNERESHA e S ot oiHd
2012. 10. 25. 31 4. HFEAE, 2012, 11. 5.2 5% 7]AL 3z

15) wele), “ohg % AR o] fetel ww o] s1gt B, TSt A28 A3E(2012),
1542 9 33 F1)ollA] ¢1-83) Siebere] =& = theh, vhs|ge Z717t Elelel AFE A2
of widelel] Heh= FAE 22kl HH(Online-Zugriffjol2ta & F I 3t oz drjH o
= ojFolA 22kl FEE 2241 54)(OnlineDurchsuchung), ths 3717kl A7 o] Folx
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AN 2.9] 799k o] 18] FrehEe] AEl] Gl BAGE B, st
L AR WA Hobl YR BT BFk muE o]k & 4 glek SNS Ay
20 7H9J3to] o] 2 BEIE olgAEY Higt g, A, FIY Sol A% A
Bl AHEe] Ao that o] ool S glek EYAE Bo) WEEE
AAZAS FRY) AZT Bast AAA Fol uehlo FREAY mEL
F2 WA BACA e e 1 mUERe FU% el ey

QU Uopr} o] 9] Aufeleld £ A1) BSEHT ANFAQL Wl
%aow WAG It MAG SHEA e ool A Lerel mUE o] &
A 5w ik o] FoIAE olES B ofSEL WE FREAY mE ol
L golZ AMGSHAA, T T Bl Sbpe] WAl BN, WS B

FAUY FF ol wdd WA ZAE LR

rr

offt

N

Hxied &H

IT 714402 tifo] S4EA| ghe el ZAE e At ugo 4l
%517 Sl Ao] Z15sith MAEAS BHo ARl gt AE lmsl 2
e YEYTAY B FoAHE Serk AP Fohhy] s F5)
E9]a(drifine) S Hx|she Hr A3 B Wejnt Hels 2blao] v
o A% 2o G dlolH S SeERBAL BAHolA ke lolelg 1y
L QBS P 4 QR ) Eoh VIR Tefat BEA el thak 24

B3 QA B AR A4 wuste] £ T mlge] o a5 Mol
B2 913 Sl HRE 0§ 4 ekl ¥ dlojel(big data) 2D 745 9)

&

ohd goig E8eT ek ka9, “H o] 3lo] ARl 7 ‘oA elel 541
AR, TARSAT, 205(2009.8.), 1852,

16) A, “TjAEZ7 el qhrel TRl ] ASRP, AR, TPApEe] N5, A 255
(2010. 4.), 128%.

17) John Palfrey, “The Public and Private at the United States Border with Cyberspace”, "Missipi
Law Journaly(Winter 2008), 78 Miss. L.J. 241, 280 ; 275, “F¥2 ##A 9= AxAHke]
FA-AZ, ok, AP, AP 285(2014. 6.), 204Z, F10).

18) AT gzAehy Arshd=t=sa), “H) vlole’ s vegig wEe] Wie 2407, tiewdal

o
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= AEE Zohl7] sl Ad=i(select), BAi(exploring), 4 Bl K Elg)(modeling)
sh= dloJ¥| ufe]id(Data Mining) 7oLt foj2lE tjufo] A0 HHFAIY
HUEES 7FssHl she 71e4] dAlzzde] € ook =7PF ARSAY 2y
HES o]8shalat she 875 2= 212 oy tE "AE Y= %37} A
 AA ARl H4 migoloh FHIHE S AR 3o ofupA|slhe Al Fuke
AlYslel(Radio Frequency Identification, RFID), #4382 €]8]|(CCTV), AnjEL
AR B YII0T) 52 B AR ARzoll Higt $1A]- e 52 AARAIE 753t
A Ry ZEjal 259l Yl 71eE Yl ek (Internet Exchange Point),
OTEY AH|AAE 2 A|(Internet Service Provider, ISP), E27) $AE 7o J=ulo
ERES HEYA A8 7= e L H40= kL Qv 23 dA o, AlY
LRI, iH‘%EEZ‘%‘ s AarEl A= AAY 1 AFEE Sste] &2
B2 MR 3E ok QU Al HEHAYOR
'—?7}7} M= 7&/\]0}7]7} oz AR Aldiztal s ke 4 glok2D
TARARNA FRFAT HUE P22 oA 7l oz shA ok A

&, 2015. 2. 2.4}, 11&,

19) Madhu. G et al., “Hypothetical Description for intelligent Data Mining”, "International Journal
on Computer Science and Engineerings Vol.2. No.7(2010), p. 2349. ; SZER, “FAZH O 24 9]
dlole] wholdoll ek W=l a2, didzA, TeApHe] AEe B 405(2013. 9), 145% o]3}
2 1502 F9).

o]dgk 71}, “ofA| st olZFol? el E 717Ie v &AL b, 2AUR 2015, 1. 6.4 A2%
7IAb x

Jonathan Zittrain, “Internet Points of Control”, 744 B.C.L.Rev. 6533(2003) ; Marjorie A.
Shields, “Annotation, Fourth Amendment Protections, and Equivalent State Consitutional

20

~

21

~

Protections, as Applied to the Use of GPS Technology, Transporter, or the Like, to Monitor
Location and Movement of Motor Vehicle, Aircraft, or Watercraft”, 5 A.L.R.6th 385, (2005)
; ¢] John Palfrey, “The Public and the Private at the United States Border with Cyberspace”,
at 243. : V1%, ¢ “FHH #EA Jv AR HERRe] FA-AF 7, 205%, F14).

S-elebellr] 20159 797 =7 Ao] oo}l HARIAIRRE Tt A ZR
(Remote Control System, RCS)2. & Wje]=¢lS AR AnlEE d17)S dith=(o] 21} Hiziel
AR o]So] dof # o] Apetar =3 ARLE Ak vilon, #A TR 2 S
sk 5 A AR Ede] At o] ARE ARFAT RUERe] oJgk W oot
Ao BHE AR & 5 2k kT 7IAL iyt Sl Alongft Alw 5 =AY
B 2015, 7. 174 A4% 7IAKE 22, 2 ghel ] A& 2015, 7. 27.4F AlZ, A35% 7|4 4

B FzE.

22
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2 ZIfo] o] FTAIYY Aol weh 42t vhe FrE Bl Bl § FAA o o
thet ohA] 243 dlolg 2 Aqdshe A WAE gkl Qle Zolth2d) QIEYl
S Fote] 2= AA7INE FE ) HRlE A A3 H 71ERe] AR
o] olate] H- AElE S B9l RS B G RA 7|E Al sdshs
Ao|Bng FAA A @S g ol AU AgA(HZ) o Hgt &
AABERA = EAH| YR S AL 71s5)e)24)

3. HESMY FLHES| O=s

UAY Bro] ofg 7Alek 14 7%l o AYaAL GedoR 948 27}
PTG oS AR 71Ed 2 RS st 2A EA o)k
Al BACISS o aTHoR Fohiia sl 878 alA 2 Rk
8] MA|=L71A ZFA] A A|(National Surveillance State)= A}$-Z 0] AL} JraH
OF AR 2A]Ql(ex ante) RE|ARYe] HaPsh= £ shath 22le F& AAT
7he AEA] WAl WeATABII of Rights) 2 $Blahs 45k 2o
of Alzgh Aotk & tAE HE3}F ARs]ofA o]=gt AT =717t
AR ARG T gne] ugpow Qs 2a Folt
AERE HAAIZE ARFAIA] QAL - A1 Y] FESAIE ] AAIZHAIY wod 4 9l

A 2D Al ARglof| A Ao m Ao Wigo] EEstal e sloltk AR
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23) Y, “dNF(packet) 7+ 31-8-2] A7, EHAF AL 2014, 10. 134}, 13,

24) &AM 2011, 12. 22, X131 20093781348 9H4 ; 23155 2012. 6. 8. A3 2012
82 #4 ; tHY 2012. 10. 11. A3 20125745584 Z=.

25) Jack M. Balkin, “The Constitution in the National Surveillance State”, “Minnesota Law Review,
(2008.11.), (93 Minn. L. Rev. 1), 16. ; $715, ¢ “F#= #AwA Y= AxgRvte] S=a4. A=
A=, 206, F13).

26) 9] Jack M. Balkin, “The Constitution in the National Surveillance State”, at 15. ; 27]5%, ¢
“FEE B Qe AR 443, 45, 2515, F121),

27) Rz, “Ulee] EHF ZetolHAP, tighAE, 2015, 1. 19.2h 13%.
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I HAE golH= AR Aol gtAoz AE
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Ab 5 UEY MulAGA)7E eaishe o 84S AEY oS- dHelE 4
3 7 o142 2= 9} a7ty 2008. 2. Tp7|A

H7} olato] witjalis Y18l FaAto] ANE Aol E(YouTube.com)o] 7
3 w7]2gke] 1SPefl4] 54 URLe| 71 ISP

olgAFEe] W&aHA B 2XsATh Te WS wlas AFSo] o
3JAHAnchorFree)7} A|-gsl= & ZZI3(Hotspot Shield)S o]-&3te] 9] #o]
E(YouTube.com)o|| H&ste Al=stgick 18d ¢ 3JAHAnchorFree)= o]-&-
5ol § Hered AT FAsts WuEAYth = ¢ mzw(HotSpot
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28) New York Civil Liberties Union, “Who’s watching?: Video Camera Surveillance in New York
City and the Need for Public Oversight”(2006), http://www.nyclu.org/pdfs/ surveillance _cams
_report _121306.pdf ; Patricia L. Bellia, “The Memory Gap in Surveillance Law”, 775 U. Chi.
L. Revy, 137, (2008). at 137-38, 148-49. ; 715, ¢ “FH= #AHA J= AxARe] =47
Z, gh, 2182, 752),

1692 w5 wjplgA= o Q1T+ 500080l Bt 22 uke2l Al FH(Salem)ol|A] A 2-&
e & Holths Slaid] 2A3) falhd s wa £E vhsARde] 150 ==,
I 5 197%e] e ASHIL, 192 TEORE APgglon, o}y 5 5Ho] ol AFLEHS
ok ) 7 oeteE vpAAES R S90S Bk A Fakle] vhAniele sukAe] Felo
& FAEED)HeR T wjd Hojgta EEle F& APHARIC] il Zlelrt. Carol
Domblewski, "The Salem Witch Trialsy, Scholastic Inc., (2003).
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olsf| a7l agt AlES sk AES FRlsHAl H IR0 olzfgh QIEUl ARG
At A% 7P A FP4E3D et Aol sddich Ay Sl
A= A A7 SR oldt A el }143},32) =7}l ofet A
AF=0)d EAx =99] tJaro g Alojof & = 1F)

Howo] w2 2Reh 7 9t op2) k] % gl —,41:@?_1- R E A} Eq
Elgol WREA 87 Suiet 27kl o8] Weld JRsAE FE8l Q) o
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srha shojale TAo] MieA] FA MR o2 Ahsht sl A

. H2ESHT ZHLE>] 2=t EHEX|

. e dE

offiel A He e AESAY RUHY T HReaket wdE AU,
Al whet FHollA His AR HarE S o185k R AL %)
© A0t Iy thgolld FAIA R duE e viel o] ofF o=

30) 9] John Palfrey, “The Public and the Private at the United States Border with Cyberspace”,
at 259-60. ; /1%, 9 “FEH BAY Y ARGEre] S A%, G, 27, F73).

31) FEPAel BT AT, “PEHA B3 A AR, Aedista NEdgaE, "LAW
& TECHNOLOGY; A|10¥ #|33% (2014.5.), 69-80% 2=,

32) e, i TR =07, MEAE, 2016. 9. 26.7, 155,

33) 27121791938, TRl 44} B TAE ZAGR AH2AL012.12), 2122175,
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Ly 221 $3 3 9)3|(Council of Europe) Alo|u{H =] vFx| oK Convention on
Cybercrime) A|19x=36) T3 = ALE] glo|g]le] f<=<=M(Search and
seizure of stored computer data)o]e}= A& o}fof vy}t e &L IF
Ak e

. 7} Aokgare dm ol ol theo] diAke SalslZIL ek wisd 4

09 8 4 QEE et 7|l Wask ARG Holshs AHEAY 7]eh o
2 stolof gtk
a BFEALY EE T QRel 2o A3E dold, Jelm

34) ZLMIZZXREYVBFHERCTHS L X "EEEFHERCEREE B TEEL TV
FRIEHECHOT MBI BTN E LA EY Lo BRSO UL SRR ERcE
FHELOLWELZTHIENTELZ LLEINTOZEHMWELHELRE T 2ICDITEHI T
5 LERDBIERY BRICHS S Dn b “F OTERIGLHA B E T AU O SRR
HELC L "EEETHAERNIEZMORHIMEZ LIz 52 L TEs.

35) 2209, “Aolu] A} B CAE 27157 AelEAl A3t HE BER, bl el
A 9 OAE FASY Az A% R 0 E295(2012.12), 505,

36) http://edoc.coe.int/en/cybercrime/6559-convention-on-cybercrime-prtocol-on-xenophobia-and
-racism.html(2016.10.17. 4.



16 o SARYMAT H273 H45(EH HM108%, 2016 - 7{2)

b. AR OB AgEo] U AOR o AL PFEHlolH AF B
2. 7 AFFATS B 7)Ho] 9] 1a.gh Zo] B4 FFE AL} 1 AR
2 AL S8l SARE A4S B 4 9o 1 R Yol g ok A
FelAagot 1 Ake] Fad she dlolej7t AREle] girky Wt
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37) 1. Each Party shall adopt such legislative and other measures as may be necessary to empower
its competent authorities to search or similarly access:
a. a computer system or part of it and computer data stored therein; and
b. a computer-data storage medium in which computer data may be stored in its territory.
2. Each Party shall adopt such legislative and other measures as may be necessary to ensure
that where its authorities search or similarly access a specific computer system or part of
it, pursuant to paragraph 1.a, and have grounds to believe that the data sought is stored
in another computer system or part of it in its territory, and such data is lawfully accessible
from or available to the initial system, the authorities shall be able to expeditiously extend
the search or similar accessing to the other system.
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HREEANY DU EZo| oFt HEIER|O| Mty o 17

t} 31, S AEd|Ye]o}l Crimes Act 1914 3LAL “HIEE|LL HEE| A AR 4
DY 5 s 2EF £ Uk 59 A4 74 ARF(Person with
knowledge of a computer or a computer system to assist access etc.)o]gh=
A% ol thewt 7e FHS Fa gk

8 5ol disl AFELr dlolel Aol A= o] Sl dlolE e

LAY IAERRE A2 4= Qe E e|Fo|n HQs AHel 28 Al

shehe WS o 2 AL HubbelA AR 4 gck T AFEG doly AR

Az (1) el 714 Aol AAISHL A, (i) 3KQ2)Foll ofsf o= o =AF

oF A5 7] A% Aol YRSk AW, (i) o] Aol ofsf teE Rlojof o

t}.;39)

et 91 T g ARl ofsteielE AREATS Eatel U4

sl Lerel ot mUEHE 5§t FAoltn & St gick 9] 23

(@)iofA Toh= 3kQ2)PF= G AgRolA EEE A

7] 919 weldom Wash gao olE5T A9 o

o

AZH) AFE Aulo] BRI Histe] ST 5 UeS uIFHE gr

2l ofgbo] W= AWFHARREFR] AWIF(b) = “FIHEAR (Authority  to
Issue a Warrant)2hi= A5 ofeff thaat ol 4+7g3kal ik
foAdh W8y FFdolu HAPge] a3o] Slow,

() FHS I AP R G BRGAS )R WY T

O:

39) A constable may apply to a magistrate for an order requiring a specified person to provide
any information or assistance that is reasonable and necessary to allow a constable to do one
or more of the following:

(a) access data held in, or accessible from, a computer or data storage device that:
(i) is on warrant premises; or
(ii) has been moved under subsection 3K(2) and is at a place for examination or
processing; or
(iii) has been seized under this Division;
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(5) o] TAR W9I7H AT X Lo] W oJTE, E: Fulol AT
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40) At the request of a federal law enforcement officer or an attorney for the government

(2) a magistrate judge with authority in the district has authority to issue a warrant for a person
or property outside the district if the person or property is located within the district when
the warrant is issued but might move or be moved outside the district before the warrant
is executed;

(5) a magistrate judge having authority in any district where activities related to the crime may
have occurred, or in the District of Columbia, may issue a warrant for property that is
located outside the jurisdiction of any state or district, but within any of the following:

(A) a United States territory, possession, or commonwealth

(B) the premises-no matter who owns them-of a United States diplomatic or consular
mission in a foreign state, including any appurtenant building, part of a building,
or land used for the mission's purpose; or

(C) a residence and any appurtenant land owned or leased by the United States and
used by United States personnel assigned to a United States diplomatic or consular
mission in a foreign state.
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Reviewing the Crime Control by Monitoring

Information-Communication Network
Oh, Gi-Du*

A monitoring of the Information-communication network would be made by a
government agency for the purpose of preventing or investigating crimes. That
network includes wire network such as the Internet or wireless network for
smart-phones. Of course, that monitoring is committed by the agency without the
consent of the parties of that communication. The agency accesses to the Internet
that sends messages through digital packet unit, or intrudes into the computer servers
of the parties of that communication or ISP. With that procedure, the agency can
temporarily or constantly wiretap the communication or gather the data stored in
that server. This kind of monitoring has the risk to overly restrict the fundamental
rights of citizens to Information or privacy. Someone insists that monitoring
Information-communication network, especially on-line search should be legalized.
However, before that argument, we need to thoroughly review the constitutional and
legal issues related with that monitoring. Those issues include the fundamental rights
to Information, privacy, confidential communication and freedom of expression
which are protected by the Universal Declaration of Human Rights and the
Constitutional Law. To search and seize for the digital data via the monitoring, the
government agency also has to follow the limit of subjective, objective and
time-based relevancy regulated by the Section 106 (1) and Section 215 of the
Criminal Procedure Law. On-line search is unconstitutional when the location of
a computer system is not specified on the search warrant, because that is a general

and vague warrant.

* Presiding Judge in the Seoul Eastern District Court/Ph.D. in Law



ofst HzISHo| HMEty ¢ 37

HESMNY DL EZ 2

+ Key Words: monitoring of Information-communication network, on-line search,
Fundamental rights to Information, relevancy, warrant.

82/ AAI 1 12¢ 92/ ARSI Y 1 128 oY

i




