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5) UN Resolution 55/63, 2001; "Law enforcement cooperation in the investigation and prosecution
of international cases of criminal misuse of information technologies should be coordinated
among all concerned States".
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in the Context of International Security 68/98, 2013; “State should intensify cooperation agains
criminal or terrorist use of ICTs, harmonize legal approaches as appropriate, and strengthen
practical collaboration between respective law enforcement and prosecutorial agencies.”
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A Study on Collection and Admissibility of Digital Evidence
Obtained Overseas Through International Law Enforcement
Cooperation

Jeong, Dae-yong* - Kim, Sung-hoon**

*kkk

Kim, Gi-bum*** - Lee, Sang-jin

As globalization seriously aggravates transnationality of crime, there is a growing
emphasis on cooperation among national authorities to tacking this issue. In
particular, worldwide network-facilitated cybercrime needs more intensified and
swift cross border collection of digital evidence as well as its transfer. However,
existing formal process like mutual legal assistance treaty does not meet the demand
from law enforcement agencies in this era, who have then developed new system
including direct LE to LE cooperation.

Here come various problems in relation to the direction cooperation; due to lack
of proper legal ground, no one can affirm whether this process is acceptable in the
current criminal procedure of the Republic of Korea, how the court prove the
admissibility of evidence obtained by the new system, etc.

This paper ascertains that direct LE to LE cooperation can be acceptable based
on current legislation, theoretical analysis, and case studies on foreign situations.
It also argues that, despite its legal adequacy and necessity, additional legislation
is required to institutionalize the new system.

For this, individual revision of relevant article is not sufficient; a comprehensive

study on the legal framework is required for systemic improvement.
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As for integrity of digital evidence obtained overseas, due process of foreign
investigative agencies should be respected, and local authority shall review it case
by case to see if there is serious illegality. When applying hearsay rule, scientific
analysis, i.e. digital forensics, is required to be put in place more intensively. While
we make appropriate process of requesting information to foreign ISPs, domestic
ISPs, in consideration of reciprocity, is also allowed to provide information to
foreign LE directly by establishing legal ground.

To this end, in-depth academic as well as practical discussion should be followed
in the framework of basic rules embedded in Constitutional Law and Criminal
Procedure Act. International wise, cooperation with international organization and

foreign agencies is prior condition for further improvement.
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