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Legal discussions on IP tracking as a location tracking
investigation in Germany and its implications*

*kk

Min, Young-sung**-Park, Hee-young

In the event of a serious crime such as cyber terrorism, it is most important to
secure the identity of the internet user who is suspected of the crime. In order to
verify the identity of such criminal suspects, IP tracking, which obtains IP address,
can be used as an investigation method. This paper examines whether IP tracking
is allowed in the current legal context and what are the ground rules.

In Korea, there are no legal cases or research papers dealing with the IP tracking
and its ground rules. Therefore, the legal situation in Germany which preceded this
discussion is examined comparatively. Even in Germany, there are no legal
provisions that apply directly to IP tracking, but recently an investigative judge of
Supreme Court Justice(BGH) has decided to allow IP tracking through the
interpretation of a related regulation of the Criminal Procedure Act(StPO). However,
as the critical opinion on this decision was presented, the legal debate about it has
begun in earnest.

The investigative judge of Supreme Court found that IP tracking could be
permitted only under section 100g of StPO for the collection of traffic
data(Verkehrsdaten) because IP addresses were collected and infringed on the right
to self-determination. However, the majority view is that §100h(1) StPO is an
appropriate provision. This regulation allows observation of suspects through a

specific technical device. Considering the degree of infringement of fundamental

* This work was supported by the National Research Foundation of Korea Grant funded by the
korean Government(MOE)(NRF-2014S1A5A2A01012247).
** Professor, School of Law, Pusan National University, PhD in Law.
*** Researcher, Max Planck Institute for Foreign and International Criminal Law, Germany, PhD
in Law.
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rights, the majority opinion is reasonable.

Currently, there are no regulations in Korea such as §100h(1) StPO in Germany,
so legislation is required. Because IP tracking is done secretly to suspect, the right
to information self-determination is violated. But the degree of infringement is not
so serious. Therefore, it seems appropriate to place a provision that justifies this
between Article 13 of Protection of Communications Secrets Act(Act No. 12229,
Jan. 14, 2014) and Article 83 of Telecommunications business Act(Act No.12035,
13. Aug, 2013., Partial Amendment). Considering the degree of infringement of the
basic rights, the court's permission is not required, but the post-notification must

be guaranteed to the parties.

% Key words : IP Address, IP Tracking, Communication Confirmation Data(Traffic
Data, Verkehrsdaten), Communication Data(Subscriber Information,
Bestandsdaten), Right to Informational Self-Determination, Technical

Devices for Surveillance
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