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Digital Vigilantism and Its Implications for
Criminal Justice System

Namgung, Hyon*

Modern societies have encouraged civilians to actively involve in policing. In fact,
the origin of modern policing system stemmed from the voluntary support of
community members. This form of police-citizen cooperation is still important in
the digital age to prevent online crimes and detect cyber criminals. However, we
have increasingly witnessed many high profile cases of personal attacks and
revelations of sensitive information of some celebrities and innocent citizens in the
new arena: Internet.

This paper attempts to examine this new phenomenon on the web through the
perspective of digital vigilantism. More specifically, it looks into citizens’ responses
to rule and/or norms violations both in real life and cyber space using the analysis
of traditional vigilantism done by Johnston(1996).

Although digital vigilante groups can help police solve some crimes and/or
identify criminals, they are also vulnerable to arbitrary and ruthless personal attacks
and defamation through collecting and spreading sensitive information and harming
reputation. Thus, criminal justice system in South Korea needs to guide potential
digital vigilante groups to co-producers of civilian policing. Also, law enforcement
agencies should train their officers so that they can educate people (i.e., Internet
users) about the danger of digital vigilantism. Even when police need critical tips
and intelligence from the public to solve crimes, police have to be mindful of

potential vigilante activities through citizens’ attempts. Lastly, police, online service

* Assistant Professor, Metropolitan State University of Denver, USA
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providers, and online community organizers should work together to prevent digital

vigilantism on the web.

« Keyword: digital vigilantes, vigilantism, digilantism, SNS, social media, cyber

crime, Internet crime, crowdsourced policing, civilian policing







