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40) Lorraine v. Markel American Ins. CO., 241 F.R.D. 534, 546-47 & n.23 (D. Md. 2007).

41) H. Marshall Jarrett Director(EOUSA), Michael W.Bailie Director(OLE), Ed Hagan Assistant
Director(OLE), “SEARCHING AND SEIZED COMPUTERS AND OBTAINING
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Executive Office for United States Attorneys, 2009, p.199.

42) United States v. Crist, 627 F. Supp. 2d 575, 578, 585 (MDPA 2008).
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44) United States v. Glassgow, 682 F.3d 1107, 1110 n.2 (8th Cir. 2012); State v. Mahan, 2011
Ohio 5154, n.2 (Court of Appeals, 8th Appellate Dist. Ohio 2011).
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A Study on Hash Function in Criminal Procedure

Kim, Gi-bum*

The hash function is used in verifying the integrity of the digital evidence in the
field of digital forensics and cyber investigation since mid-1990s. The identification
requirement was introduced by the Supreme Court ruling on &A13] case in 2007.
Subsequently the hash value was accepted as the method of providing the
identification in <}z]AF case, as well as in ©]4]7] case. Now the hash function
is commonly used in the scenes of search and seizure to secure the identification.
It importance of using hash function elevated further, with the recent amendment
of the Criminal Procedure Law in 2011 which introduced printing and copying as
the main method of seizure of digital evidence.

However, the Supreme Court did not provide guidance or discussed enough in
details on matters of security of hash function, acceptable technical specifications,
technical limitations. The ruling does not give guidances in situations where the
original data is in constant change or inability to produce stable hash value. We
have seen lack of discussions on hash function as the academic interest in the field
of scientific evidence was largely limited to fingerprints, polygraphs, DNA and other
biological objects. The question remains unanswered whether to accept the hash
function as the standard method of providing identification.

In this paper we evaluated the security of the hash function as the method to
provide identification, and discussed the processes and limitations when used in the
criminal procedure. We concluded that hash functions which are being questioned
of their security, such as MDS and SHA-1, are safe to be accepted in the context

of criminal procedure.

* First author: Professor, Korean National Police University
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We have confirmed that the hash function is widely used in the courts of law
in the Republic of Korea and the United States, and we identified three issues
surrounding hash functions: whether the hash value falls in the category of scientific
evidence, whether it is suitable to adopt it as standard method to provide
identification, and how to define the error rates for hash function.

In conclusion, we suggest that various alternative methods should be considered
in order to secure admissibility of the evidence to the court in case of absence of
identification provided by hash function. Furthermore we suggest to develop standard
technical specifications of the hash functions and increase functionality of hash tools

to include metadata from the file systems.

+ Keyword: Hash Function, Digital Evidence, Admissibility of Evidence, Scientific
Evidence, Crime Investigation, Hash Tool, Identification, Integrity,
Chain of Custody
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