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An Application of Extended and Revised Situational Action
Theory for Cybercrime

Lee, Seong-sik

This study introduces a situational action theory and applies to cybercrime for
trying to integrate several explanations. This study examines several and extended
hypotheses to explain college students’ cybercrime. It tests an interaction effect
between personal morality and association with cybercriminal peers, and interaction
effects between motivation(cybercrime victimization) and other factors(perceived
opportunity, morality and association with cybercriminal peers). This study also tests
the effects of control factors(self-control, deterrence and informal control) in moral
conflict situation. Overall, this study does not support a situational action theory.
Results show that an interaction effect between personal morality and association
with cybercriminal peers is significant, but interaction effects between cybercrime
victimization and both perceived opportunity and moral factors(morality and
association with cybercriminal peers) are not significant. In addition, in testing the
effects of control factors(self-control, deterrence and informal control) in moral
conflict situation, it is found that self-control, deterrence, and informal control are
exercised not in moral conflict (high morality and high association with
cybercriminal peers or low morality and low association with cybercriminal peers)
but in high crime situation(low morality and high association with cybercriminal
peers). It is shown that a situational action theory is limited and needs to revise

to explain cybercrime.

% Key words: Cybercrime, Situational action theory, Moral factors, Control factors.
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