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ZHO] AO HHo) olaf elEH T o)A} T A9t THLS ARETE 2= gl
A, HlolBi 71 Pold FAe] A HX) ke AR the] YA
oA Bk BA- Ato] HsSteHO. BlolelE ARl QhisteetE 1
dlolEl= ofxis] the Bajolq sk olgdt 4 ok

E5F glolEs AZeld] ol 8l WAo] FHsstck ol glole FAI7} HlolE]
o &2jg 4 97 ohe Flel A elojelg WA S ek 2 ojuich Ee
ol AT AEl2 AlgAL Tt selol 2% b hefehe ofele] 91xat

39) Jennifer Daskal, <F

o] p.222.
40) Jennifer Daskal, 2te] =

p.223.

r
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dloleje] Fe 4 U YuAt). AT dlole A HIULE wiA|
ShAL Whelska) A Holgel dasta EAE 4 gk
nhxEro 2 gloE o] A 9137k Aol ofs) BAlshe 497t A S5k
olth o] 8AHs UNHHOR HolErt AAE XS AASA gheth 3t oy
ZA} Holezt AgE 9Ixeke] FHA AT GA D,
dlof el Tl ThE HEAL i A AfAlel ofd AEln e oAy
o] oj5toix|A] 9¥an gole] ZAlel thal wlole] Aol T ojuiat 4
o] gk EA7E ololAA] 9k Hlole] FAL ol BAR 4 A ek
ﬂﬂ%%ﬁﬂﬂﬂﬂﬁ“ o Y BIY, T4 olHUAZ B
N Fas Agaie, A48 PEe W v weEolop Firk

. Glole| Hol chet zt=e| oy

1. 0=

201819l olsl “gpAel W9l dold g wekHE 9 WE
(Clarifying Lawful Overseas Use of Data Act, ©|3} CLOUD Act)"E Z3}A|F
t}42), CLOUD Act= $=Ab7|ho] BAIAE|AAZ27F B850 9= glo|gE =
Aal7] Qe AxE FA4sIL = AAEAIH(Stored Communications Act)2 7]
o7l S1gt Holepd). 71E AEalolls AR Au|LAlSA A vl=o] opd
sfelol] A7 HlolB o] AL 8T = QA ool tigh HAIA g FaL
A k7] wizol] shejoll A% wlolE o digt *47144 ol Aoz 7}
SA o7} =rko] H o] it ofof v= FF= CLOUD ActE Fdff HA|

41) Jennifer Daskal, ¢Fe] +=, p.225.

42) Clarifying Lawful Overseas Use of Data (CLOUD) Act, Pub. L. No. 115-141, 132 Stat. 348
(2018).

43) CLOUD Acte] A1d wj7d3} ARl A gl tsix=, 594, v|= CLOUD Acte]
Sob ool dlofy ol Wik AR, BAPgH AT A299 A2, 2018 Fx
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dlolE7t AR 91xel BAgle] AT IHe] AHIAABAZAA A dlolE
AT 84 5 URE FHste] ojelat EAZ AMAow stk = ARTI3
Zol M 0] FAMUAATAE] B El FSh Ui B4 g, EdY
dlolel, 7bat A Sl thalAl ARl A dolelt AR $1xo] BAY
o] AT RS T 4 U=H PATOEHN g dolelole] o] thet WEA
AZ sk Gk,

4 CLOUD Actoll Al 7] SAGAMPEEE B3] et thorozs o9
5o 157t W Hexecutive agreement) & A AT 49, Fto] olof
Astel AGEA BHNE dolHE AT BT & Y=S FASL gk
CLOUD Act 425232k ujzte] Azt B4l A2 AIFA7E AREAES Slurs)
A oFa WABA] wek o) A Au ATLRe] ST 4 U=F WA 2AZ
AFska gheko.

ARs23 i B o) AR Fpy @ 1 o] dlols S Bste] /)&
v} TefolMAIE A AR B AT R4S FHIE A9, v uR
ool S Ao 43 B A 5 U
[ 215 FRE GHBEIBN] AT AR AL Aol HoF
Ape] o] ST AX|sHE A5} o] AR} Aol W A4

=3
of ¥t At A dabE 7 A <= AR7e] "olHE 3, B
1 =
=

N

§ 28, B WA W Teje BEO) Ak BAS A Buw ud w
W AAE 2% 49 Fol EREh Wk 9F FE olejdt 242 FEA
W, 0|5 95 AR Aolo] AW WY BHS AE AR FHE 583k, ol

44) £99%], A= CLOUD Acte] Fae} o] dlog] Aol tisk AR, AP AT #1294 #1235,
2018, p.157.

45) § 2713. T4l & 7|5 gk BE 2 3 o F
2L A AEE AlFAL B 94 AFE AHE AlFAkE #Y B4, 715 e 7]E RO}
vl ) = vl gl =] leA] offel BAIRle] A ATAt B, B e SAS)
I e FA B A U8 2 Ve 71E B 1 B kgAY ARE BE wig
(backup), == I/ HH JFE F53fefof s}

46) %%9%], nl= CLOUD Acte] Fate} o] HloJg] Aol tigk ARFY, FAPgA AT #1204 23,
2018, p.160.
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whe} mjst ThE 9)5 S7bEo) sjele] AAkE dlolele] Hisks A 385
g

2. 8=

F=r= CLOUD Act A o5 oju] vz} glofg] & A5l w3t =9
= AERE =71R, ffollA AR vl CLOUD Act #2523 z0f b FHEAS
AZeke Hze] T} F Aoz Aol oA dgElo] Frpe. 3= o]
nlsle] WY ABE Qo] £ =e] AZwe] o e ma
“Crime (Overseas Production Order) Act 2019”E E3lA|H 1 = Hoke 20194
249 129 o=k gFAlo] A7Kroyal assent)ES wIQlTh

Crime Acto]] w}=2w ZJZ(constable) & HHolA Adl= FHEY(appropriate
officer)& SAPHL(Crown Court)o]] =+2] A& T (overseas production order,
“OPO")E Aste] sfefol Sl A=FE dolee] A7 izt dAgle] ‘At
o] Ei(electronic data)’ & A|lEsHAY < 7FsdH sk== 241 4= Stk &
oAM= A golel'E AR AE mE dolE’ 2 FHefstA AHolstar
Ak Tl OPO= W3AF S0 ofsf Haw= 7|50y 7Rl Sar]sa e
B[R] Foll= AGEA] =tk

FAHY TAR= TR oAl 7HA] ARRRE B SERithal Waviet oAl

A7 Gl A%l OPOE 2T % )

fr

o

L AlEg P9 didol Ble A7F F= vl e =7kelA E5siu sid =7t

47) $37, Bl= CLOUD Acto] F3ot ¢ dlofe] Aol tigh AR, AR AT #2949 A2,
2018, p.161.

48) Lin, Tiffany, and Mailyn Fidler. “Cross-Border Data Access Reform: A Primer on the Proposed

U.S.-UK. Agreement.” A Berklett Cybersecurity publication, Berkman Klein Center for Internet

& Society, 2017; Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and International

Lawmaking 2.0, Stanford Law Review Online, Vol.71, 2018.

FHAME o]E HAtdolel e} FES}e] “o9]F] Ax}u|o]E](excepted electronic data)’2lal A o]
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49

~



16« SAPEMAT H30H MBE(EH M1195, 2019 - 7k8)

off 7)dke a1 Qlon, dig bt @kt x| RE AR oF(designated
international cooperation arrangement)30)’2 A3} ALl A
2. oA} T FAPEA) 7147 P R} Bl A9, i AEEel He

AE /\/\]_ E;Go] o‘T‘>

3. Az tpgel S At A4 Helele] HA) EE URE HE E B
b 29
]l

Olr

b Sl WA i Sl A i A AT F0HE A
E A%

5. A7 dlofele] A wi AR} W} E FA7 2 A

6. A4 Hlolele] AA| E AR AFTE Ho] APl BUSR: AS

OPOCl= Waol WAEAL A8 AadoleE AZsAY Aakssi ot
ofof SH= AL W AR olElE AESlok e Yol BAlEle] Glofok gtk
of7)ol 2] 715he ol AXEL FREE T o, EAT Al B

ghekstol AAsioia BRE 49 799) 7RRkirt W) B g719) ke At
of AE 4 glrk

B ASTAS e A AZHH] BAR] AL AeEe] g A
OB} SAP7lEHo] WS 4 Glis(ean be taken away) Fe) Ei 7hA|Zo] 3 715
Sivisible and legible) &el s HolelE AZstolof Tk

3. RELE(EV)

)<= CLOUD Act7} ¥Fa3t & oo} 2uhA] ekol, 2018 49 17 EU A3)9)
{3](the European Commission, EC):= =}=7 HZ|(e-Evidence Regulation) 2!

50) FHoME ‘AFH A FF 2F4(designated international cooperation arrangement)’ < 3|
A} olks R FANPEEE 45 Bele] glow Fugel Wl o) A4
T Zefolgta AgoJsta girk. 2019 7€ AAZMA = S AL =k glor, uet
A Sel g BRe old wEsA e vl 3Fe @A) nlFs e ok Ads]
S e Qs slor byl x0e ol B 2 sl



HAEA A R(e-Evidence Directive) QM-S WSS 115D, o]of tfgt 4~% Heto]
20181 129 7 ATk EUS| wigke: Slo] A%t Apgl7|ao] ot 2514
B R H I MR
Aol 249 sfaetS AAISH ] ffste] R E -

EUS| HAEA #3-& EU 8190519 5] gto] T2 EU 8195 ol Age
AH]2 AlgARe] o3 Bt 2l glolHE AlEsies A o e WA 2AE
FAStE 9 283t oz WMzE j&go] 9l 63 A& W (European
Production Orders, EPO)3} 95 H= w&(European Preservation Orders, EPO-PR)
A=s =dstar ok

S A QoM E e 2] MulA AFAER stolg BU 3d= F

g ARA AR AFE DAY A dHAd(substantial connection)”-E
Zh= 2|4kt shue] sjd=e] WA diZ|ds AFY AS 875k Stk o]t
Qe B old=e] Y7 HelA FAEAY SAE AT = A=F
AEdHdS =5 o e dF= 3ok gk gelof A% ==Y AL A
A2 EU AllS3} 715252 ol E M3 o gl $A4, defsial 3lor

2et dlofgol] digt HIHehE 25l 7] WiZel olofl dissh] fsiA A
2QE2 ol 22E 7|YgSol HsiA EUZF ddde A 5= s 2E

T2 29KE 1]50] CLOUD Acto} Agis fARES ZHarh 72 Zebolds
P a7 AR aszA 0 HlolE|o] A $Ixeks AES Welm 8y}
7h Auls AFAZE $IXE T Blgate] Welolut BAMPETE glolw ThE 3
22 o] AT AL ABANA A dlolele] AEE AT 4 Y= 14
shotes2.

51) Proposal for a Regulation of the European Parliament and of the Council on European
Production and Preservation Orders for Electronic Evidence in Criminal Matters, COM (2018)
225 final (Apr. 17, 2018); Proposal for a Directive of the European Parliament and of the
Council Laying Down Harmonised Rules on the Appointment of Legal Representatives for the
Purpose of Gathering Evidence in Criminal Proceedings, COM (2018) 226 final (Apr. 17, 2018)

52) Jennifer Daskal, “Privacy and Security Across Borders”, Yale Law Journal Online, Vol.128,
2019, p.1040.
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At 95 4 Qe Aledtal & o ok ghef A2 AlEAEe] AlEEE B
= O

S %2]3](Council of Europe)2] Alo]HH X &K Convention on Cybercrime)

53) 13 ZetelldE dlole o] §3E 7FdAk AR, A2 vlolB(HHlx AR YA, 23 715, P4
T 22 FE715), 721 volE(HAA Y] $54, 71719 9121, @A, AR, 7IRE, A7), B=,
EU, ZREZ, Y5FE T HEivlolE) B g doly 47FAR TEskL Sl

54) of7]ele 28l Al 28l oFs 3R Y ol e E, FEAIH O ek B g, Al
e, dlole] A, B 2, ofd 22 5 frols] Aol AR kA gk gle
HaE i " #9 12yt 25

55) Jennifer Daskal, “Privacy and Security Across Borders”, Yale Law Journal Online, Vol.128,
2019, p.1041.

56) Jennifer Daskal, 2Fo] =&, p.1042.



AN = 7 7HA] Q) Al B AL =t shs YA AFEdHelEE
ot B Xl“ﬂﬁ}i U= ARl izt AlEg®olal, thE shvhe AH|2AlEAR
et 7hAE HE| Al ol BRE Aol of= A9z A AL =
Frds FEEE oR, A9 B sAEe] s AirE ol
Hsto] o5 ghshe el vhd HAk= HIFE HolEE ARt Aulskal
U= Aol Al HlolE 9] AlEe a5tshe Aotk

Aol Y A8 A bEoM= A A= FE oA AR|AE

A AUSABADA ASABAZ} 0 £ Belokn A AU
£ AEelEs YT Ak Fofstolo} Skn AR ook § £E weis
o A TS 45 B el Aol AT W02 W Bl
om 2AEA e AIE § 2E A48T 5 Aok AT Y

ESF eFolz|o] Alo|eHAFeF £]¢3](Cybercrime Convention Committee,
T-CY)ollM= 2= W "ol tiet 2=734 L Aol disto] d+tsh7]
Q5] 2015 1€HEE Fek-t U9 AxEEA ] s ¢17) 15(Cloud Evidence
Group, o]5} “CEG”) F/d=o] &&= AZletdtt CEG= S2he-= Y sfe] wd

i)

57) A8Z(AEHH) 1. Z+ A=

a. oJ A} Aol JE Wellx] AFE Al2F me 7
E4 AFEdelEE Bh3ta A #Elska e E A&E3t,

b. A=A T2} GAEe] JE Uil BRSka AV Felstal e ARale] Ajul2e}l #gk
THIAEE AlEstes ¥R dAghS #T T|HReA Folstes dad YHzA 4 2
vhe] 25 Fsteiol gt

2. F zd| ofg A% dak= A4z g ASZE 7|ER sfojof gtk

3. o] ZellA] ofmlahs 7HIAE RS e vlolE o fﬂEH T I ke vE JEE X
e BE GEEZH, EolEy Ugd-AdelH (o]9]o] A oR)E AQleh, Au|2AlEAte
AH] 2 o]-gztell BEF Ao ZH AMu| A TR A BaEo] QliL, a) o] F<l FAlAH| =9
T, o] AMulze] BHEE Ted 23] 9 AH|2e] 7I7h b) 7EiAte] A4, F4, Hstet
3 8] HEWS, SAAM| ~9¥ G Alokolu} Hokoll ZAA] o182 5 e 879 BT
g Al B AR o) FAAH|ze B Aok e YA 28] EAlshs W75
Aol e Aael #e 1 Fte] AEE FAA 4E e BE JEE ofH§it)

58) wk3]q, “Atolmi LA 2okl FAPAAR 1A e Hriel A AP Bh 8] AN

3k, p.169.

59) Cybercrime Convention Committee (T-CY), T-CY Guidance Note #10 - Production orders for

subscriber information(Article 18 Budapest Convention), T-CY(2015)16, 1 March 2017.
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o) Aol A A" 27 SAlol] Bt shauetel ok A7 Saelan
olo] that ATER 20161 99 T-CYo] “Zehe= U] AxZ7 o] oigt FAAPY
2 A T-CYo] Yt AP olehs Azl w1 AZaArio.

5 RRAGAE Afge] BARoR FAPAEE AL W Bl

HlagAoleks 4, SAAMERE dolE e A& €l due s A=

Olr
-/

A Q= SRR AHr"olAE dlolE e fRIE &717F ofFrke A, AH|2A|

Skl A JAISFRA. B A= o]

o Al gt s et 3 shuE AlEg Pl diste] q-skL e deF Allsx

o] sjld A(guidance note)of] W ZUZ 4= AASIATE o] w=r, Hlo|E

+ o] Wl 2A AFEH & sk il o #dHe olFY s V]
2%

ujol, lolele] 9117} Bt e AHAL asl ohlu dlolErt AuAR
A B E W ol Qs T ZHIAR B B el Aol olck

3 sleehe AI8RE A48 4 g,

IV. clole] Fol| ciet b= el &
1. 012

1) Microsoft Ireland AR

20139 129 v]=t Avl=Al=H(Federal Bureau of Investigation, FBI)-2 nj-oFgunj
AR Aol Sl ol Aol disl wEE A Yo R E 4 G T
Hgrol upo| F 2 A2 E(Microsoft) & A2 s ofHd A U= EdTt ¢
d JEO AlES 84Sk Iy nlo|ARAZEE vl= Y] Aol AR

60) Cybercrime Convention Committee (T-CY), “Criminal Justice Access to Electronic Evidence
in the Cloud: Recommendations for Consideration by the T-CY,” September (2016).

61) Cybercrime Convention Committee (T-CY), “Criminal Justice Access to Electronic Evidence
in the Cloud: Recommendations for Consideration by the T-CY,” September (2016).
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E7b vel A A1 Sk glow], ofgls Aol A2AE b u)F
Qlofehs HE TAR vlo|aRATES} S 9 Mol Safof Trka WAITHS
o}, vlolaRaTEL oo stk
o] ARG F A I WAHY || vlolAR i e A vl Sjo] AT
Hejel] AGE BA g RS AFTHER T AYBAN A PP WPl WE

ool

o] A9} 2gof sgshe=Al oFolnt o] AHE EHsH] HSiA FaEe A9
g =4 FX9] Y&l(Presumption against Extraterritoriality) 2] ¢H} oJHE HE
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AL WEO| o] A go H Shehar ST, 3 A SAlA, e
Q% G OJs7h Aol me e o] ode] H8E AL oEsiy]
el Sk A B e A AT0E) 23
e AP BA o) ZefolHAlS HE SR QIrkal Bekal 0|} W
Y9l AHl2 ABA] o5t ARgAe] atolufa] Hafloln, oleet W I
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62) of= VI el Helel oJs) e 94
bt gl BAIHolm EgalA ekt
9

Aoz, J’“’ﬂ uhe} o]z gol thek 71

JA 32 g AT TS F2lHE HolA= ¢

Hot AR de o] H8-5 248 °JJr L°l 267 9] A7 |ES HAAASE

ol A, Hé]ﬂfi o928 4 A dFo] wied F =AY F, WE AT HEo

= gEeta 213 Z8o] J=A oF-E dustelol gtk EA), Aol MEe

) A4 BANEA oy, Do) e, Al ) dwael Glode 23 2 44
FUA71A) 9lo] SRR o2 Besiol Sk, wele WEel FH PR TolelA] el
o S8 XSt BEE PLA7t orjelN dolteAE sotsfor dtt Dodge, William S. “The
Presumption Against Extraterritoriality in Two Steps.” AJIL Unbound, Vol. 110, 2016, pp.45-46.

63) In re Warrant to Search a Certain Email Account Controlled & Maintained by Microsoft Corp.,
Case No. 14-2985 (2d Circuit July 14, 2016).
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o o} nfolaBALESL HRY el ORA FA gL 4T uf o] Fojrt
T HoFTh

2) Google AFA

FBI= 2719] 2Rl AP] AR oA 5 s 4719 412 Aol disiA A5
A ART03 5o wht A HEE AlEsiehe Weel %‘XJ% Ao o]5 Y

Ak T2 vl Yol ARE e wd FEE AlEotAAT vl= Wl A
FE Al & o gl dlolEe AleAl Btk ?%—8— sflof] A= dloE]

Q3 gAo] Ao A=A Bz el o] ZH8(an unlawful
extraterritorial application)S Ad3ttal A 6H A, EHVA- o] u]= o) 9%
3 Ao AAkElo] Qi HlolElE AEslel a7l ¥ dg WHe AR
ok FAkslolries).

o] AbAel MY AL oA Ik efe] IXFE Aol ARE F4l U 7]t
FNPARE ASSES & APTAY G Aalo] WEel 49 2 go] st
LA ojRglon] o] AHE BAS] S WAL AHE 24 X9 PR
B Amsig

o] Aol WU A WA BAClA AAEAY ART0327} o] HgEThs
= ol el o AL mE gsto] =Ae) o X7t gick

3 mokeh e MYk o] ARo] ARHEANTS] Sl A8} plo] QA =
MEO) 27 BAE WL oltlel A WASGEAS Beksks Zlo] of A}Zﬂﬂ
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HAA gdo] 9

64) B2 WA o)F T A Asiglort gty elel ARle] A% F9 94, 445 CLOUD
Act7 E3hslo] TPy elolA] Azlo] ZekEgieh. A% CLOUD Actg 712 rholazine

+ FBId| ofdA= do[EAlE o] #7348 tlolelE AEst3irt
65) In re Search Warrant No. 16-960-M~01 to Google, 232 F.Supp.3d 708 (E.D.Pa. 2017).
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) A, EﬂOIEViIEM 292 937} ofleh “Auls AFAL Ao 5
dloleel HE 4 Gl SIX"EkL of3ske Alo) o igkasteka Rek}es.
2r0= WS 72 1741 vl ele] AR HolEE AFIES a7 A
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2. @7\

1) Yahoo! AFA

H7109] - ml=a FARE Aol Qlgl=tl, 2007d 11 W7]o] HAk= 22}
1 AF] AR AFSHHA] Yahoo! S A2 PS40} o]t Fo4, EA4JRl0] digh
W AE7bs RS Al A& 8457, Yahoo! = W7]of] =2 9] 3|AF7}
oflm HA] ARAE flong Tujg 842 JAFPAAPE TR AAE welok g

= olfrE 501 BE AleE ARSI 22A; W7o HAR= Yahoo! S A7
ol thigt FElolF BolE olf= Aol ZASte] 7|askiik 14]oflA
Yahoo!= &2 Welal o 4= Yahoo! oA 55,000 F=9] HaS Fi}

66) In re Search Warrant No. 16-960-M~01 to Google, 232 F.Supp.3d 708 (E.D.Pa. 2017).
67) Franssen, V. “The Belgian Internet Investigatory Powers Act =~ A Model to Pursue at European
Level?”, European Data Protection Law Review, Volume 3, Issue 4, 2017, p. 538.
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A Critical Review on the Government Access to Cloud Data :
“Data Exceptionalism” Debate and Legal Practice

Song, Young-jin*

In the past, when law enforcement agencies investigated crimes, most of the
relevant evidence was tangible and the evidence was also located in their
jurisdiction. In addition, if evidence or witnesses are located in another jurisdiction,
it has been a traditional method to obtain the cooperation of the relevant country
through the Mutual Legal Assistance(hereinafter “MLA”) process to collect them.
However, with the increasing need to collect intangible data stored abroad for
criminal investigations today, it has become common practice for law enforcement
agencies to request service providers who actually hold or manage data rather than
traditional MLA procedures. However, advances in cloud computing technology are
also causing most global companies to store data in the cloud, making it impossible
to know the physical location of data. These issues are being raised in courts of
different countries, various precedents are emerging, and even among scholars are
being debated. In addition, countries are trying to resolve the issue by law-making.
In this paper, it was intended to critically review the "data exceptionalism" debate
on the issue of deriving in accessing extraterritorial data, particularly cloud data,
and the implementation of each country to solve this problem through legislation
and precedent. In conclusion, due to the nature of data management, it is not possible
to apply traditional territoriality approach to cloud data, and the establishment of
jurisdiction should be judged with access authority of data. In addition, referring
to other legislative examples, Korean government also needs to amend or enact

relevant legislation to provide clear legal basis for access to extraterritorial data by

* Department of Police Science, International Cybercrime Research Center, Korean National Police
University
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law enforcement agencies.

% Key words: Cloud Computing, Data Exceptionalism, Extraterritorial Data,

Cybercrime, Digital Evidence




