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4) Grossman, Lev, "Inside Apple CEO Tim Cook's Fight With the FBI", Time (March 17, 2016).

5) Benner, Katie; Lichtblau, Eric, "U.S. Says It Has Unlocked iPhone Without Apple", The New
York Times (March 28, 2016).

6) Five Countries Ministerial Quintet Meeting of the Attorneys-General, Statement of Principles on
Access to Evidence and Encryption, 2018.
https://www.ag.gov.au/About/CommitteesandCouncils/Documents/joint-statement-principles-acces
s-evidence.pdf.

7) Susan Landau, The Five Eyes Statement on Encryption: Things Are Seldom What They Seem,
Lawfare (September 26, 2018).
https://www.lawfareblog.com/five-eyes-statement-encryption-things-are-seldom-what-they-seem
Fz.

8) Susan Landau, The Five Eyes Statement on Encryption: Things Are Seldom What They Seem,
Lawfare (September 26, 2018).
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and Park, Sunoo, Compelled Decryption and the Fifth Amendment: Exploring the Technical
Boundaries, Harvard Journal of Law & Technology, Vol. 32, No. 1, 2018; Coulon, Jesse,
Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and Fifth Amendment
Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue. 99, 2018; Kerr, Orin
S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law Review, Vol.
97, Issue. 4, 2019; Kerr, Orin S. and Schneier, Bruce, Encryption Workarounds, Georgetown
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and Encrypted Devices, 87 Fordham L. Rev. 203, 2018 3=
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12) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 771.
13) Doe v. United States, 487 U.S. 201(1988).
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14) Fisher v. United States, 425 U.S. 391, 410 (1976).

15) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 772.

16) Fisher v. United States, 425 U.S. 391 (1976), para. 411; Coulon, Jesse, Privacy, Screened Out:
Analyzing the Threat to Individual Privacy Rights and Fifth Amendment Protections in State
v. Stahl, Boston College Law Review, Vol. 59, Issue. 99, 2018, p. 231.

17) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 771.
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19) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 773.

20) Doe v. United States, 487 U.S. 201 (1988); Coulon, Jesse, Privacy, Screened Out: Analyzing
the Threat to Individual Privacy Rights and Fifth Amendment Protections in State v. Stahl,
Boston College Law Review, Vol. 59, Issue. 99, 2018, pp. 228-229.
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21) Doe v. United States, 487 U.S. at 208; Coulon, Jesse, Privacy, Screened Out: Analyzing the
Threat to Individual Privacy Rights and Fifth Amendment Protections in State v. Stahl, Boston
College Law Review, Vol. 59, Issue. 99, 2018, p. 229.

22) Doe v. United States, 487 U.S. at 217-218.

23) Doe v. United States, 487 U.S. at 210.

24) Coulon, Jesse, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 230.
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25) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17).
https://www.lexology.com/library/detail.aspx?g=cS5ab5e3c-2ba5-4236-9bb9-14207cc2c95d %

26) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17).

27) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), pp.3-4.

28) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), p. 6.

29) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), p. 4.
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30) Nixon Peabody LLP, Third Circuit upholds the forced decryption of hard devices, April 5 2017.
https://www.lexology.com/library/detail.aspx?g=c5ab5e3c-2ba5-4236-9bb9-14207cc2c95d 3=
31) 28 U.S. Code § 1651.

(a) The Supreme Court and all courts established by Act of Congress may issue all writs
necessary or appropriate in aid of their respective jurisdictions and agreeable to the usages
and principles of law.

(b) An alternative writ or rule nisi may be issued by a justice or judge of a court which has
jurisdiction.

32) In In re: Grand Jury Subpoena Duces Tecum Dated March 25, 2011: U.S. v. John Doe, 670 F.3d

1335 (11th Cir. 2012).
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Center(FLETC), Department of Homeland Security, April 2017, p.7.
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37) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
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99, 2018, p. 240.
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40) State v. Stahl, 206 So. 3d 124 (Fla. App. Ct. 2016).
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42) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and

Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 232.

43) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 233.

44) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, pp. 233-234.
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45) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 235.

46) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 235.

47) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 236.
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48) In re Grand Jury Subpoena Duces Tecum Dated March 25, 2011, 670 F.3d 1335, 1349 (11th
Cir. 2012).

49) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.

50) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.

51) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 786.

52) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 786.
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53) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.

54) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.

55) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 786.

56) Katelin Enjoo Seo v. State of Indiana, No. 29A05-1710-CR-2466, 109 N.E.3d 418 (Ind. Ct.
App., Aug. 21, 2018).

57) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), paras. 4-7.
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58) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), paras. 8-9.
59) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 17.
60) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 33.
61) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 34.
62) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 40.
63) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 40.
64) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 42.
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65) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 45.
66) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 47.
67) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 49.
68) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 51.
69) Seo v. State, 109 N.E.3d 418 (Ind. Ct. App., Aug. 21, 2018), para. 54.
70) Daniel Severson, The Encryption Debate in Europe, pp. 6-11.
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Compelled Decryption and the Privilege Against
Self-Incrimination:
Recent Court Decisions in the United States and Legislation of the
United Kingdom

Song, Young-jin*

Smartphones have evolved from conventional wireless communication devices to
mobile computers, and the amount of data generated and stored on smartphones has
become vast. In addition, encryption of the device itself is causing problems in
which information within the device cannot be accessed without biometric or PIN
numbers. In order to explore solutions to many of these recent problems, this paper
analyzes recent "Going Dark" debates and recent court rulings related to the
compelled decryption and the privilege against self-incrimination in U.S. federal and
state courts. This paper will also explore the Investigatory Powers Act 2016 of the
United Kingdom, which stipulates key disclosure orders for encrypted data. Finally,
this paper would like to examine how related discussions are being held in Korea
and draw criminal policy implications based on device encryption and compelled
decryption.

There is no serious problem in Korea yet with device encryption however several
cases have been reported through the media. In the near future, the denial of
unlocking devices could pose a stumbling block to the criminal investigation and
digital forensics. South Korea also needs to refer to U.S. court cases and British
legislation to prevent legal disputes regarding smartphone search in advance and
minimize human rights violations during the investigation process. It will also

require research and in-depth discussion of the various legal issues that may arise

* Professor, Department of Police Science, International Cybercrime Research Center, Korean
National Police University



190 » APEMAT X313 MIS(S3 M1215, 2020 - &)

and seek to overcome the issue of encryption.

% Key words : Compelled Decryption, Encryption, Privilege Against Self-
Incrimination, Going Dark, Criminal Investigation, Privacy, Data

Protection, Digital Forensics, Smartphone Decryption
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