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Testing the Conditional Effect of Friendship on Cyber Group
Bullying in Kakao-Talk Messenger

Lee, Seong-sik*

This study intends to investigate the effect of friendship on cyber group bullying
in Kakao-talk messenger and test the effect of association with cyber bullying peer.
This study also tests the effect of messenger usage time with peer and an integrated
hypothesis that those who have more time with cyber bullying peer are more likely
to commit cyber group bullying. In addition, this study tests whether the effect of
association with cyber bullying peer is different across both the size of network and
group bullying role. Furthermore, it tests the interaction effect between association
with cyber bullying peer and low self-control on cyber bullying. Using data middle
and high school students from Seoul and Kyunggi area, results show that association
with cyber bullying peer has a significant effect on cyber group bullying, It is also
found that the effect of association with cyber bullying peer is direct and stronger
than messenger usage time with peer and support an integrated hypothesis that their
interaction effect of usage time with cyber bullying peer has a significant. It is shown
that the effect of association with cyber bullying peer on cyber group bullying is
not different across the friendship network size, but its effect is larger in active
bullying participator. In addition, it is shown that the effect of association with cyber
bullying peer is significant, even though low self-control is controlled, and consistent
with prior research results, it is revealed that the interaction effect of association
with cyber bullying peer and low self-control on cyber group bullying is significant.

These results show that the effect of association with cyber bullying peer on cyber

* Professor, Department of Information Sociology, Soongsil University
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group bullying is large and conditional.

% key words: Cyber group bullying, Mobile messenger, Friendship, Conditional
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Critical Analysis on Adjustments of Investigation Power
between the Prosecution and Police:
Focused on contents of Criminal Procedure Law and the Public
Prosecutor s Office Act Revised as of Feb 4, 2020

Park, Chan-geol*

Contents of adjustments of investigation power between the prosecution and police
included followings. (1) To abolish the command of investigation by the prosecutors,
by establishing the relations between the prosecution and police as that of mutual
cooperation (2) To assign the right to close investigations to police in the first place
by acknowledging the authority of police not to forward a case to the prosecution
(3 To reduce the scope of direct investigation of the prosecution on a large scale
@ Should prosecutors dismiss diverse warrants applied by judicial police officers,
appeal of dissatisfaction to this can be done to Warrants Deliberation Committee
established at High Prosecutors Office (5) Requirements for admissibility of evidence
for protocols of examination of suspects prepared by prosecutors to be same as those
prepared by judicial police officers.

The reason of the suggestion for this revision was explained generally to provide
people with more human rights-friendly environment based on mutual check and
balance between the prosecution and police by establishing cooperative relations
between them. That said, criminal procedures changed in a far more complicated

way compared with the existing ones, and so inconveniences are expected to arise

* Associate Professor, Dept. of Police Administration, Daegu Catholic University, Ph.D. in Law.



from the standpoint of people. Along the way, means to control investigation of
judicial police has been weakened, resulting in the need of preparation of tools to
properly check the increased rights of police. Based on the current circumstances
related with adjustments of investigation power and critical thoughts as such, the
study sought to conduct a critical analysis, by largely dividing the issues emerged
at the revised law into abolition of the command of prosecutors prior to forwarding
the cases in principle, recognition of the right of judicial police officers to close
investigations in the first place for unforwarded cases and reduction of the scope

of direct investigation by prosecutors.

¢ key words: adjustments of investigation power, command of investigation, right

to close investigations, prosecution reform, direct investigation
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2 A7)0 AR @R AR of Sl|dEh= statutory raper= 371X A &
o= HAEIT ol et FE7E AR 1647 L7kA] 2 Hs) o] A= Ak
o]x ¥ common law AFo] 7}7H=F= A& 27| Z2AHo| ofd ARE HI3= HEF

45) Rape Act 1275.
1275 (3 Edw. 1) C A P. XIIL
THESE be the Acts of King EDWARD, Son to King HENRY, made at Westminster at his
first Parliament general after his Coronation, on the Mondayof Easter Utas, the third Year of
his Reign, by his Council, and the Assent of Archbishops, Bishops, Abbots, Priors, Earls, Barons,
and all the Commonalty of the Realm being thither summoned, because our Lord the King had
great Zeal and Desire to redress the State of the Realm in such Things as required Amendment,
for the common Profit of holy Church, and of the Realm: And because the State of[1] the holy
Church had been evil kept, and the Prelates and religious Persons of the Land grieved many
ways, and the People otherwise intreated than they ought to be, and the Peace less kept, and
the Laws less used, and the Offenders less punished than they ought to be, by reason where
of the People of the Land feared the less to offend; the King hath ordained and established
these Acts underwritten, which he intendeth to be necessary and profitable unto the whole Realm.
That Punishment of him that doth ravish a Woman.
22 Ed. 4. 22. Co. Lit. 123. b. 2 Inst. 180. 12 Co. 37. Hob. 91.
Altered by 13 Ed. 1. stat. 1. c. 34. which makes it Felony. And farther, by 6 R. 2. stat. 1.
c. 6. which ordains the Penalties where a Woman consents. And see 18 Eliz. c. 7. which takes
away Clergy from this Offence: Likewise the 4th Sect. of the same Stat. which makes it Felony
without Clergy to have carnal Knowledge of Woman Child under ten Years of Age.

AND the King prohibiteth that none do ravish, nor take away by Force, any Maiden within

Age (neither by her own Consent, nor without) nor any Wife or Maiden of full Age, nor any

other Woman against her Will;
(2) and if any do, at his Suit that will sue within fourty Days, the King shall do common Right;
(3) and if none commence his Suit within fourty Days, the King shall sue;

(4) and such as be found culpable, shall have two Years Imprisonment, and after shall fine
at the King's Pleasure;

(5) and if they have not whereof, they shall be punished by longer Imprisonment, according
as the Trespass requireth.
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S B 7}es] B354} statutory raped] A5-S Ea 10404 1642 o]
= =o) 27} ojolrk
AR ol 7t AR A FAE oK Aols ARkle] A9 Aol
st FEAOR e ofn WA R WPl wrk B el Y1
second degree felony2 A=|o] 9J=d), 7} 7= 5 t}= felonyo] aljgdsl= 4
FedY Foll JREo= oAz |AY, F7IFH, wsiRtlAl SRt dsle rEEhe
=9] 7128 A7) 9L wji first degree felony= Fefo] =ol&It} o7
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46) 196213 1| HEHH A(model penal code) A213% o|3tolA AWHE AL Lk 1 7]
ZI7rH (section 213.1(1) rape) +4 olske} Atk
Model Penal Code § 213.1. Rape and Related Offenses.
(1) Rape. A male who has sexual intercourse with a female not his wife is guilty of rape if:
(a) he compels her to submit by force or by threat of imminent death, serious bodily injury,
extreme pain or kidnapping, to be inflicted on anyone; or
(b) he has substantially impaired her power to appraise or control her conduct by administering
or employing without her knowledge drugs, intoxicants or other means for the purpose of
preventing resistance; or
(c) the female is unconscious; or
(d) the female is less than 10 years old.
Rape is a felony of the second degree unless (i) in the course there of the actor inflicts serious

bodily injury upon anyone, or (ii) the victim was not a voluntary social companion of the actor

upon the occasion of the crime and had not previously permitted him sexual liberties, in which
cases the offense is a felony of the first degree.
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47) serious or substantial bodily injury®] Rej% F Hg th=c) 718, vgl F= B4FQ] 38
Do R APl A ol Adshs Aoz sk oleh e sholon F s
AdA FAS AAAH 15 F= A= I fFo2 dAsA ok
Maine Criminal Code part 1. chap. 1. §2. 23. “Serious bodily injury” means a bodily injury
which creates a substantial risk of death or which causes serious, permanent disfigurement or
loss or substantial impairment of the function of any bodily member or organ, or extended
convalescence necessary for recovery of physical health.

Wyoming Statutes 6-2-302. Sexual Assault in the first degree. (a) (ii) The actor causes

submission of the victim by threat of death, serious bodily injury, extreme physical pain or

kidnapping to be inflicted on anyone and the victim reasonably believes that the actor has the
present ability to execute these threats;

&, HVlA] o} 2ol “dsll(bodily injury)’ 2 Fefate ol k. FAR, "N FoME F
A7 dAEA AAE TS AEiE sAska

Tennessee Code §. 39-11-106.(a)(2) “Bodily injury” includes a cut, abrasion, bruise, burn or
disfigurement, and physical pain or temporary illness or impairment of the function of a bodily
member, organ, or mental faculty;

H] RHEFHA A2102004 Aol A, Shetar 7 AA AR o £, A, 23, 71
UM F7IREe] Edolut £4E flshe AE FUd = Aolsta girk

Model Penal Code §. 210.0(4) "serious bodily injury" means bodily injury which creates a
substantial risk of death or which causes serious, permanent disfigurement, or protracted loss
or impairment of the function of any bodily member or organ;

48) State v. Ingram, 688 So. 2d 657, 665(La. Ct. App. 1997); Jackson v. State, 968 S.W.2d 495,
501(Tex. Ct. App. 1998); State v. Baker, 441 S.E.2d 551, 555(N.C. 1994); Mata v. State, 952
S.w.2d 30, 33(Tex. Ct. App. 1997)

49) Webb v. State, 801 S.W.2d 529, 531(Tex. Crim. App. 1990).

50) People v. Culton, 92 Cal. App. 3d 113, 117 (1979).

51) People v. Williams, 115 Cal. App. 3d 446, 454 (1981).

52) State v. Roberts, 235 S.E.2d 203, 213 (N.C. 1977).
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53) State v. Lilly, 450 S.E.2d 546, 548-49 (N.C. Ct. App. 1994).
54) 1041¢] FafjolzolAA et AE3 g7l o] whAg Ao Fuigt dsiEs 01755}
o &, People v. Robinson, 642 N.E.2d 1317, 1321 (Ill. App. Ct. 1994); jsjo}zolA] 5=
Zdo| B3 492, US. v. Buckley, 195 F.3d 1034 (8th Cir. 1999); J|3fols2] UrlS F
3t sl 2 Kol class A felonyS 2143 o2, McCoy v. State, 856 N.E.2d 1259 (Ind. Ct. App.
2006); 12419 Flsfjolso] dal 22} HolE A= T 8|S A3 o=, People v.

Cross, 190 P. 3d 706, 709 (Cal. 2008).
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55) Wisconsin Statutes chap. 940 §. 225 Sexual Assault
1) First degree sexual assault. Whoever does any of the following is guilty of a Class B felony:
(a) Has sexual contact or sexual intercourse with another person without consent of that
person and causes pregnancy or great bodily harm to that person.

56) Michigan Penal Code Act 750. §520a(n) "Personal injury" means bodily injury, disfigurement,
mental anguish, chronic pain, pregnancy, disease, or loss or impairment of a sexual or
reproductive organ.

57) Nebraska Statutes §. 28-318(4) Serious personal injury means great bodily injury or disfigurement,

extreme mental anguish or mental trauma, pregnancy, disease, or loss or impairment of a sexual
or reproductive organ;

58) Florida Statutes § 827.04 (3) A person 21 years of age or older who impregnates a child
under 16 years of age commits an act of child abuse which constitutes a felony of the third
degree, punishable as provided in s.775.082, s.775.083, or s.775.084. A person who
impregnates a child in violation of this subsection commits an offense under this subsection

regardless of whether the person is found to have committed, or has been charged with or
prosecuted for, any other offense committed during the course of the same criminal transaction
or episode, including, but not limited to, an offense proscribed under s. 800.04, relating to lewd,
lascivious, or indecent assault or act upon any person under 16 years of age. Neither the victim’s
lack of chastity nor the victim’s consent is a defense to the crime proscribed under this
subsection.

59) State v. Moore, 585 A.2d 864, 886-87 (N.J. 1991); Hynes v. Bd. of Educ. of Bloomfield Twp.,
Essex County, 461 A.2d 1184, 1186 (N.J. Super. Ct. 1983).
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60) United States v. Yankton, 986 F.2d 1225, 1229-30(8th Cir. 1993); ¥HH FU3t 8th Cir. H&|
7hete dalo2RE fdEe 2 WEld AARseE 7 AEA FUs deld £3E &
kil Jute 43S A4Sk o= Atk United States v. Guy, 340 F.3d 655, 658 (8th Cir. 2003).

61) Khiara M. Bridges, “When Pregnancy is an Injury : Rape, Law and Culture”, 65 Stan. L. Rev.
457, 2013, pp. 468-469.

62) State v. Smith, 910 S.W.2d 457, 461 (Tenn. 1995); State v. Jones, 889 S.W.2d 225, 231 (Tenn.
Crim. App. 1994).

63) o]#3t Ao thREL IS st oz 3t Ald|ol] s]33ic}. United States v. Shannon,
110 F.3d 382, 396-87 (7th Cir. 1997); People v. Cross, 190 P.3d 706, 712 (Cal. 2008); People
v. Sargent, 86 Cal. App. 3d 148, 152 (1978).

64) United States v. Shannon, 110 F.3d 382, 396-97 (7th Cir. 1997).
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Can the rape related pregnancy considered an injury
in criminal law?:
critical review on two cases of Korean Supreme Court related to rape
in mid 2019

Kwon, Chang-kook*

In mid of 2019, although it did not get attention by people, Korean Supreme Court
had presented noteworthy two cases in related to sex crime. both cases were rape
cases and have a common feature in that the victims(female) became pregnant due
to rape. expecially in one case of two, the victim was a minor, 11 years old. in
conclusion of two cases, the Supreme Court denied the establishment of injury by
rape. the reason of these conclusion is, (1) even considering the physical and mental
change women experienced with pregnancy, the pregnancy itself of female is a
expressing of natural & healthy physiological function, so is not considered injury,
(@ if the pregnancy of female is a injury, the scope of injury or negligence resulting
in injury is too broad, so against the principle of “nulla poena nullum crimen sine lege”,
(® given the current sex crime sentencing standard, there is virtually benefits to
interpreting the pregnancy as injury. and in the most of criminal law textbook, @)
the view that pregnancy is not an injury has been supported conventionally.

but, is this existing interpretation(pregnancy is not an injury) justified? Given the
physical and mental changes that women face with pregnancy and the risks involved,
it is hard to agree with conventional these view points easily. and according to
current sex crime sentencing standards, apparently, there is no real gain in sentencing
against the accused. but Indeed, in many cases, it is pointed out that the sentencing

corresponding to the crimes of sex offenses cannot be achieved. In conclusion, as

* Dept. of Police Science, Jeonju University
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long as the current interpretation holds that pregnancy is not an injury, it would
be impossible to solve the problem of punishment corresponding to sex crimes.

in this paper, first, I’ll review the existing discussion on the concept of injuries
under criminal law and whether a woman's pregnancy can be regarded as an injury,
on the basis of the physiological impairment theory supported by the theory & the
conventional case law. in addition, by comparing the relevant case and theories in

the United States, I would like to expand our understanding related to this problem.

% key words: injury / physiological impairment theory / sex crime / rape & rape

wound / pregnancy

Fagl 23 192 / HAlY 1 3 252 / AXEEY ¢ 38 259
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Zo Zlo] Algyt Ayolakal
flelete 4] A= Sasiths Aol

oAl =Rl A B S Aok A AulsReE MR QAR
Aol w3t Aghe %’4%“?:*»% 7)o BE A7} Pa2{oH(Nix et al,, 2015), ]
= Y53for 2] dFs 3

# 7] wze] 73% A w9 %9 slcK(Kédridinen, 2007). oS So] AJNIE

o ol AT FA] WPl 6% T Pxska WA At ot

jsse o %7}»} il Mo el ol et AT
al olek(o]u], 2013; A& 4], 2014b; A wAJ- o] Y, 2018; BHoj7h, 2013). :quzs-}
of 7ol that AR et BojHolA ofm FHAL FFAol thFt ool
A7\ H97t ks A2 glgieklang & Hwang, 2014). AA|R 22 ofe]
AFARILS] A ofo]l Tt A HIEE oA BO= Qlsh Ao dhak A=
o] rhar ®7] ofelg o] QAT muh ulolels Al B QX @Al
AAVES I 93 A4S sk gk
T ARAHE Ams] S G B S WS o So]
I SR, 221 °4?L°ﬂ*1 73%4 % 214, 2001 91
FAR- AR, 2008)0] 2HE E
o1 el Ssel wA ol A felsl il 230 G50
A A, 2013; AEA 2014a)

RS S B

40 g
fu}
sl
o
oi
r{o
oy a

2017; o]H%, 2017; A4, 2014b; +elzk 2013; o)zt 5+, 2016), 917}4

RS b



olo} o] AAIz|e} AT B ﬂ?LOHE é——?o}i oqatel s gre
o] WeT(Nix et al, 2015), o] AR Bet ATEE FoATE vl
o = AolRe] WS Fustglon] AiHoR FRUF] Huht A
S AGALE BPESE AR B B A} FEstel Aol B
wo] ZAFITE 53] 71% AT WAL TUAL] WAt Q4] ZHg F
TfShErY, olefat Waleh FAMo] theshs 7% wq AEASET} A

St

8] ST B TaE Q0SS S8 welHx] UL WAt Aok w3k el
A AR HEAS 7P ARE 7o AIeET x@%—q SRR RTES
Tefale] Thig BAS SAsh AT AZE ol AL Aol

Tefslel B AT 7l AT Tulg ulgy] S8 ARxode] Fule e

2 8 ARE 7 oR A SAR Ans Aol BTt X9k
Aol T MAES FHI Lotk ATRPS YRS g B At
ARAEo] GaFS TN 2212 WA s, BAARAAA Fag o)
2 2 AN ADE G AAEES 22t slelstudt gk

. 02X iz o Mg
1. 852 0|2 Hig

7} A= dig =9

A=) Zidel dishA= st Jo7t =t 7L S Hawdon(2008)2 A=)
Aot AT 7R Alholu 2o ARl o® Aold A Ztet Ak W
A3 433 Aolets Wgo AHolstal ¢JriHawdon, 2008). o]zt

== AR QA S dEe SRSk FRARIL AR]E A(social
capital)o|v} ARS] QP& wWsh= dh ko] e Alashks 71e Frkelvl,
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29} 949) 25 5 472 TASIALT, o] F & AT ke At
off 7]ukeh Allo| i, FfE SAledlet £5L Bl Ve AT B 9
TKStoutland, 2001).

AaA=|0] Holo] i el FRE ofa o7t 9lon] E3| Sunit
ERE2013)E A4 7HL4 ) 37}@ ARG, R AR AESo
7Bl disf 7HAl= dRkAQl @
B7h B e 7}11% Z0
59 A2 Sl digh Q1A o=A Plﬁr 8 38 o= A= &
Ngsstar It Sun et al., 2013). o]e} & UHE}Oﬂ A ZAZEA
e IFUEE 384 284 5 Ut e ZdRive = Ao
(Jackson & Sunshine, 2007).

CHek of2f3t ol Etstal FEAl= ol gt Ak Hort TASHA] o
ot g sel dmudder sajEe] ARGEAL )17] wiZel s de/dol
FESIt= A3 & o m(FHejg, 2013), ol AR S-S Azl ek A=7t
ThaZQl g e 2A TRt sidoll A Q= FRRE @Al FEh = Sk
tHJackson & Bradford, 2009).

oje} o] FEl=l= Aefsty] ofzle JdolANt sl A= FRAl=] 7id

of 7Ivkste] BEARE =52 AE20l Ugt 284 By BEEso] =1
o] 7k 7|l Fetoto] yE Aol Hiet B7kE Aofshe A7t Aol
2014). o]=gt AEAlR = 2T AGALS] B0l AREEA AFAQ] A
Aolu A7AE S AR A F7RET ofuzt Aol Hidt = ot
Ar2A TR 7]Estal Jom(FHA, 2013), AA|= HEEA F7lol| WG =]
of AIMIS9 4] AS sl AFE Alrshy] ot AdEES +dskeE &

2% QTR 2013),

r
il
)
jui
flo
o,
1
2
i)



ol2|gk Al Fe] FFE mAl= adlse] et okt dAF-so] FE e
ojgfgt A+=9] 7|Hto] H F8 o] AET WA ARlFo] HEAY 5
Alefl gt 2 (accountability)o] 2k Al Aetarl 14shy FaEgkgol gt A3t
7} 7ol digt AlFeEs AAtttke At Al7IE e dEE AdAY =
T2 QAISH= oJu|ojA T4 RE(instrumental model) © 2 skl 9Jr)(Skogan,
2009).

o] o]Eof = Aekgo] ME| oY FAlo axpAolx] Jtaf HEEo] w2
A HoA A= FRES 127} & o= 3lor ol Ao At
7} 153 S st Ado=w AEtiReisig & Parks, 2000; Taylor &
Lawton, 2012). o]2} &l 7P tise2{Ql Mg Ql A=) T8l w2 =
7hll A Zgell digt Al=7E Wk ASAT Ayes Halso] 27t 42 S
Hk218131 It Cao et al., 2012; Jang et al., 2010). =, HE|YFo] o} X|HFu
o] kol T8 AR A% B AFolu Auprt Azl digt Al=of w5
%08 4o itk Zlo|thTankebe, 2008). AR wleol 4 o]zt Wy
29l ool WHTL Feie RE ARA] HHH JFS & 4 At}
(Nix et al., 2015; Sproot and Doob, 2009).

wheb A2k WS pelstel ;o] AlFaI gAS sof sl
(Sunshine & Tyler, 2003), $-2luje} 2w ojejsh =74 Zwo] 7|uksle] 21l
0] AlaRt MF ] fAreSs wdo=M AT MAFHES A7l
wBlI ol HE M Bl ARAHE Amsl] 91% wAS Adte] ek
(Jang & Hwang, 2014). o]ef3t FF-2 72| WHFAl] et At Fokul =
150] 6% ARG A1 Zoleks 7|djo] uige £ Aoju] HRo] Hujolew}
1A Van Craen & Skogan, 2015). o]2j5t Z2bdeka} ¥ralsio] WaE 7t
A717] 91gk ZAEREre] e8] Aol MF TR SV 4 vk A
TAT) BaEgen Tag 9o thejol WA Qla) Z/1E AHAA
go] FRISIAl AGR|te] gt &b ATt Alolgke ol AlZIE vl
Z|9¥HHinkle & Weisburd, 2008), X LoA= 7IAA o] =& #HasEo] 7%
AFE St ASdT 23t Hilgo] =4 By SRS
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(Merry et al., 2012).

2) wAH Q9

202 G| RS FAOE AXE HFOZA 1HA WL (expressive
model) & 7| eJAksle] WM AL EEA 7}A)e] S5} AlglEe] Aol digt A1)
E AAs= g ololglal RS o]2o|tHJackson & Bradford, 2009). o] o]|2&
Aoiae] BRe] Wi FAATE Bow AYIES Aol Aoixisle] el
7418 X718 Aafsigick QAls Ao dis) e A mum 435!
m(Merry et al., 2012), 24 Mol W
olefst R9lSo] A % AWM =TS Arhn FPsTiUang &
Hwang, 2014). oleg #8% e AJ51H A423 s o]2, ofwn] o]
STE AZHHHE P 2018),

o] o] 22 of2fRt A|GALE] o] mWEkA g Qlo] ] gt FrlEe] Bt Q14

J 4
AR A7 azolnz AoFule] FEA 4 YASH, AGAY

[e)

< RSy

A AQR|7F Ao 281tk XA 3HCHNix et al.,, 2015; Ren et al., 2005).
£5) wyd myut vagS o o] AjHoR §e AFHoR g &
AL Aol FAN aclolth FUES Age] RANL Z7stu Bo] W

7F obd ZAlEE A5 or sjdslrE Zdskedl ol Zidiet 2] FEol
2AE 248 jhetd @S A AHSA gt oAt BEaic T AztelT
Az gl Y2 ABE B o= oy AsltiReisig & Parks, 2000; Taylor
& Lawton, 2012). 7§21 §-2]% o|Z(Broken window theory)o] wla} F2XA7} =
7Vehd % HA R oslE 4~ Q17| wjFEof(Wilson & Kelling, 1982), X|dF0E
& Hae o) Aol AARAS a7skA H3 aejste] A TiEt o)
o AANSABUTAN FaF ZHow RrEgrkVan Craen & Skogan,
2015). Tefste] Bao] Aejrtele] Ao =M HHUES Fo) A WG F
wle] 4o Ao $EARA ek AARle] Bt WHESLE S
o) 71012 9 Aae U A21S AN 4 ek HEaiekRen et al, 2005).
_1|-1

FARE Wit M RIS A Qe it AN} w25 ] dig AlEe



Z27)5F 4~ JtiJang et al. 2010; Sun et al.,, 2013; Wu & Sun, 2009).

3 EEA Q9 £ 2919 A that FFHL v A5l
AL R g, Selo] ANl ATHRS AR oA o EHY
fQlo] =514 allof mls Fao gt 4l=lo] ¥ Fa= wol niiths A2
7} the2 grel=Elti(Jang & Hwang, 2014; Merry et al., 2012; Nix et al., 2015;
Sun et al., 2013; A&4, 2014a; 3Foj7}-3HA Y, 2016; 3Fojzt, 2013).

H

3) A HAte] &7 84

olgfgt =4 2yt xHA v} Heish
Aope] g aclEe] A o el

A GALE] 2 el FollA s Wil
AR AAA 2 9E 712 FRIEQ] 29 W H|-E(concentrated disadvantage)S-
Itk o] 2Qle A|Ho] A4 Gofglolut YA =S Holae Zlos
SolA 1) RV HlE, 2) AUE 3) 7|2eaA Hle 52 S
QItH(Lai & Zhao, 2010). o]2{gt @Qlo] S W= ol 5 shh= A1l
Al AEAR|27E E24AY Eats oAl WiEEE 5ol AAFHES] 214
FAA F¥= FaL BRI Aok 7HsAol vk
(Hawdon, 2008). AA|= Ao ASAFoA= ol2eh vl&o] &2 A9 F
5ol Azl sl EWEshe B9 WAl AlF7F wom s tisiA da
ol HEZ 7JA= ASs} wrin W uskgtiNix et al, 2015; Reisig & Parks,
2000; Wu & Sun, 2009). Z1&Jsto] 22 o|2gt S 7H A SollA g
AAHAE AlFd o 37844 54 SHlA FJsfiof st FRIEAl ¥ B
it ATk FARSHoF AEAIE AsHE HAIE 4 lvkal Adititi(Lai & Zhao,
2010; Nix et al.,, 2015). o]e} &, AF ARolx= BAHo] W Aol Ao
T ZASHKSun
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4
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A QA HIze] HEE B o] HhE
et al., 2013).

EQE PA AER ARSI i gQlo® FFdA | gt B8R
A 135" 4 Q) o)} U Kédridinen(2007)2 G 27159 A& Higo

>
A

rlo
pasy
rlo
o
£
I
rr
rlI.
rhiu



106 + SAPRMOIT M3 MISEH M121S, 2020 - =)

2
o

01014

28 siAe AASaL =gl 2o mEd duE o FbdAH| L
iR Ee] F7re - AA| Hdg<Ee
ek Z]eE A AT Aah oo
SEATE of2fet Aol tis =7ke] Ajdo] O =t T35tk
3 EA} F7K A5 AhA0R BAH| 2ol Eaw wlgo] gastuA ©
o EBS0R Qe WATAelt Wale] Ue ek ZefF 4k sl
QItiKédridinen, 2007). oJ@7] B thh H&Z Q] djj4do]
4 Qlex) B4le] Baso] ERJE)
The-02 o gt A4l e 9151 ale] Qliny, olet Tl ol A
FAEo] WA T 2o ot Ao that Alet wrks dvAnE 9
J1(Sargeant et al., 2014), 7Z2-o] \ﬂ113§01 Qo] Rk AF X|dof] 4L gk
Uhsrlal vlsmste] ApEAQ) WA ARsHs 497} ol ARA=} £X) o
= A8z 2AsttLai & Zhao, 2010; Wu & Sun, 2009). o|¢} g ojuix}=at
CFE AE HEEA ool whEw oulatEe] MAISIde] N THsAe] &
A e o ol skl 25]9 gl digh A=t
=3 ujE oj7lo] Mol alahs The g ﬁmm W 57| % shckSun et al.,
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olck —ol el 73% Aelg 3 fw wwuom Hufe% St w% %_LG
7} Qrhs QAT 23 o<, 2018; AR uIE S 2010)0] Ayt
2= ZAfs1] ﬁemaﬂo PAZ B4 Paso] ZA S B B
o= A} Agaon BAG A7ATl S wAER %—?Xl‘ﬂ =71
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< L3t AEe] Adiider HEgh), wEer FEA7) R
g AU FRlEo] Wol o] 8sk= 3 & teAlEe] A H&éﬂ%ﬂ%%ﬂr
A7} A B % vl QQx|ul(Dietz, 1997; wi-&F 234 A
akslas 2018), Ao w FHF o g Jhe x| dialis 2
ejFez A+ 7} A9l £FYE|R] ot EAs) & Hart Uk

A=) AFe vAE adlo] giEt 712 ATES Amny, WA =74 ¥
Ao 29l & WHTe) W AN ATNix et al, 20152 Aelali Ao
digt Al=lo] Rl eke Fi ATATSe] Yreg XX tiAllhto &

Larsson, 2016; Kédridinen, 2007; Lai & Zhao, 2010; Ren et al., 2005; Sun et al.,
2013; Van Craen & Skogan, 2015; 7}=|&, 2016; A& A, 2014a; A HA]- o)Ay,
2018; =Fojzt-3stAdd, 2016). HHFHSE dE d5L5(Lai & Zhao, 2010; Ren
et al., 2005; Wu & Sun, 2009; &5 - 7194, 2018)2 A|QJstal Ao Lo
A AZAR L B IAS HsliciJang & Hwang, 2014; Kédridinen, 2007;
Merry et al., 2012; Sun et al., 2013; Van Craen & Skogan, 2015; 7}x]&, 2016;
AEAL 2014a). THEL WA WSS Bao] RS AT ATiA R 2doln)
M go] BAN] FII G Forhe ATATE GXIFHCao et al., 2012;
Jang et al., 2010; Reisig & Parks, 2000), §-2]3t #A7} gitt= BEAZATKLai &
Zhao, 2010; Nix et al., 2015; 3lH.SJ- 27L& 0] 83, 2014)7} A= H3FS Helth

olelgt WA Qo] theals ARUE Qolah A4l e] WS HAE A7
HEe ARy, s ApAmelA FulSe] Ae] ddukolut Ao s 3
Ao g QAIBILE HzPAIF 7} =715}t Alalehto & Larsson, 2016; Lai &
Zhao, 2010; Sargeant et al., 2014; Wu & Sun, 2009; &5 - 7194, 2018). 3hH,
B LAH BE ZuolH WAAAL0] 280 HHAY} 25 w3
E%-ZJZH%-Ol%i 2014), AZo] WESE Fol FAALS Ho| FHULS 4

ol izt A== asidled oleet Ayt Fulse] o] et 22 Fa
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3 BAle] H-g3kA] ok Hulg AREE B4

}22 9JtiRen et al., 2005).

EG BEH 2019] B39 TS FSof PR AT A A7
HISkE Qlt] A9 FUA QlAo] B4R, AHALE oIt HIFAE AL
SEA b QAR A0) BERT] 84 A% dist A=) Z71e)
AtiJang et al, 2010; Jang & Hwang, 2014; Merry et al., 2012; Nix et al., Ren
et al., 2005; Sun et al., 2013; Taylor & Lawton, 2012; Wu & Sun, 2009; 7}X]&,
2016; A3 A, 2014a; 3tE - AL 0]8-3, 2014; o7t 3rAY, 2016).

o0 AALE] BARQNC] A9 HrjEOR Ade] ASo] aE gl
7l Qyse Awuy, e A}ngﬂa A9l2 A s A U vl
(concentrated disadvantage)o] =2 73 FAZAIZ7} A4St A2 9 7 9
L wh(Lai & Zhao, 2010), oow 7ke] folgt WA} Qoks e s
(Nix et al., 2015). 3t4, =91 Ho] - =71 o5 AtollA BEAl=et 74
IAE Busk ArAar) =45l (Alalehto & Larsson, 2016), ZZAH|A A3
o] FA o FERAIF A I FATHAHEA - o3, 2018).

uiRute 2 QlpEAst 29l FolA ARAle} Avke IS A= AL o
F wggon, e tEe] AT Aol Be4E AW} Lokt
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The Factors affecting Confidence in the Police in South Korea:
A Multi-level Analysis focusing on Neighborhood Context.

Cho, Joon-Tag*

Despite many studies regarding the determinants of confidence in the police have
been conducted, there are relatively few studies in South Korea that take into account
the variables of the policing and the neighborhood structural context variables. In
order to fill this gap, the current study explored the effects of individual
characteristics, police activities and community characteristics upon confidence in
the police by combining the Crime Victimization Survey data from Korean Institute
of Criminology with the regional level data from the Korean National Police Agency
and the Statistics Korea. The results showed that social cohesion, collective efficacy
and life satisfaction had a positive effect on confidence in the police, while perceived
disorder, victimization and fear of crime had a negative effect on confidence in the
police. Regarding fear of crime, only fear of sexual violence had a significant
association with confidence in the police. In terms of regional variables, suicide rate
and the number of public places showed negative relations with confidence in the
police. Suicide rate moderated both the relationship between social cohesion and
confidence in the police as well as the relationship between collective efficacy and
police confidence. In addition, as a result of separating the data into two groups
as high confidence and low confidence in the police, differences in factors affecting
confidence in the police were found. The results indicated the influence of expressive
and instrumental factors on confidence in the police and the necessity to reinforce
community policing. The implications and limitations of this study were also

discussed.

* Police HRD Institute, Instructor
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A Study on the Realistic Plan of the Execution Procedure of
Warrants against Operators Keeping Data

Lee, Kwan-hee* - Lee, Sang-jin**

In the past, investigative agencies have acquired contents or transaction logs kept
by operators such as telecommunication data, telecommunications data, and financial
transaction data in concert with a company that keeps data. However, the widespread
requests for data from investigative agencies and reckless data provision by the
operators caused concerns that the Right to Self-Determination of Personal
Information would be violated, and there was also a need to protect it.

To acquire e-mail or financial data, the investigative agencies execute a search
and seizure warrant, but the execution process of the warrant against the company
who keeps the data is completely different from the compulsory enforcement
procedures against property and place. Nevertheless, our court, while showing an
attitude to strictly apply the rules that had been applied to the compulsory raids
to less intrusive data acquisition, assesses that it is illegal to exclude suspects in
the site of data acquisition or to execute warrants using fax.

Before the revision of the Criminal Procedure Act in 2007, there was a debate
over whether to recognize the admissibility of evidence if an object illegally seized
was worth the evidence. At that time, there were even arguments that minor
procedural violations should be tolerated in order to discover the real truth.
Therefore, the strict application of the Criminal Procedure Code provisions applied
in the area of compulsory investigation, despite the fact that no force is exercised

in acquiring the data held by the company, and the voluntary and transparent method

* Professor, Korean National Police University
** Professor, Korean University, Corresponding Author
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is used, does not reflect any investigative practices regarding data acquisition.

After examining changes in data acquisition methods, characteristics, and the
nature of the special laws related to them, the author will argue that it is not
appropriate to apply the existing regulations of search and seizure warrants to the
acquisition of data kept by the company.

Rather, what should be particularly emphasized in data acquisition is not the rigor
of search and seizure procedures, but the right to self-determination of personal
information should be properly protected. In addition, in order to protect it, we
should focus on strengthening the management and supervision of data movement,
and modifying the notice process for a party to personal information in the execution
of search and seizure warrants, as detailed by the Protection of Communications

Secrets Act or Act on Real Name Financial Transactions and Confidentiality.

« Key words: Notice of search and seizure warrant, Information, Data, Digital
Evidence, Search and Seizure, shown a copy of a confiscation

warrant, Fax Warrant, Electronic Warrant, Electronic Presentation
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15) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 772.

16) Fisher v. United States, 425 U.S. 391 (1976), para. 411; Coulon, Jesse, Privacy, Screened Out:
Analyzing the Threat to Individual Privacy Rights and Fifth Amendment Protections in State
v. Stahl, Boston College Law Review, Vol. 59, Issue. 99, 2018, p. 231.

17) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 771.
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19) Kerr, Orin S., Compelled Decryption and the Privilege Against Self-Incrimination, Texas Law
Review, Vol. 97, Issue. 4, 2019, p. 773.

20) Doe v. United States, 487 U.S. 201 (1988); Coulon, Jesse, Privacy, Screened Out: Analyzing
the Threat to Individual Privacy Rights and Fifth Amendment Protections in State v. Stahl,
Boston College Law Review, Vol. 59, Issue. 99, 2018, pp. 228-229.




ClHiolA S53t HEn XA |LEAHRER « 167

S S sjels 91 Sl A405) A AE A4S )
AL WA FolF A4S S A75H L] ohHE SHUY ASHA)
212 AsisH Zlo] ofjekar TAISIGERY. Eat A Ee Aelow sttt
ool A ApAle] AR AHHAE AgSHeT] Folshes AAlske AL 11 244l
o7l BAME Beld 2717 Solgls R0l AAE WIIES A Auh 44
shrhar WgHThy).

ANZ YATE B9 AlelA A1) H3ige] g A2 AAsHES 2
Sh= Zo] ofl7] ujoll 4N AlSge] O3] B Fakch wiok @4 thAl
o @gol AelA FnE A 4 Gl MUWASE AT AL BAFHE HEold

13

o Tefeh BEH s AN ASxel Qs Havks 4= Qlek AlelAl W

o

-

rr
%

il

MBS ASSHES ZAks 2 T A1) H3ige] Uk e EHtES o
Sk glolm, eigh A9k ol s HeRe. weby Fao) gk v
7} 240 SRici, e cujolse) vwms o) Aol setA Bk

oL YR ArjAlEe AntEEe] 43 )5S ol8sta glow, of ¥
2ate) AR A85HA Hek A 9 gk ule] A einh el
53108 sleli A7) E AFAhES WHshs Hlo] A/ |RAAR SRS
FAFHL Qi SR AS2] SIEAZE Aol Hof gk oSt A

21) Doe v. United States, 487 U.S. at 208; Coulon, Jesse, Privacy, Screened Out: Analyzing the
Threat to Individual Privacy Rights and Fifth Amendment Protections in State v. Stahl, Boston
College Law Review, Vol. 59, Issue. 99, 2018, p. 229.

22) Doe v. United States, 487 U.S. at 217-218.

23) Doe v. United States, 487 U.S. at 210.

24) Coulon, Jesse, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
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99, 2018, p. 230.



168 « JAFMAT M31E MIS(SH H121E, 2020 - =)

1) United States v. Apple MacPro Computer25)

vl A} A3e3]EAH¥A(The United States Court of Appeals for the Third
Circuit) & o}5-83H5 Ao WAl el8] Saplato] gt & Alo] ejgse
o fsle] Balg Ana B3l tslel WAREHES Ansiglch PaYLe
1A e] BES AASHHA, AP e] AR o] whet ofgathe uhedo] A
Aolaol] ZAfgicks AL ofu] Beixel e (foregone conclusion)o|Ro TR
wj39le] 4T ASzAre] Welh ASIEA] igkchi Tekslolcko.

A1 F]argle] 22}l ofg-ZehEol et Ak} ¥HATE AF T oA
W] 310) ofol 2ejo} of W AFH U o3 SEGAT £ S sld

TRD. W] mele ApE o R ofolEo| i ANSE AT, dEstE

fr
1,
>
S
>
i
ol
:oé
[e]
)
o,
(el
1o
o
e
i)
i)
o,
i)
=
o
>
=2
rr
[\)
k=
S
(e}
X
N
N
juitl
rlr
o
=)
RS
1o

uE e whdo] mREol S-S FlshATh B TAY BHTL AR w2

HES dolfilal E42 B8 ofs=TE olu|A|9} “toddler_cp”, “lolicam”,

2

Rl FREAT: A waidloA] MARSHE Adarstiar warele ofof

25) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17).
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26) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17).

27) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), pp.3-4.

28) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), p. 6.

29) United States v. Apple MacPro Computer, No. 15-3537 (3d Cir. 3/20/17), p. 4.
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30) Nixon Peabody LLP, Third Circuit upholds the forced decryption of hard devices, April 5 2017.
https://www.lexology.com/library/detail.aspx?g=c5ab5e3c-2ba5-4236-9bb9-14207cc2c95d 3=
31) 28 U.S. Code § 1651.

(a) The Supreme Court and all courts established by Act of Congress may issue all writs
necessary or appropriate in aid of their respective jurisdictions and agreeable to the usages
and principles of law.

(b) An alternative writ or rule nisi may be issued by a justice or judge of a court which has
jurisdiction.

32) In In re: Grand Jury Subpoena Duces Tecum Dated March 25, 2011: U.S. v. John Doe, 670 F.3d
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170  SARNEAMATR XB1HE MIS(EH Al1215, 2020 - £)

ujarQlef] st} fuetEA] ¢k dlojele] AlEE JAleh] 98 e 9l
A= AARE 22| o], Ap|F-AAREHe digh #jaele] =42 =55}
7] flste] “HAAR] AR 9L H87 M2 ot o] HAt FARtE]
Al Fe AR 92R7E 71718 aRfEAY 2RI ARESHL Ytk AR,
7171 el W8l diste] it glok= AR, HlolE7h A ER RIS oF%
Shlo] Slthe A YAl Jlohs A e W8-S skt 4 Qe

o AT = Sl= /S FudoEN LA AE7 dFE YTk Aol T

[alrhs Aolthd,

2) Commonwealth v, Jones

20199 39, u]=o] mjAEAl= = 2 HYe Commonwealth v. Jones AFA 9
N A7 B4 45 solq TnlolA A} 71718 gk 2
Thar TABETRY. BHY-S compelled decryption AR A & 71X 9]
of disto] ddsilck A WA, M2 FR7E vl °l JH/\" =
Aol WA Ao HEg umele] Ax7|71E
g e Y

TAYES w QIrks Aol BAHe ARolek 7

—= =-1

1‘_/,:0]

ok
b

?01

121

_{

pacs

rlr

= ﬂ-(o ot
=) % i‘j e
T
(T [ R
B [/ o =)

[o
oX
4z
N
N
i)
o
)
ro
lo
o
filo

=

2
=

Yol Az =(beyond the reasonable doubt) QJ=3l Melo] Qlctal TA|S
o] AbS] AMITAS AwE, 20161 HES oy A

g, A1 W-8~2 9319l Dennis Jones7} Alaizbof| A Adufjul ofdo2 Asix
Ui AEHs Aolglek Z%be] S} Ak Jones7} LG ANfEZ S AME5}aL
Ath= S BRlstdon, Aixs AP 29k distkE ys B4 L 3

rsi'
oX
;

K
il
n

5o 30

ol ¥ ¥ qIr

=

33) Robert Cauthen, The Fifth Amendment and Compelling Unencrypted Data, Encryption Codes,
and/or Passwords (Case Law Update), The Informer, Federal Law Enforcement Training
Center(FLETC), Department of Homeland Security, April 2017, p.7.

34) Commonwealth v. Jones, 117 N.E.3d 702 (Mass. 2019).
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37) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
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99, 2018, p. 240.
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40) State v. Stahl, 206 So. 3d 124 (Fla. App. Ct. 2016).
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42) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and

Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 232.

43) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 233.

44) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, pp. 233-234.
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45) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 235.

46) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 235.

47) Jesse Coulon, Privacy, Screened Out: Analyzing the Threat to Individual Privacy Rights and
Fifth Amendment Protections in State v. Stahl, Boston College Law Review, Vol. 59, Issue.
99, 2018, p. 236.
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48) In re Grand Jury Subpoena Duces Tecum Dated March 25, 2011, 670 F.3d 1335, 1349 (11th
Cir. 2012).

49) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.

50) Orin S. Kerr, Computer Crime Law, Fourth Edition, West Academic Publishing, 2018, pp.
601-607.
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Compelled Decryption and the Privilege Against
Self-Incrimination:
Recent Court Decisions in the United States and Legislation of the
United Kingdom

Song, Young-jin*

Smartphones have evolved from conventional wireless communication devices to
mobile computers, and the amount of data generated and stored on smartphones has
become vast. In addition, encryption of the device itself is causing problems in
which information within the device cannot be accessed without biometric or PIN
numbers. In order to explore solutions to many of these recent problems, this paper
analyzes recent "Going Dark" debates and recent court rulings related to the
compelled decryption and the privilege against self-incrimination in U.S. federal and
state courts. This paper will also explore the Investigatory Powers Act 2016 of the
United Kingdom, which stipulates key disclosure orders for encrypted data. Finally,
this paper would like to examine how related discussions are being held in Korea
and draw criminal policy implications based on device encryption and compelled
decryption.

There is no serious problem in Korea yet with device encryption however several
cases have been reported through the media. In the near future, the denial of
unlocking devices could pose a stumbling block to the criminal investigation and
digital forensics. South Korea also needs to refer to U.S. court cases and British
legislation to prevent legal disputes regarding smartphone search in advance and
minimize human rights violations during the investigation process. It will also

require research and in-depth discussion of the various legal issues that may arise

* Professor, Department of Police Science, International Cybercrime Research Center, Korean
National Police University
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and seek to overcome the issue of encryption.

% Key words : Compelled Decryption, Encryption, Privilege Against Self-
Incrimination, Going Dark, Criminal Investigation, Privacy, Data

Protection, Digital Forensics, Smartphone Decryption
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