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Allowance and Legislative Direction for Private Premises
Surveillance through Intelligent Virtual Assistant®

Park, Hee-Young**

In a smart home environment, an intelligent virtual assistant (Digitale
Sprachassistenten) is playing a key function. Since the virtual assistant is mainly
installed in individual residences, there is a risk of invading key areas of privacy.
This is because digital information about an individual's private life area stored in
an artificial intelligence server of a service provider can be easily accessed
technically through the assistant. When accessing the virtual assistant connected to
the Internet, it is possible to access the data stored in the assistant itself as well
as the user's data stored in the service provider's artificial intelligence server (Covert
remote search of information technology systems, Online-Durchsuchung). When the
microphone installed in the assistant is operated, private conversations in the
residence or conversations between users and the assistant can be heard or recorded
(Acoustic surveillance of private premises, Akustische Wohnraumiiberwachung), and
telecommunications  performed by the assistant may be intercepted
(Telecommunications surveillance, Telekommunikationsiiberwachung, TKU). In this
way, various issues can be raised in criminal proceedings surrounding the voice
secretary.

Among these various issues, this article has dealt with whether in-home voice
surveillance can be permitted under the current law.

In this article, Private Premises Surveillance through Intelligent Virtual Assistant

* This work was supported by the Ministry of Education of the Republic of Korea and the National
Research Foundation of Korea (NRF-2019S1A5A2A01046918).

** Researcher, Max Planck Institute for Foreign and International Criminal Law, Germany, PhD
in Law.
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is understood as housing surveillance in which an investigative agency secretly
approaches the Assistant and then operates a microphone to record or listen to
conversations in the home. The current regulations on telecommunications
monitoring in the Communications Secret Protection Act do not allow such
residential monitoring. The German Criminal Procedure Act, unlike ours, allows
access to information technology systems through confidential measures such as
cryptographic telecommunication interception, online search, and voice surveillance
in residences. However, even these secret investigations do not allow voice
surveillance in the residence through voice secretaries. However, the requirements
of the in-house voice surveillance and online search regulations of the German
Criminal Procedure Act provide a direction for what the regulations for residential
surveillance through voice assistants should have. Through this, it is expected that

the requirements for residential monitoring through voice assistants can be derived.

¢ key words: intelligent virtual assistant(Digitale Sprachassistenten), Covert remote
search of information technology systems(Online-Durchsuchung),
Telecommunications surveillance(Telekommunikationsiiberwachung,
TKU), Source Telecommunications
surveillance(Telecommunications surveillance at the source, Quellen
TKU), Acoustic surveillance of private premises(Akustische
Wohnraumiiberwachung), Core area of private conduct of

life(Kernbereich privater Lebensgestaltung)
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