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3. 2f=2| AMHIA HMISXiol chet Xz 2F

Alo|HHZEoF 9]435]9] ‘Cloud Evidence Group(CEG)’26)2 dulbA o7 SAPG=:
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28(1), 2017, 49-77, 55'H.

22) ARG AT - A7 037, k] =5, 559,
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25) 2&<l o AFFHE tist AL AE T, Fdols TIE fl8) 20039 A€ FAF W
golAle, 2020 7% 137) =7}, ZAZ)1T 2 197] 91zE71Go] ZFA=gle). Sae A a oA
201343 7}sle] x&xo g FHolslu Q)
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‘Cloud Evidence Group(CEG)'& Y=L
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WA 71ES 350 MLA ARkE AXR] e o) Algditk o] Uiy 7|5
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27) Jan Kleijssen and Pierluigi Perri, “Cybercrime, Evidence and Territoriality: Issues and Options.”
Netherlands Yearbook of International Law 2016. The Hague: T.M.C. Asser, 2017, 147-173,
1607H.

28) Cybercrime Convention Committee (T-CY), “Rules on obtaining subscriber information, report
adopted by the T-CY at its 12th Plenary”, 2014, 287.

29) Jan Kleijssen and Pierluigi Perri, 9F¢] =%, 1609,

30) Jan Kleijssen and Pierluigi Perri, 9F2] =&, 1649,
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32) AUE- WAE- Do IR, “HARL P UAY S0 0 25, IAIALT
28(1), 2017, 49-77, 607,

33) ZQIARQ012. 7. 12), “200) ohye] “HEEPY FESAGT Fe0lE, opal Hupn,
http://www.kyeongin.com/main/view.php?key=664982 (2021. 1. 5. ZF 7).

34) Z#S- 7719 - 246 Emilio C VIANO, "Aleluflz]e] AL G844 she Sig HAl falet
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35) A¥L-- 77 - 24-8-Emilio C VIANO, Fe] A3, 173w,
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37) Ho|=E gJALo|E, hitps://www.facebook.com/about/privacy (2021. 2. 1. H= 734).

38) Facebook, Inc., 1601 Willow Road, Menlo Park, CA 94025.
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44) Google LLC 1600 Amphitheatre Parkway Mountain View, CA 94043, USA.

45) 73z W5 22(2014. 3. 29.), “Legal Requests for User Data, Google Inc. Process for Korean
Authorities Requesting User Data”.

46) T2 F74 R31A, hitps://transparencyreport.google.com/user-data/overview?user_requests_rep
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47) 73234 WE A=, “Twitter Inc.-Guidelines for Korean Law Enforcement”; EJE Ao E, “Gui
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ent-support (2021. 2. 1. F= 7).
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49) https:/legalrequests.twitter.com.

50) Twitter. Inc. c/o Legal Policy, 1355 Market Street, Suite 900, San Francisco, U.S.A.

51) ESIE YA}o]E, https:/transparency.twitter.com/en/reports/information-requests.html#2019-jul-d
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63) Jonathan Clough. "Principles of Cybercrime, Cambridge university presss, 2015, 475%.
64) £, “FAPIRe] Fepos vlolE] Mol Bk vlwA Lz “vlolg dlelFe]” A el
AP FAoz, FAAAT 30(3), 2019, 149-180, 1521557,
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65) €97, oo =%, 1514

66) Lianne J.M. Boer, “Spoofed Presence Does not Suffice: On Territoriality in the Tallin Manual”,
Netherlands Yearbook of International Law 2016, The Hague: T.M.C. Asser, 2017, 131-145,
1347,

67) “the Experts unanimously concluded that general principles of international law applied to
cyberspace”S H gl

68) Lianne J.M. Boer, “Spoofed Presence Does not Suffice: On Territoriality in the Tallin Manual”,
Netherlands Yearbook of International Law 2016, The Hague: T.M.C. Asser, 2017, 131-145,
1369.

69) Lianne J.M. Boer, 2Fe] =%, 137%.
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e Falo 7 FAAAT 30(3), 2019, 149-180, 1719,
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76) 18 U.S.C. § 2510 et seq.
77) 18 U.S.C. Chapter 121 § 2701-2712.
78) 18 U.S.C. § 2523.
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88) European Commission, “Commission Staff Working Document: Impact Assessment,
Accompanying the Document, Proposal for a Regulation of the European Parliament and of
the Council on European Production and Preservation Orders for Electronic Evidence in
Criminal Matters and Proposal for a Directive of the European Parliament and of the Council
Laying Down Harmonised Rules of the Appointment of Legal Representatives for the Purpose
of Gathering Evidence in Criminal Proceedings”, 2018, https://eur-lex.europa.eu/legal-content/
EN/TXT/PDF/?uri=CELEX:52018SC0118&from=EN. (2021. 1. 4. % 7).
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90) Article 18(1)(b) Each Party shall adopt such legislative and other measures as may be necessary
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Legal Issues on Investigative Authority’s Data Request to
Foreign IT Service Providers

Park, Da-On*

As the majority of Koreans actively use the services of global IT companies in
their daily lives, crimes taking advantage of their services have also become
common. This means that obtaining communication data such as subscriber
information and IP logs possessed by IT companies will be the key to the
investigation of many cybercrimes as well as conventional crimes. In the case of
domestic service providers, investigative authorities may obtain data through data
production requests or warrants. However, if the data is possessed by a foreign
service provider, how should our investigation authority obtain the data, and is the
current practice appropriate under the criminal procedural law? This paper was
intended to critically review the current practice of the National Police Agency's
requests to foreign IT service providers and its issues.

First, the general methods of acquiring foreign-based data, including Mutual Legal
Assistance, are reviewed, among which is then reviewed more thoroughly how to
request data directly to a foreign service provider. Facebook, Google, Twitter, and
Apple were selected for U.S. service providers, while Telegram and Line were
selected for non-U.S. service providers. As a legal issue related to the current
practice of direct requests, search and seizure warrants presented to foreign service
providers and the admissibility at the court of the data received are discussed. It
is concluded that presenting warrants to foreign service providers is not a
compulsory investigation based on criminal jurisdiction, and that the evidence

obtained this way might be inadmissible at court, because there is no clear legal

* Researcher, International Cybercrime Research Center, Korean National Police University.
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basis for such request and no measures to guarantee the integrity of the data
received. The conclusion summarized the discussion by suggesting that the accession
to the Cybercrime Convention can be a realistic alternative to overcome the

challenges of current practices.

% key words: IT Service Provider, Subscriber information, electronic evidence,

Mutual Legal Assistance, Convention on Cybercrime
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