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I. S0{7HH

uloi) SR WP, 2 RPA Slel dold T8l Welske $isk H(Clarifying
Lawful Overseas Use of Data Act, CLOUD Act)’2 djo|g]o] tfigt =772 A
Heleks ol Alme =S ARISIL Stk 53] o] dolet, Heit Al
ok 50| AN TS, A Ae] ArEgel 2 BAEH 0 Al A
off et M= AHE ArEhH, 2 et 22 Aol disto] FA1AQl HEE ol
ol vf Itk Z12ut 9f el tigh o] 24 AdoflMe] HE= 3] oAl ¢
Ao HRIt: ofof & F¥oi= ST e Ald), ol24 7|2E AAls] A
aL §] AR vixls G 5ol disle] HEs]= gk

FARANA AlETg ol EA] S 2] Al e A o] wigtollA] o
Q] glolEe] wAVE HERRHE (99 AR e A o] ks =)
WS Bk AR S 4= Qltk vbd mlsolis AR AR gke ffsl Al
<% (subpoena)o] 520 RgFLE 2 ZRolA HESK: ‘FAREAS] S
At Al 2 AlETE ] Wl o] AR AlEelel Wets ddshs Zo]
o, 7o) HeE SR ojn] ehdol QIAEIth= AA ofef L ARt
dE HEIT = 9] AR o] EAlRks 11 AdAle) o] tEt)
TR 2] FAREAL] gt =ojelMe MECR Qb Qo) A 3R
o] HEFAL qleuw?) vl a] polM AlEEE A= FAIA WS e
art Qlrk # FA) Y82 ek SHolx= ARl omlE 7H Aew g7t
e},

1) A0 theel #9E Fnd 4 oleh $9, WIS CLOUD Act ksl o] dloje] el
S A, TEAR A AT A297 A2E, FHIARATAQ0IR), 149%; AL, w5l
2o SH(CLOUD Act)d dielelgs) o177, Tgselelsisli, 1335, Sael=ets)(2018),
148.

2) 92 FAA jg =eloiE Satele] Y AE EUe Fshs st sla(el,
o1, TEIXNEZA Sol glopel W, ALt ARAASIRER2016), 233, 416%),
A19, 200) F8le] FAkaW ARkl AEWH AEt PR WS SsdrkeIrE:
19-13878, 20-1352).
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I. I7fetd et Ao
1. Zxjoie] ol

A (comitas, comity)>- 57 =712] Holl w2l #HS3 W27 thE et
dololn ojuet HS SASAE AWel] el Yidsks Wk H(Ulich
Huber)of| oJ5}] A2 AAJE 7do]H, 1648 HAEZH ZoHPeace of Westfalen)o]
wal ARat A Sge w2 ise) Sl BAYA ANE oA vjEos
TR ook ThE She] ol tie AREA 238 olulelld ) wglo] e
B7le] WET} olelo] AR AAS sl Yo} thai @] A4l ozt
S| FHchS) Teit Flloko 2 Re] IR oy} EEERe AL oful, 9517
Sle] shElolA el ojele Tajsks QLS folatolof Bk

oloke. At @A TEsle] £ 32]0] ‘3le]Al (reasonableness) o}HE Trlsl=
olelgeye] Albalel 7)a) ook W FAE O, ‘olelaer N b ol
ololg AAHoR T lujgick Aulolbs SAclaolzhe AES tleret met

rot

3) SAClF o] GAH 2 Bt st o] £82 Fd 4 gltk. William S. Dodge,
International Comity in American Law, 115 Colum. L. Rev. 2071, 2084-2098 (2015).

4) Hilton v. Guyot, 159 U.S. 113, 163-64 (1895): “H2Z]2] oJu]ojlx ZA|deke (3tHoR) drf3
oo FAIE ofyaL (the o) Tt S]] EAE ofuth o] IAA o F gl Holo}
A=wlel Aelg Ads] st g 7P a9 A& ek b2 I7te WA, 344, we
AP2 3o tiste] slEkele selo|th’(Comity, in the legal sense, is neither a matter of
absolute obligation, on the one hand, nor of mere courtesy and goodwill, upon the other. But
it is the recognition which one nation allows within its territory to the legislative, executive,
or judicial acts of another nation, having due regard both to international duty and convenience
and to the rights of its own citizens or of other persons was are under the protection of its
laws).

5) Société Nationale Industrielle Aérospatiale v. U.S. District Court for Southern District of lowa,
482 U.S. 522, 543 n. 27 (1987): “ollek2 =u] HYo] bt FAx7e] HEF o] A==
S Sl dge Slo] mas Pz A4l w3t (Comity refers to the spirit of cooperation
in which a domestic tribunal approaches the resolution of cases touching the laws and interests
of other sovereign states).

6) Dodge, 2Fe] =5(F 3), 2078 “International comity is deference to foreign government actors
that is not required by international law but is incorporated in domestic law.”
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o BN, AR AP A U] YTAL Folsh of24] AR AgEL
QUERT) o), SAEAICIA B0l Hshe A9olw 1 ATk 9J5t0] Fof
S A 9171 Sl Hmols Seliafel ofstel #als) ekt Wart glra
A Gk

2. THfILe] A 2&

7 dueed

@) oldFZel2

[o

Atsle o248 A== AREAL k. tisEzQl Ao

A A

=
v AYA G Ho] 1977 HHY| U Timberlane) AN AR ool
(interest balancing theory)o|t}.9) o]= 194518 dFoNAlcoa) TAQ] LHEA Filo|=

< Aolr] Sl B olole pkt AN a4g Tl WA W] WS
ek TR Asoln], Aok 2t ol2d 2% ANk = @ 9l WY
7} v|=9] tfje] Aol ‘AAA E= oy dif(actual or intended effect)E w]x|i,
@ teksl T QA4S “=A|of|of} 3-4A) (international comity and fairness)o]| H]S&
o] & v gl Wslel welwl nj=e) ojelo] ThE =le] olelurt A4 clelElUe
gshke Aol AFsior ke 7Iee AR Zlolt:

9] 7S ‘shHeA sk @AP(jurisdictional rule of reason)olgtal: dl=t], vl

i

HEHS|(American Law Institute, ALI)2] ‘Restatement(Third) of the Foreign
Relations Law of the United States (1987)’(¢]3} ‘TiJeA EAgo|EHE &} 3
AU03 = § FHo] HHS oSl P 2Rl ofste] Gl Alglolt B0
tisto] hES AR = ol sejeie e 845 e ) el Hekd At

7) ¥hd tiFA, 53] SdelMe TARAESH Y] ZRdR R dolgls e s de
o gick. Mg, TEAARESHE: SRAAPI(EA), BHdAH2012), 217 [o]3} ‘FAAkLE
ol .

8) A8d, =AALEEH(EF 7), 239

9) Timberlane Lumber Co. v. Bank of America National Trust & Savings Association, 549 F.2d
597 (9th Cir. 1977).
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B3t Aol T we WS ARG 4 ks AL T geko

(9) lolg 2430 9

oljgolE ol e ARk A% TRt ATt ek ofFdd melE
20049 I Empagran) BENAID Ak AR vl SHAMN
o] oA g5 ARt A EE ¥ o] Mokt - ‘te =7 ol Y
S v]gle]A 719’ (unreasonable interference with the sovereign authority of other
nations)g- Wjgh= PO SRtk WHoR AejHE-S ARt Zlojrk.

TR Fe] AR WHES (HedE FuA YA (presumption against
extraterritoriality) o]tk HeI2-8 FHFA| 2l He2go digt dwirte] St 1
Al o= LEht QA ot s HES] JolAee waFeR SRR et
Ao, o] RolEd MRIZIAR A 8%t o2 widez Jith1D vl=
ZAAH(Securities Exchange Act)9] HoJ4-g o= Tiokst u|AtHYe] 2010
d K2l Morrison) B20] 9} 2l TYARE HiEA] Ao, 13 ‘o=l e
B (Alien Tort Claims Act)Q] ]88 Holst 2013 7| l(Kiobel) THA0
A 9] fFo] A1

9 2ol M= 57 HES] AR o= vt 22 29| e A
TRIEE) A @O ek el 22

LT

rE

%
ox
oM.
4o
19
olrl
o
k=
s
ol
K
12
o
)
ofo
i)’j;
al
o
)

10) the]PAMY 2lZ=H o|EXE A403Z2(HTA] Algh Ad: “Ald02z0] vk #de] 247}
ZAsttieke, o T7keh Aol Sl Aoy el tiste] ¥EE-S Akgte] ejHo]X
Fe A9, he PEBLNG A e 5 Yk BE 2 ABE: T T} 242 ARl
U &5l sl BdAE PAkste Aol EFEskA FAt F I7he] gl e At
ZF 37k BEEE BAR o] A2l AAE BE #E 84, g8 I719] o] Al
olole As| Hlatolo} gick. the ko] olelo] Wula) o 2 A% ol EFatelol dek

11) F. Hoffinann-La Roche Ltd. v. Empagran S.A., 542 U.S. 155, 169 (2004).

12) 99)4g $4FA) A2o] ol i FARAE DelshE SEL 20139 7].23(Kiobel) Fo
A B HEs epda glck mjtpE A 9 AN goAE FAHFA dAe A=
HEN th2 vete] HE Alololl EshA] 92 FEC] WA A WAEe 9 stk
HAIEFAC). Kiobel v. Royal Dutch Petroleum Co., 133 S. Ct. 1659, 1661 (2013).

13) Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010).

14) Kiobel v. Royal Dutch Petroleum Co., 133 S. Ct. 1659 (2013).

15) William S. Dodge, The Presumption against Extraterritoriality in Two Steps, 110 AJIL Unbound
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S HES ) leAlE TRl o) s HEe] HeldEEne BAA 1
of hH, HeAg FAHTAE W 71‘—“01 W= Aol R @ s HES
A U= ALPE ool S A
UAIE Hfefeitt. o s HE2 dﬂx“?mﬂ et A e e 5 Bl
| Howelt Al PPt Aelolld TSIt sig HES 11 AReIM 282

FI

(

AR S] wiEollA rfeake] Mot Aol E A AR mliAR A
o] 1980 Filatiga v. Pena-Irala H-A0]|c}.16) mlalalo]|Qlo] Rj=tofx Azl 11
28 vk ARRlEd, 3 F L A} vlFe] BUAR Sl ARdo] s
Apte] e 1% A uis Welel] Sal a5 APIsIdT, Y
e Rt ERelel tisto] ef=dle] &5 APIE = dHAL 1T A MEY
‘9=l B vl (Alien Tort Claims Act)of A3l vjAF HH1E Q183 A
o|th17

9] FEol| oJsl l=at ofF HAPL glofe AA| Z=rollA] BAYRE QIS ARdell
el vl wiedo] wWehds AR 4= Q| HH, AAIRE o= ARe] uAjsl o
AR AR gk o] Aol vl ol Al7|Eo] =3to] H3itk olof wjAvH

2 201349 7123 (Kiobel) FA0A,18) ¢kx Al o)d8 =42 Hels AL35)
of “of=Ql S9! vk o) HelA 8-S Skl vl iollA Bofxl =AY kY

Sfol] elshAIE 9] e AR G Sl BT 2ol shsstckn wetskick 91 W
o 2L A A9 B S M o) GeiHg FHFAS WEY TAS 3 5

45 (2016).

16) Filatiga v. Pena-[rala, 630 F.2d 876 (2d Cir. 1980).

17) “2l=¢] ey e] v ‘%ﬂ’(Alien Tort Claims Act)x= AIH-& AWgh s 2jollx o] Briz)efel ohs)
eJ=<lo] ml= 04H1—t,§ Aol 25 AV 5 U=E 3 1789% HE gtk S8 2 dES
t}2-3 7t} 28 U.S.C. § 1350: “The district courts shall have original jurisdiction of any civil
action by an alien for a tort only, committed in violation of the law of nations or a treaty
of the United States.”

18) ¢ AR w=ol gxH W
Petroleum Co.)E AtHZ #|7]3F
S el tigk e AT,
dzFrkr Fgstdck

& & 1299] vo|xlokele] = 4143 KRoyal Dutch
ati %% 93 SA7F 19900 ol Ao} ) ASAE
AE A A9 52 Foam ANg vt dAfo]

o{~_1 r{o
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glrke Zolek

£5] ololag 24T YA vlo|aRALE ofells Ale] Gy wo] A
FARSCA] AT Aol f2le ROlshe AR AGHNS S 8 Bat 9
th19)

. Auaad

olele AEie Aol VlEeR dueiue] Muda 23S AN
= w37 HAA) 50| oE el B o= A9 AmRlag lgskeie, Aua

A} dzjof] wiet @ wjarel WHAgA] Alelef] ‘Z4gte] HE (minimum contact)o] lojoF
stal @ WA Y] Ak YAt g8 A2 AOJ (fair play and substantial
justice) TFof Halslojof 31r}20)

ofefet Azt YAt} el YRS tirA o= dieiAY FiHo|EHE A
21004 FEIL Stk &, T AR ‘e AL TR vhE Yl
A 7E = 7d-Foll ARdaas AR 4= Quhal wfgstarn2h) ARgke: oeld ARt
T Ak A 5 gl WA oE ARSEL ek

o v ﬂi‘:‘d A& 20149 tpie|(Daimler) %7301]/\1,22) QLo ek A
YA} 710l AR SRS sk 9 ARollA alES AR|sEyol Hi A

A o] = HRl(Daimler AG)S At “of=Ql =] i (Alien Tort
Claims Act), ‘315 "six} HEH’(Torture Victims Protection Act) 5] uh2 tjof

19) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp.
(Microsoft Ireland), 829 F.3d 197 (2d Cir. 2016).

20) vAINH LS @ International Shoe Co. v. Washington, 326 U.S. 310 (1945) 2 ]9}
2o 7EE ASor AL, @ Hanson v. Denckla, 357 U.S. 235 (1958) #A(‘9|x=%
o]-& o]&’(purposeful availment theory)), @ World-Wide Volkswagen Corp. v. Woodson, 444
U.S. 286 (1980) FHA(“F5-3}4o]& (stream of commerce theory)), @ Asahi Metal Industry Co.,
Ltd. v. Superior Court, 480 U.S. 102 (1987) % 2 E3le] ‘HAFhe] A= g7 ARA
We-S A-atairk

21) hlBAR 2laEo|ERE Ad212(Aadddd) Alle: “5717F o= ARt == £3100 sty
e PAs FelHel Aer v Are #AE e Aele I AR B B i

ABBTAL YT 5 Yk
22) Daimler AG v. Bauman, 134 S. Ct. 746 (2014).
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3t 52 AT Qs AES] HES A= §F of=3lE Y A
A, 18 5o) waele] ¢ 59l wele) ofzalEt AEApt Bl 9
gk g elRISol, Wit o welols, Pl g} WA 28 o=l
ol 5] A5 U0 sl o 2] e il Erstn e

ula wiglo] ApHRAS F1Ic Zgeigled), o wele] HsiAkl vl wel
(Mercedes-Benz USA, LLC)o] Zg]Z o} de)dL £ Afeks whaljslar ez
ofof AR o] AldS AR FS 2= Btk

v e AsE o= iRl disto] W Rlef A A4 - 22414 2 (continuous
and systematic activities)2 FLl=A] oS ATdshY PAke] 7|Eo7 Aol
oh2) et mdHiviee 9 220N Alndde il WEAE dEE
A 4Ex]’(place of incorporation) W= ‘T JY4 AA|A] (principal place of
business)2 £ = Q)& AEO] ‘X|&A - xZF o] skt Ak XUk]A)|
2R 91 7129] A8 ARtk 1e]a 9] 7ol wEthH K=Y §
QDR opef ARpAN(ml=r QD) B AErebEs Qe 4= Qivkar TARE Zloldk
fjet o] AT ARt T83%t =A% BlE A B AR S50l
5 TAYE AR FAR] HE 84S Alste] sidshe Aotk

of 419

=

i
N
e

o)

e

<

ef=abae] 59l B S| WelofMm= A Aigo] o8t FulHAlRIA=
A FAelSE AR S=ade] aue S8 $IaL2) vjddtiHeE 18959 &
ElHilton) AN IAGE AR T A= U L2le AABIIE20)

23) 9] 97 Hg3l Aoz guHoer v AS § 4= o). Perkins v. Benguet Consolidated
Mining Co., 342 U.S. 437 (1952); Helicopteros Nacionales de Colombia, S.A. v. Hall, 466 U.S.
408 (1984). & ALl ZAste] FH2 AAFLAL A= A2 vlTe] 5Ho=
olol| tiatete Aldtddte] 3 YAl Hje] Slrk MFH, FARALSHE(F 7), 109

24) the-o] TS 2AZ o]E ‘essentially at home test’ E} Ba27|% st} Goodyear Dunlop Tires
Operations, S.A. v. Brown, 564 U.S. 915 (2011): “[A] State may exercise general jurisdiction
where a defendant’s affiliations with the State are so ‘continuous and systematic’ as to render
[the defendant] essentially at home in the forum State.” (&2 ZA}).

25) Geyer v. Aguilar (1798) 7 Term Rep 681.
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T

IR e 2R =iEs S B ATl A8 ofwA T AUAL
w30] P wolSolt Wel 5 Tt o2 BAVE Qa9 ofef olgw
18421 o]%o ‘oJFo|Z(doctrine of obligation)’ 02 thA|=|Ack2?) ESF 7|29
S AFHHOR Hofsle ] HollMe o= He] e osio] = dzle}

o
7L MARRITRE AR olshE: AAR Sk Ak 283b] oldtks B foid

3. =R} ZH[0l

7k SANMAA=

A SAZAL BopllME F83E e e FAMNKIAIE(discovery)E &
Sole U AldEAel W Bl AR SAAIER S R Ade =26
et SAVIAAIEE 5] JARP T AHolu ABAIRSE bl AR HE
£ U ARE U] Sl olgshe 71 A BAE etk of= 19384 miely
HARSEF 0] APYERA FGA QPR ARPBIAAL o nls RIARRE: HAjolA]
7P S8t dxpe) sy A2 A EHAc2)

53] 1960} ofef wl= Bk sie] A A=l digt AlEe-E JHeisA o
sff Stk o) AAR TR 19681 KE=(Citibank) ARdollA, “AA| F<
O] AJB BT} 2oL AR} 714e] ofsol SRl mek sfe] A S Ale
8742 HIHie| 2yttt Higlo] ARES s FAISk= AR digh Qlast
N TP e sliel A Ame] AlEs 88 Hdke sherhe 212 o49] oA
7t ek wWEbA 2 AR L] EAks Adte] EAsEAE ofet T ARk A ds] At

S QES S AL WAL ol ekl MASKILE 2 @ AEIRE §

4

.

ot

26) Hilton v. Guyot, 159 U.S. 113, 163 (1895).

27) AN 3, “fFHEe Fol-JYske =7, MetAT A237, = 5H8(2006), 275, 2817,

28) MFH, FARKALRESH(F 7), 3459,

29) Stephen N. Subrin, Fishing Expeditions Allowed: The Historical Background of the 1938 Federal
Discovery Rules, 39 B.C.L. Rev. 691, 698 (1998).

30) United States v. First National City Bank, 396 F.2d 897, 900 (2d Cir. 1968): “With the growing
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k= Zof| tigt ‘ojelalsy’ (personal jurisdiction)o] 9111, 2) ‘A= Xjaof thgt
28, AX], B= B3P (possession, custody, or control)o| Q1A E|H, HUEE A|oF 90|
AZOPLE QA8 & Aolek3D
ERL AARAlEC R WARE ofd ABAL| djstol: FEA QPE=d], S9] wal
o] SRRl UiRt HEE HA%t g67Ie] T dige] "ok & ¥ viw 23
of shupal Ao Qe AR 1l Lo B mRmFaE Ao g A=l o)
3 AZOIEE IS ulF 8ol AW £ b Lalo] A3 A7) Ao A
25 oI Stk Lo} majlel Aslrle wielzo] AR Ttehs Fpolw
XﬂaA‘jE’ Rageh3s) 23 BEREE)] tsle] AR} He Ae] A
5?74% HEE AR Al diste] Mo )7 Bt Alme] AlEe
B QIgE Holdk
01316_ W9l AJZe)e] Q14e Fo|E(effect doctrine)ol W ExEAe]
oAol2gat Aol Al v WA HIER ofefet ARHS: 19874 thol

% r”ﬂ”'
oh‘.

interdependence of world trade and the increased mobility of persons and companies, the need
arises not infrequently, whether related to civil or criminal proceedings, for the production of
evidence located in foreign jurisdictions. It is no longer open to doubt that a federal court has

the power to require the production of documents located in foreign countries if the court has

in personam jurisdiction of the person in possession or control of the material. Thus, the task

before us, as Citibank concedes, is not one of defining power but of developing rules governing
the proper exercise of power.”) (d&& IA}).

31) ARsE FHAA e #Am oo Aol Stk @ Société Internationale Pour Participations
Industrielles et Commerciales, S.A. v. Rogers, 357 U.S. 197 (1958); O First National City Bank
of New York v. Internal Revenue Service, 271 F.2d 616 (2d Cir. 1959); 3 In re Equitable
Plan Co., 185 F. Supp. 57 (S.D.N.Y.), modified, Ings v. Ferguson, 282 F.2d 149 (2d Cir. 1960);
@ Application of Chase Manhattan Bank, 297 F.2d 611 (2d Cir. 1962); 3 Linde v. Arab Bank,
PLC, 706 F.3d 92 (2d Cir. 2013).

32) First National City Bank of New York v. Internal Revenue Service, 271 F.2d 616 (2d Cir. 1959);
Application of Chase Manhattan Bank, 297 F.2d 611 (2d Cir. 1962).

33) United States v. First National City Bank, 396 F.2d 897 (2d Cir. 1968).

34) In re Equitable Plan Co., 185 F. Supp. 57 (S.D.N.Y.), modified, Ings v. Ferguson, 282 F.2d
149 (2d Cir. 1960).

35) United States v. Vetco Inc., 691 F.2d 1281 (9th Cir. 1981).

36) EZA o2 thg-o] ARAoA m et FAlG=S Al 714 gl g 2AE Jagsksi=t),
AR T FAL 7 A Sate] thste] Zsell AbAjgE S19] e A& ZdAIst]
Axo] AP wizhg " FHUk. In re Investigation of World Arrangements with Relation to
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¥ eldlol=wEt thaat o] Agskar gick “nlse] WAAE GEA] WSS Hol
shgstelis 11 ofgl A= uj5t UelAfe] Sx1ek 252 Sl shel] s AR Al
Woks ATt o 2 uhke Bele Aol gick 19864 WA 157) St selel
BAE sl njge) Awe] i) Set weke AEiska gk ‘el
+ BAP SR ZheE Avto R Se] AA) Aol thet WS AlBo)RE 2l
2, 3G AETt AR A1) oot AsisiAL W Fte) wiEm 55
A7} ol olelet EARe] dhestel ABolns TRk ) At olsfAS A
Tefet Wt Qs ohe AHRe AAET: tEHOR 1965 Yol
APl APRE W k) SR oIl HIHE APE PR A
58 TRt olofale HAS ANSIETE 5t nlehARaae
21968 WEM(Citibank) AFAA), o]#ah HEH TS vledalo] @
@ Aol Hhat 4, 24, T 1k G ololier Eaoleks 35k v
28 ANBATE B3] S ARrt A 2P 7R Al 3AE o
e A 2 zew ol WS FASNE AL ook £50H] 2 Zlofe}
shajstol, ojolge Baolx Ble] ojole Mk T Aller & Q1 Zlo]
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the Production, Transportation, Refining & Distribution of Petroleum. 13 F.R.D. 280 (D.D.C.

1952).
37) AN gl=Ho|EWE A442% - F4] 1: “No aspect of the extension of the American
legal system beyond the territorial frontier of the United States has given rise to so much friction
as the requests for documents in investigation and litigation in the United States. As of 1986,
some 15 states had adopted legislation expressly designed to counter United States efforts to
secure production of documents situated outside the United States.”
19653 tie|#AH gl=Ho]EHE A23H(Restatement (Second) of Foreign Relations Law of
the United States (1965)) A|40x2+= o] B oA th2o 245 188 AL AF3Ich
@ & =7}2] Fh3F o]@|(vital national interests of each of the states), @) 4=3H= B4 oF=

Helsh= 27t 728 ZH3Hthe extent and the nature of the hardship that inconsistent
enforcement actions would impose upon the person), @ thE =7}2] JoA QT 5= 3F0]
o]Fo]x|:= A (the extent to which the required conduct is to take place in the territory of
the other state), @ T#x}¢] =+2(the nationality of the person), 3 o] 3} Z7}ol oJ3+ Hafo]
2 =7kl Wl B3tst Ao 7 o= MY (the extent to which enforcement by action of either
state can reasonably be expected to achieve compliance with the rule prescribed by that state).
39) First National City Bank, 396 F.2d at 900.

38
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(blocking statute)-2 z}=tqlo] et =7} o] Q)= AH-

Sk ollo] Wi Tl We ojuli ol ae] niuus Hl 74azl
o=

$
i
1o
b
o
io
-|>
rir
e
=
[¢]
X
5

m?.
o,
o
e
Iz
o
N
3
o
it H
1o
59

il

= L B 24 SAZA) W 53] nlEk wele] A7) Weldiscovery
orden)ol] thalsl/] SIS lmlaleh. % nik weloEyE FANA P we

A7} <=t 73A|Q) dBH’ (foreign compulsion defense)2- Al&slo] 2714 HHo] &=
A5 S| JBHES 517] 91Rt Zlofm A of2iRt ofujefa galadke ‘ol o]
2t FHs )= Sk
oleiat uhate] Hiols e} thEA| Aolol ARIAA) thet Be] ol
QUrk4) WEHoR Tapxjeo|(adversarial system)E ok JuliAolx ZAZA}
L oz garlel MaAL Z2Eslal WMo 7jjle] Algtde|na 2z €}
=2 F=of| gt szt oheal BAT, A Hao|(inquisitorial system)of] 7F7ke- o
Sl F7ZARS Wglo] Sk 4 B5olus viglo] the Aok A
EARAE She Al 2 Hol S18EX) sron], weby T Sk ARizlae] W
o] Waslrh= ATALS Fsl) Hck oflE olzfst ekt oz ZAzAl] 9lo]
Apgge] Wage dayE QAelon, UL Ei Aol slekEAxAl] Bt

&oF(The Hague Convention of Explanatory Report on the Convention)’'43)2 o]&

40) First National City Bank, 396 F.2d at 905.

41) A B2E|o|EHE A442% - F4 4, 5.

42) vlze) FAMAAES e w7kel D5l el theel #He Fnd 4 T Diego
Zambrano, A Comity of Errors: The Rise, Fall, and Return of International Comity in
Transnational Discovery, 34 Berkeley J. Int’l L. 157, 167-174 (2016).

43) The Hague Convention of 18 March 1970 on the Taking of Evidence Abroad in Civil or
Commercial Matters. [0|3} ‘FAYFF o]z} .
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o ZARR TEe) B
ke SR ah o] T ofwlgixzt B4 Eick 2 o) AR Awo

get SAAARS HhEA] S0l oft AALE welok She AelX), Ei EAT
ofgt xje} WAANe] ofgt WA} W ARG 7HsTE A91K0] EAQl ZolekeS) §] A
e o] MiEMY FAlRhLE Sk vl SAMIAIRS] 48 Wels AxE

© SHoAE vie- Fa3t Ao, T diEHA =7 Sl SAlsto] uf
ERFlog AgErhs 2l A|X|sto] irhao
o]y e 1987 olol 22 ubA| U dérospatiale) AN 2 ZAE HHoR
tEsletl, Aoz o Aol Abmel thet SARAl] Slof SAFY] e
8-S FASIITkAD 9] wole oA DT Ag=oja(d’Do] gl F o
B SARFR viEMd S QISHA] S RO, Ttk AR S e] -
A AR wsto] s Zel7t ek
A Thpof7e 20F sl distole Ak Ao dntelRle] AgHS AR F

oFo] Bol, A 9] 52 AT T o]F AR ok 4R S e S
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44) 3lo]1 =AIA 3] 2] (Hague Conference on Private International Law)= 1968'd 7R E #|11x}
3)oJollM SAYSF HFHE AL, 1970. 6. 1. S #sf /Pg =, 1972. 10. 7.
sk -2 ARE 2009. 12. 14. 7Fd=o] =9lon, Z2oF A|19935 2 2010. 2. 12.5H
WESHh S FARE BHst g2 theel EdS T3 @9l 5 Slrk Report of
the United States Delegation to Eleventh Session of Hague Conference on Private International
Law, 8 LL.M. 785 (1969); Philip W. Amram, United States Ratification of the Hague
Convention on the Taking of Evidence Abroad, 67 AJIL 104 (1973).

45) ol2fat e IAAINE B4l B 5 ik 2, T2 A4S ARNA) 2w dle) 24 FAS
S5 Aol AEF AN Aol AV1E F Y= Aotk

46) 20 whe} ohefol AR vl b R1e) 19879 olol s Al K dérospatiale) A1) AR
HolAl S, Zas Bel than FhES Sgere) wekd 488 Faer A oA
(amicus curiae brief)E &3} % 3FATt. Société Nationale Industrielle Aérospatiale v. U.S.
District Court for Southern District of lowa, 482 U.S. 522, 529 n. 11 (1987).

47) Société Nationale Industrielle Aérospatiale, 482 U.S. at 547. 9 AFAdIA A= v|=r M9
djelkaio] AFEE MnSl tatel Zakx Qo] o] aaels A AEE 2Te
AEA1e) S aTsit, olelt Aol S7Hek] e o R A85At 9l oy
01940,



248 o SAPHMAT M32H MIS(EH FMi255, 2021 - =)

o] ujelz] AL HAFIQILE) ‘APE ojofE A (case by case comity analysis)Z
$310] S0l ofet Aol ofekK] ohjsti SRR ) Mo m
FAGRE T 4 ek Aolth it oloRAle] A2 Melass @ 945 Aol
84, @ 840 54 4% O A 2T $4 @ 9HT ARES TP 917
OE 22 7R, @ = =719 ol 5= ANIsITEA)

HhH, 91 TEY] apoliS IAlYE AR SAFSY A Aoshes Al

=
9] =AJ’(general presumption favoring use of the convention)2 Q1AsHHA], HY

P ¢

fl

ofo] FIHORE njFe] H71A olele] wgo] Hi, @ Eor] WA T WY
of o} Bl QO] WS AT 230 S e U
() A1 £ (case-by-case analysis) & eflz] 7Rsshi E&aje) wWlo] B Faick
L4 Be AR

ofoll iAo Aérospariale) TAS) tigolzie ook B3t SAwere) 4
TRs4e ozl Silot §) T olF M sy TASe ) <
AR 2 NS B8 HHILS) WU OR S o] otk FASHS

Asbr) ofete Awrt Hgick)

48) Société Nationale Industrielle Aérospatiale, 482 U.S. at 534-539.

49) Société Nationale Industrielle Aérospatiale, 482 U.S. at 544 n. 28.

50) Société Nationale Industrielle Aérospatiale, 482 U.S. at 568.

51 dEAy At de] #ds g Zo] Sivh @ AWARFLMA: In re Maxwell
Communication Corp., 93 F.3d 1036 (2d Cir. 1996); First American Corp. v. Price Waterhouse
LLP, 154 F.3d 16, 21 (2d Cir. 1998) (&<lell = A3l tistodz AlEe)FE AHTh; @
ALA3EAHA: In re Automotive Refinishing Paint Antitrust Litigation, 358 F.3d 288 (3d Cir.
2004); @ A9 RA: Richmark Corp. v. Timber Falling Consultants, 959 F.2d 1468, 1478
(Oth Cir. 1992) (317 =7}+e] @ol &4 AES Ak A= AZAFE AATD.

52) olelst AFe BUY Eelo et thae] B me 4 gtk Zambrano, o] wR(F 42),
1767.
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7k SACke] 52

(1) =APAPF Bl =AlA|2) d2EFo] T et 9ok 22 9
o] a2 FAE = /AL ‘=AY Tide SAIske ddlel waSe] A
melch ob AR vlehiTiee] D 20049 WmIRKEmpagran) BAS @
2010 2 E|&(Morrison) 4,54 (3) 20133 7| ¥(Kiobel) 84,55 (42014 T}
ef(Daimler) W56 5157 ook ol AR S/ luES ARISH: WaS]
@ AT WAL ¥ BRlo] BEF ¢ e Wle) Zol o wiged
st sS Bel QriTalne ARk @ B B, 6 7198 BEL o)
F U Agsiol YuTANS ARSIEoR, @ theld WAL 2ol |
845 ZeRtozn Aeds AR Zlofok

julss

JlN

I oo o

ED
@ 2004H ol 5k B Dolo| @53t A C}= 27} Z=Ao|| st Hst
At 2K Empagrar) & ZEEEEI sy g
® 20104 ae
jrlh=ye=1 040|AM 2 EAIX
2e|&Morrisor) EH 2l e Q|XME Z=XIX|
® 20134 e N
7| U (Kiobe) £ olpall | o2 NI
@ 20144 o . -
Rkt x| ABlo| ME Q7 2t
Clei(Daimien EH sl | zlasio] ME oA 28t

(2) olefot 52 HErow ok 4 AR tig AlEeRE Holsl= olwlo]
o] Sick. AT, AHREAMLLE 20141 TH(Gucei) THANAS) Aoy T

53) F. Hoffmann-La Roche Ltd. v. Empagran S.A., 542 U.S. 155 (2004).
54) Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010).

55) Kiobel v. Royal Dutch Petroleum Co., 133 S. Ct. 1659 (2013).

56) Daimler AG v. Bauman, 134 S. Ct. 746 (2014).

57) Gucci America, Inc. v. Weixing Li, 768 F.3d 122 (2d Cir. 2014).
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SR 258 DA ADVAUL Helsks Wilow ARdoR AuAEoE
HASIITE € AFdoA] o)aEL Qe &3] YxHE(counterfeit luxury goods)
= Bl 11 gigs ‘S=-23 (Bank of China)of 7)ot ARtz S5tk g+ Al
279 5U(Gueci America)i= Ap;l] AZARKIP)S Ho6l] ffsf w85 -
AL S A YT 719 A 2N AR pretrial discovery)ol
A, Bl digt U 2718 Bed Bxon ZRes FaAdNew York
City branch)2 A= ‘AAFsZ 71} (asset freeze injunction)y} ‘T]a1e} =

QAT

FrF

off
ol

W= S8 ARl it B E AlSSies she “Ale™ % (subpoena)g HHFHISE
ok 22y =28 52 wEARR Se AR AlEShaL S 2Rl e AR S

& Az ohigt Aolck

W nlAeEe] 20149 heleiDaimler) BAL] 2 g3t} @ F3
e WA A 7RI G B AR AL U2 91 @ B
P 015 el 92] 4749) e HHH frBolHe] GYE ulFe] uhS AL 7

A
S8 TAR 0jF M) ARAVVL FHHAL

(3) T 85 HIHL 2014 Wz Motorola) TAGIA) Aok
715 & S AR (separate entity rule)S Al of L3Yo] XL
ul 9] 2ol Qs Aol TiE v Alolt Ao Sesix) Rt
Alsieitk E7] Z4lo] WA Uzans Family): mEsehesie] S4l0] geis we
ol $-831%IL olo] BEREH= 248 Aol 219] Dejo] Eapio] Qg
otk mEReR 9] Tao] WS Shush] 9 LS AR T ASEES W
A Al Qi el ARk ARSItk el ofs) e st
42 E 2driEdEs Sa(SCB)E FEAHS 5o 9 W 5 TRk, ok
ofllelE Aol Qi el AAke FAsITh Tt oliollelE Fores Sown
B i 22 gl AEwE 5o meS oieA © Aok

EYAAYA 2 o] B9 Aol thslol AMBRUL 71} sheleke AR, A

2
>
T

.
T=

58) obd & wle} ol, Thele] WS ARNBAVL BAlstelw PAAE UAEAY 25
FE Yt MR B 5 9 ] A5A- 244 B0 Basttha Bk

59) Motorola Credit Corp. v. Standard Chartered Bank, 21 N.E.3d 223 (2014).
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AEA W 5] Mol The e S3El AR chzolol Siths UHolrk o
el Row, Skl Beis Fle] Sl it 25

f S [e]
o] AFsHe WA ek FHF JFA 5 AR FAko

U, Zejoluix] BE

i ATHEU)2 19950 NI EA 2ol et 7ile] He gl ZHQIgre] A
& o}zl Tt 1995. 10. 24. F79913] L FHolAks] 95/46/EC X122 2hHEst Hf
6D ‘EU ZiIPEES X2 ke SUske tlole ofe= Akt =
3] ARSZE= ‘-t BE =& (adequate level of protection)S HASIA] 9= WG
geist i) I ofde FAsk Uk
TRk 2018, 5. 25. RR{Agte] THQPgEAfR|eL ARRE AiQle] B Bl QIR
Apfre- olFol ARt 2016. 4. 27. {23 Bl FHOAS] 2016/679 7o) WAL
QICke) 1995W1] BU AQIAHHE X312 sjiTto] 23 2419 872 Fgek
A8 sjio] 1 hgel Ralske A AYEhEE 51917] Uﬂﬂﬁﬂ sl Aol
Hunso] szo] Az gelal AP sk olo] Suels Helo] g
Teder RESAES AlRYSE ] ffel 24 ¥E 58S 2= EU i AREES
T8 (GDPR)S =JsiA . Aotk
‘BU it ZHQIYHRES 172 7122] EU 7 e AR ue} ZJeis|i 28
QUIIEEES AAIE et A2 7=, 5o] & wolo] 544 583 54
2 Tt A WA @ EU R AQEES g BU ZHQIEEES X3} fAf
S = A1 HlolE o3l SAISHL k6 T191h] @ ‘EU Rt QIR RES

60) Motorola Credit Corp., 21 N.E3d at 226.

61) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on
the Protection of Individuals with Regard to the Processing of Personal Data and on the Free
Movement of Such Data, 1995 O.J. (L 281) 31-50. [o]3} ‘EU 7jQIARE ST R’ olg} 3.

62) EU 7IIARKE S R3], 45,

63) Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the Protection of Natural Persons with Regard to the Processing of Personal Data and on
the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection
Regulation), 2016 O.J. (L 119) 1 (EU). [¢]3} ‘EU ¥4t 7/QQAEE S F4’(GDPR)o]g} 3H.
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< ‘EU 7IIEES A3 Hot 218 HePL dvk = A ol AE7 A2]=]
A ot IAGle] FHAR AR e GHo] 2 ZHRS) EU Abk il H
HS qige] Aelade =AlA FRe| 8o 2 F3e v o= Az Yot
@ BU 9l 7§IgEES "2 2o 2340 f2 Ee A A viEde] 4% 3
E2 g oleke AER AAE skl QIR0 ESF @ ‘EU UHE 7 ES 4f
g A= AR SlE=t o= AR ol AldE =AM 2ok 2
=AE Ol AR Aol 2=l Felu MY HHe aus skl ke

‘EU U9l 7iIRES 177 ] fjof 22 EAS Aeizol didt Ales ¥
AN Aok 8459 S84 2 WS 7Pt 4l ‘BU it 7ii]l
HES G e 7 =71e] RS B el ofgt R ol ieA] 29k
TRt SRRl IAlke Alo] ohet TR R SRR AMA TS HEske oo
S 27 H3ithe Holthsd) = Qlelo] oEAe] e T TR}
Tk =719 olof ol FRAJE FofdHA| k& 4= /i | Aok

TR0 R ‘EU Uyt 7RI H RS 14 A83Z0] WollA] & 4= qlzo] nl=e] F

ox

rlo

64) EU vt 7oA R RS 74 A45%.

65) EU uk 7oA RS 4 A|3Z%.

66) EU ot 7QIAH K S 1177 A83%.

67) EU & 7RIAHES 717 ARK(FHIAG HOZ SRI=A] 942 AR oA T A1) “Hel
AEA AL FEHAA ARJPRE o] HdetAY AFetes a7k A3Te] Hdolu A
ko) @ e WYsIRe] AL, B ol oA JlE ol 2AS HshsA 2w, 8T
A3T fRAATO HAF ol fEF TADMINFE 20k Fol FANAE DA F
A9 oug WAogw AL ZAAE & ctk” (EU GDPR Article 48 Transfers or
disclosures not authorised by Union law. Any judgment of a court or tribunal and any decision

of an administrative authority of a third country requiring a controller or processor to transfer
or disclose personal data may only be recognised or enforceable in any manner if based on
an international agreement, such as a mutual legal assistance treaty, in force between the

requesting third country and the Union or a Member State, without prejudice to other grounds
for transfer pursuant to this Chapter.) (€& =z},

68) FrollA THARRR ST} 71A)= AE 7HA] | tstols ool Ed& Fad < Slrk. Paul
M. Schwartz & Karl-Nikolaus Peifer, Transatlantic Data Privacy Law, 106 Geo. LJ. 115,
122-131 (2017).

69) A HEZANME o]2]dt F=4o] ]S A3 9Jr}. David J. Kessler, Jamie Nowak & Sumera
Khan, The Potential Impact of Article 48 of the General Data Protection Regulation on Cross
Border Discovery from the United States, 17 Sedoma Conf. J. 575, 600 (2016).
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A el S3He APt sk | Bolelo] FHOR ARk Holek ofo] ufe
o] Meias: - GApt RS Bolel's] Fasgo] AXA FLkTO) 9o 4
wlE B F719] olof, ‘Gaprt et Bolef' o] Faxje] FEub B, A5 of
MY FHIE FAM] B BIFPIL BAT W ARSI YO 7]

A 2 ol A olefet $AUL Mol WA AMusln ek

II. SAFERIe| SHEa IHol

1. S07HH

196810 WEZCitibank) AFASA AN Hie} 0], @ el @ o] o

i 2%, S 202 @Ol Al I BN Sl ol 3
= Aol gt ABOEE SR 2 FAPIONE TR oItk B R
o] o ghi 6 b ltio] chie] oo el A S B9 RS Sl AL

70) 712 Bl olekRAle] 92 F shtE FANA HeoR <lste] AuAFS FAHE A
WEe sl B A% 25BdA) FEE 2ol a2 wels) ok Unired States v.
First Naional. City Bank, 396 F.2d 897, 902 (2d Cir. 1968); Richmark Corp. v. Timber Falling
Consultants, 959 F.2d 1468, 1475 (9th Cir. 1992).

71) Volkswagen, A.G. v. Valdez, 909 SW.2d 900, 902 (Tex. 1995) (ZRSIARE S o] th3t #H =7]9]

ol9], 8 d JRE A= e ol Ak A, 2 d AR ARdeM TRl T84 52

agfste], 7RI RIF X AspAz R i SrNA EEE AAEA obdd); In re

Vitamins Antitrust Litigation, No. 99-197TFH, 2001 WL 1049433, at *9 (D.D.C. June 20,

2001); In re Xarelto (Rivaroxaban) Products Liability Litigation, MDL NO. 2592, 2016 WL

2855221, at *3 (E.D. La. May 11, 2016); WL 3923873, at *17 (E.D. La. July 21, 2016) (5

Iupge] ZefolwA] B F= 58732 aefste], 5U 59 AEET 3 o]ejo] JRAES

ek vl= &9 olert) -dsjrial wddh).

e = ARA A7) el A% H(Grand Jury subpoena duces tecum)®] 84S tHE AR

ofck. B g de] W= vhge] A& & & vk O United States v. First National

City Bank, 396 F.2d 897 (2d Cir. 1968); @) In re Grand Jury Subpoena to Marc Rich & Co.,

A.G., 707 F.2d 663 (2d Cir. 1983); ® United States v. Vetco Inc., 691 F.2d 1281 (9th Cir.

1981); @ In re Grand Jury Proceedings Bank of Nova Scotia (United States v. Bank of Nova

Scotia), 740 F.2d 817 (11th Cir. 1984).

72

~
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&R AL wl=r Hele] Apatehdo] I E= Aol thsle] ef=efl e A=
N AEE HE & e Aotk =, FAARdIAE Al ol HE A
2h= &4 o]9), Q1) ZefolHA] o]e), I =71 o] 5= vl FFske Al
WS Folo] o] Gl AR ABOTI A 5 YU
s A el ofokialo] M8 Sue olsistein Tl ¥l Alwo) ofsit
B ol Awinr]z Sk TS FARA Bl WA @ W AEEe
A, @ UAEZAH| tist EXog & 4= Q= ‘&AEAIH(Stored Communications
Act, SCA), @ AEAS] MBS *Z2ReE W7 Amrolol AAH B

2 sjefat 4 gk

L
:

2. HIEEE

7). ole]

vfsollds PAREAS] Amaite 18l “AlETEE (subpoena)o] A=z o2 S8
o] S 2 ARIAl ARrlo] Hah AxJols A=A FAY

A S 2] AT s TR BT 24 AlEsies ske Rl

]
=}
o] FEE

73) eHAY EzHo|EWE A432% A28k “FA|HS e Tk A e 3F-del ofgh
T Fhe) BolE e Aol T kel Gl 1 W WA = ek (§ 432
Measures in Aid of Enforcement of Criminal Law. (2) A state’s law enforcement officers may
exercise their functions in the territory of another state only with the consent of the other state,
given by duly authorized officers of that state.).

74) ] BAYE B2Eo|EWE A442% A1F (a): “v]T Hdo MHe, HE = WY HH
uet, AdAsdo] g Ee Aol ko] FAbl AHE B4, 4, VI8 AR AES HE
G Slek ol s Ay o]F AAskE At fl=rell vk nlEkrEAlolT). (§ 442. Requests
for Disclosure: Law of the United States. (1) (a) A court or agency in the United States, when
authorized by statute or rule of court, may order a person subject to its jurisdiction to produce

documents, objects, or other information relevant to an action or investigation, even if the
information or the person in possession of the information is outside the United States.).

75) In re Grand Jury Proceedings Bank of Nova Scotia (United States v. Bank of Nova Scotia),
740 F.2d 817, 828 (11th Cir. 1984) (2 -zl wa} #|9] =[50 st #1ZH=H(a subpoena
for foreign records)2 ‘Nova Scotia type subpoena’2} ¥27|% 3ttl); In re One Grand Jury
Subpoena Returnable January 11, 1989, No. N-89-7, 1989 WL 49165, at *3 (D. Conn. Mar.
22, 1989).
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TR0 AEEES 17TA7] 78 S35t 2 TARERIIA ARGEIo, 194]7] 2
Bl 7o) AP d3te] GRE AREIRIAL ofF i) dRke R SR
FARARIM A4 Y ARAIES Sl olgEe AeE O HHEkd AleT®(Grand
Jury subpoena duces tecum)IAL @ 3P4 Al="g%(administrative subpoena)o]| It}
B B AN BB} B ol AEERe V1EoR Ak
.
el AlEE 2 HEil el Hetolrl= sht tidabt ofof| o|oE Al 785 2
FHOE Hdo] A ERIFe =N AS SEsH ot &, Ao o
3ol 2rdhs e G BEl AP S dVAPL olelE AV
- &F2] g =% (adversary process) HaLE Sl AlEHHY FadS R
S, 502 wle] kol ofste] 11 AAIFe] shEEls Aok disie] Hist
ol 39| H8& WHslEe Al=e] FxIet o] ddolde dA] AR ddke
HIFSh= Aeke Sithe gl oL AAl AHAES 3] SAE Y
ol obd tiully AlEEEe Sl skl U WA AlEEEe v 24 B
(Internal Revenue Service, IRS), A wW=X(Federal Trade Commission, FTC), 732+
(Department of Justice, DOJ) So] ¥ksh), 4l AlewWyy) nzR|2 F=40
= 9lo] ghglo]| wet ﬂXﬂEﬂ% shusl7] Hlrh AEwHEol B93hH AR Wl
MmS o] ofst A HTE 4 ULk B A EEels QA 420 WA A

o] Q=R HAF °1X*°ﬂ/<1 ARl HOE AT A HEE Rlehe 8t =

=

o N

76) A% (subpoena)S 34 A1 (Federal Rules of Criminal Procedure) A17%, <31 =1
A}A=%72] (Federal Rules of Civil Procedure) A|45%7} o]& &3l Ut} WIAPE}A A&
e SANAAZ(discovery)e] T2 A F SR QI HT

77) AEEEe] JAlel tistels theel £3S Fud 4= luh Christopher Slobogin, Subpoenas
and Privacy, 54 DePaul L. Rev. 805, 810 (2005).

78) the-o] A7) ol#dt AAL -3 AWt Ut} United States v. Bailey (In re Subpoena
Duces Tecum), 228 F.3d 341, 347 (4th Cir. 2000) (“A subpoena (---) commences an adversary
process during which the person served with the subpoena may challenge it in court before
complying with its demands. (---) As judicial process is afforded before any intrusion occurs,
the proposed intrusion is regulated by, and its justification derives from, that process.”).

79) Niki Kuckes, The Useful, Dangerous Fiction of Grand Jury Independence, 41 Am. Crim. L.
Rev. 1, 7 (2004).

80) b} YALETH AITE (@)
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7} ek

AR SIS Wiglol Ot ABWHE o BIAL A4S Wk Aol ¢l
TR8S) et QIEIATEI AR ol that Qi Sledae] HaE ARRo Rt A

=9P9 A4S 7L Sle A T 2] WA= AR S] Ale el AlETE

81) B FrtaEH A9SZE (AZF) “(1) A94zd THE 79 s Boel= A= a7}
oW o)& AAEL A& 57} Yok (2) AXRsHE ASol= oAl A70Z] FAHE ZAH

BATFEE B3 ok FAARA] e AlteldlE AlES A-83HA ek=th” (StPO
§ 95 Herausgabepflicht. (1) Wer einen Gegenstand der vorbezeichneten Art in seinem
Gewahrsam hat, ist verpflichtet, ihn auf Erfordern vorzulegen und auszuliefern. (2) Im Falle
der Weigerung konnen gegen ihn die in § 70 bestimmten Ordnungs- und Zwangsmittel
festgesetzt werden. Das gilt nicht bei Personen, die zur Verweigerung des Zeugnisses berechtigt
sind.).

82) U FAtAEH A99Z202: “HAL vt s wl, 7ISHIEF (AR EE Bashs A,
I ol AAFRE o] 83k HdhS ke Al Wate] gk AR RE FRATA o 7=
AFIAY, B QAR Foll, sld ARARAE sk AL wet) ofst 2ths & &
UTE (B NGED . BN, BEIHS & 2L, ik A2 2 (BN RET 5%
= OMTERITE A FET B MER A AT 5 B 1ThH U Ty B BRI Tk R ik ¢,
TATFIR & fe b, MR a2 L& 252 L5205, UTRU.) 2352 ETES.).

83) Y& FAlAaEH A218% A Al Az, HEAREHE, B5 APHZEEALS f3eA
#ate] Gad wjof] Hio] AR AFOR b, VIEHBERE oA, P, EE HASSE S T
ATk EH S O MEE, MESHE ULAESRIEEE, LREOMELT 50O TKhE
nBHBEXE, BREOETANCI Y, EML, TG ET L, HELIREETHC L
MTES.).

84) FAtagE A2192= AN062E F&FL Jlo] FA 0] Wehe Grolw AEgEe] ¥
AL A AA7F Qlovt, @)l wEt FAPIRS] el dEH R Hite]
o] dgstug =A<l AEHHAL 7Kk & 5 gla, ks A106x A2 F&EA
eetha BE Asrh dukAoltt. AlEg, TAIHAS (RIS, HEAK2014), 4009; o] &R,
MG (6T, BFgAH2018), 3209, o]Ald - ZdA, TEAEHA13h, ¥F9rK2017),
3169, olFd, MHAEH (A4, JARNT]](2018), 4314,

85) WARREH AN0GERIF) A2 WA YT BAL Aol 287k 244 = BPA
A AEE B 5 oL ek, HuE ARTEE FaL A etk AlEH Pl 38k &
BE TEHoR GGl o AAEE R & gk s, ol =u= sle]
A Azl digt AEFHEHAE ofn|E 71A7] ol Aotk

o

7
=]

o2 L
O —

o i
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& = Al Aol =UE Thsdol e A T efshd, vinHA HE

=]
S Ho] sl AU FS 2L 4 gk Ak

]
of
:?l%

o o
(1) el

o} AEe) dpi) SRl Sogah Az A Ra s welol v
20| ek A RA NSRS A EE ok} mHe| 4AS 7}4‘5 @%’(tesﬁmomal
or communicative act)Q] 7FQ-S ISk Ao 860 B2 ZAAZS AXSE 4= Q=
ks oMuRS?) gl AS 2 B $57 $77F ohdzt 1}601]74] £ 4
< ABke Aoz Hrd & e % Follut 2 gEu=, wjojxje] off, dof,

B I 52 AR A9 SR APE0) BB W 5 gl Holcks

|

ﬂlo 1S

k],

@) A=

A3} o] (third party doctrine)& HRA} ABAelA AHHOR A A
3 79, 1 gwo] fslols 4gEN Adze] mafoluA] ojojo] QU] eR=Ti
uj ] Sgo] o]2o|chs) ofo] e} miwt wWele welt- mmslo] ohd AR o

3 AT B HglelA A ek

86) Schmerber v. California, 384 U.S. 757, 761 (1966); Doe v. United States, 487 U.S. 201, 210
(1988).

87) ol#gt H-g Wats] 3 ndi o] 1976\ 3 M(Fisher) W2 o]F EAAZE ZAAlE Y7o
2 AN A5x HEE we 4= QA =QIet Fisher v. United States, 425 U.S. 391 (1976).

88) D Holt v. United States, 218 U.S. 245 (1910) (&]&); @ Schmerber v. California, 384 U.S.
757 (1966) (&); @ United States v. Wade, 388 U.S. 218 (1967) (24); @ Gilbert v.
California, 388 U.S. 263 (1967) (Z4).

89) Smith v. Maryland, 442 U.S. 735 (1979); United States v. Miller, 425 U.S. 435 (1976).

90) thet Wi de de] W, 2nx A o]ARE A3t tid AlEH Pl AN A4z,
A5z YutER] ek=th= ASE ¥s] g} First National Bank v. United States, 267 U.S.
576 (1925).
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ARl B WAl e *ﬂa ielos Al s}% AE0) 4

AR ES] g (reasonableness) & 273k 425 a APZ0] HRj
SA|Elolof TR e} A o]0 o] Qi 4lodAe] Z5he A7 &
o S glg Aolrk o] Wt Wele AEuEel Helie vl 98 Y 3
At AT 7R Aolsich)

9] ke Azweo] ulslelol A oghHel A olF i Ei 424 4 oIt
S PR Tl WS IR Thed) e AR 81 aTslel & Aoleh
=, @41} Beb(relevance), @ djo] S (particularity), @) <4 AKH ¥
$(temporal scope) Uil 94 2. @ TAlolA =gt Eek(undue burden)o] %]

e 7 Soltt

91) @ Oklahoma Press Publishing Co. v. Walling, 327 U.S. 186, 208 (1946); (“The Fourth, if
applicable, at the most guards against abuse only by way of too much indefiniteness or breadth
in the things required to be ‘particularly described,” if also the inquiry is one the demanding
agency is authorized by law to make and the materials specified are relevant. The gist of the
protection is in the requirement, expressed in terms, that the disclosure sought shall not be
unreasonable.”); ) United States v. Bailey (In re Subpoena Duces Tecum), 228 F.3d 341, 347
(4th Cir. 2000) (“Because a subpoena duces tecum leads to ‘the compulsory production of
private papers,” a person served with a subpoena duces tecum is entitled to the Fourth
Amendment’s protection against unreasonableness.”).

92) United States v. R. Enterprises, Inc., 498 U.S. 292, 299 (1991): “o] A}AdA A<l HE-o
A AL datellA] tul A AEE R BR-E TrEske o FAKETE ATE (o) Fol 3%
= AlFoltt.” (In this case, the focus of our inquiry is the limit imposed on a grand jury
by Federal Rule of Criminal Procedure 17(c), which governs the issuance of subpoenas duces
tecum in federal criminal proceedings.).

93) QM FAkEAT ANTZE Q) “HAL AZPHol M Al AL kAR B olF 2}
Ay 343 <= Ath.” (The court may quash or modify the subpoena if compliance would be
unreasonable or oppressive.).

94) United States v. Gurule, 437 F.2d 239, 241 (10th Cir. 1970); United States v. Alewelt, 532
F.2d 1165, 1168 (7th Cir. 1976); In re Grand Jury Matters, 751 F.2d 13, 18 (Ist Cir. 1984).



o] TIRPYR 4%t 27 Fusty SAl0| Bzt 0f2: 0iokt "S2IRC Ho| MK, HOI2A 7[R0 st 2Ag FAoZ « 259

(2) H=gt T oA

Rizee] thbol) THEsk Heke 5] glolok Sk @A AlEEHe] Hee
CREL g Aol el Ha ek §1 R4S AN AP (fishing
expedition)etit | SHe AEHHE ot S18% Aol BAZA, Bl
A, A, AP 8] ) The aduh was Bl Qlekes) oy, haiel 7]
Qlof] aglol] A7 FHSRE AR aTsHe AR ARk 4 glork v A=
7} Ao EEo] gl AR o] Bk o] GELOR o} AR St g
Roleh. %, FAF R a7 ARe] B Abde] Bk, ARe] way 5o a4
FH0E wefstol Weksior & Slolche

filo

d

s L

TR AR FARE L] Al ES TAREA L] 1Al Hlste] At o® e T
oz dgEy Qlek o) vtk el AlEE el thsted, el AL
v deE RS 52 e 7hsde] |tk E ot grasld
(motion to squash a search warrant)2 Ho}=2] 4= 9tk WAskaL Q)97 1=}
W R 90E AR AR SARBKE 7 dskAl Xk, 53] APRAE
Hppsk= ARl thet ARAA|) o]o)S S4s] Ak 4= Qlrk ofof| wet A4l

& AR} Bk AR tEt AEOIR 91g 2118 kol FuaAle] ool

95) In re Special, Sept. 1983, Grand Jury, 608 F. Supp. 538, 542-543 (S.D. Ind. 1985); Reich
v. Montana Sulphur & Chemical Co., 32 F.3d 440 (9th Cir. 1994).

96) @ In re Radio Corp. of America, 13 FR.D. 167 (S.DN.Y. 1952) (M&HH o] 474 2t
hdAtel 71de] RS 1ddh); @ In re Grand Jury Investigation, 381 F.Supp. 1295 (E.D.
Pa. 1974) (thdAR21 71949] 24 wb 52| BE g a7¢ 45 F=3 Feo] drta dd
3, B In re Grand Jury Proceedings, 115 F.3d 1240 (5th Cir. 1997) (18742] th’dA}ollA|
85%0l Dol= w419 AES 878t olfteRe Awdl Be] HA gtk AR
ZAIFD.

United States v. R. Enterprises, Inc., 498 U.S. 292, 301 (1991): “Drawing on the principles
articulated above, we conclude that where, as here, a subpoena is challenged on relevancy

97

~

grounds, the motion to quash must be denied unless the district court determines that there

is no reasonable possibility that the category of materials the Government seeks will produce

information relevant to the general subject of the grand jury’s investigation.” (&2 Zx}).
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HEsRe Flolck olslel il R wio] APEAIY] g Huict

3. MESAE

7}, i

‘AIBA} o] 2’ (third party doctrine)- A RFH|7) ABRJol|A] AP o2 ARE A3
o 79, 7 ARl stols g Apzo] mejolupa) ofelo] QIR gherhs
ulat ¥l S0] ofolck ulelyeEee: tEAoR 1977d Wel(Miller) TEoIA A
3AQ1 28o] Bk Fl 7715l wisto] ZefolHAl o]elE FABIaL® 1979
ulx(Smith) RG] FANAP] 1k 591 B3p|20) oigt zajoliA] ofelo] 9l
AE)R] oli=rly TA]EIIEY) thut n]ofHltHYlo] 2018 7VHE|(Carpenter) T2

oM FAIA} ks Frjdsie] SRRl tiele] 447N Aol BE o)
FOlﬂh THAISE FA12 Tejek, 100 AEHel AR} ol2o] WPl E4E FisAdo]
9Lee ol Folok 3 Zolck

S 31 ol AL S 2181k AT, e A
o] Hasl= AHo| disto] EuE AloF glo] A o= A =k 12y ddiielel]
A F57RE S0l ke AR SeAde T uf ARAeA AlsE HH2lal slod
o WA HoE vHA| FEke Aol gol=s & = gl ol wEt ofel=
CHRRE MES APFste] ffeh 22 ARl tigt RE ke AlsiaL et ofE A4
ol et Zefo|A] Ho (statutory privacy protection)e} -5 4= Qlrk ARFEAl
H(SCA)E fiot o] APAPE Hat 3¢l ARE Hoske 4 & sholrt

APFSAIE: oRfjolld Ei= miet o] ARAP | Bashs AAPgE| iRt AlEel
o] 84& Asslal Loy, AR AV ok % 71 S83t 22 Y Al
Z27F A=A @7 dizell RS A zlo] A8ER] ethe Aot

98) United States v. Miller, 425 U.S. 435 (1976).
99) Smith v. Maryland, 442 U.S. 735 (1979).
100) Carpenter v. United States, 138 S.Ct. 2206 (2018).
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L g e

AFEAE vl Qb WS A8 ART0IRRE ARV S Bk
HOICHION 5 o] HAL S, @ 44k @ th A, () ko= Lpeo] At

wolof gk

(1) 4%}

ZAFEALS = tjako &2 (D) HRREAIAH]A (electronic communication service,
ECS) A2z}, @ ‘YAARE A A8’ (remote computing service, RCS) Alzz}2] 7]
Y At I50] Btk guol dislel 4R Ao} SARE WA e St
2 AEe Roltk

2) i A=

AFEANS T8 UAESAE 1 o= A8kl Sk &, Aol H52
T S AEs OARTS3ZE (1), (b) o] fHsk=s B4l Ulg (content of
communication), (2) #2703= (c)(1)o]] 4= ‘71E} 7R+ AR’ (other subscriber
information),102) (3 #2703z (c)(2)o]] EAS ‘7]E 7[R} AR ’(basic subscriber
information)103) = 371x] 9302 = 4= Qtk

() FRF=S

APFEAE AP [to] Mu|2AlEARNAl 574 AR IHE Alske Hl AR

101) 18 U.S.C. §§ 2701-2713.

102) A3 @), () ol 7P 541 vhgol e ohtan, A3 @) S Tk
A AR el A ke AR, AL RS YipolEe] Tk, ol Fake
] T 52 ol E 5 ook 92 BANRE A2z A5 T FAH
el sk fAbslet.

103) A27032 (@2 71 7114 A2 (A) 714 oI, (B) F2, (O) W7 Bapls,
(D) BAAHIZE ARE R EF, (B) FpA000 A8 BAAS) WS, (F) Aul2 A8
e ARE AAU Sel A/BAANPE ARBE 3P THY FAGESE FASH
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T e e AR gedl, @ AlEYE (subpoena), @ FAl ¥ AlET
&’(subpoena with prior notice), 3 ‘¥ W& (court order), @ ‘TA| = HY =
=’(court order with prior notice), (5 ‘A (warrant)o| H}Z 1A o[t} H|E A&

W, wel W o= WA o] Aol glovk At Wl Suhe AAsh
HEAEAE 2L 3A00] Sk 4us AEsks F41Y Zlolmw WA 4] o
o} Shejele A gae] Bl A K] e Aelck weh WA Sue Awst
Lo An gRua mejolu] ololo] thErks M mefsle] AR ThE 459

2718 Rttt Aol Bl AEAS SISk o A% AETETeR 3

=3 2 Qe ARl ART03Z (©Q2)0] AR 7 At Awo] BajelEe A
AL RgEriol pelsle] Auale] Wad aA AR Aow B 4
9ke Aol

@ AEFFL WRe 7o) 714 okl Fap} ket ZA4R AR, (BRI
7 e A9) ol Eajo] ART03Z (2)0] AAE V) Tl HwrE H=w
2= 9k

@ (HEHEAIS BH 92 79) WY IS olgsle] ART03% (@1l TFHE 7]
B 7KIAF AR, ART03 (@)l AT VL A AR HED S GUekio
ARTO3Z () FE MY FHE A0S Thest Lol MK ko) 2 ARz
F50 B, E 7)% 7]eF HRok 19 S A9 BRIl 9 Fastckn
WS W FelE A Ui B HolRh el HuY 4 o A

AP(specific and articulable facts)& AA|eljof &1c}106) FF; ML A|u]|Ax| A1)

| .

104) 18 US.C. § 2703 (c)(1), 2703 (c)(2).

105) A|2703% (d) Fo] 835 1A3] wWitel AgFAHe] HY ¥EE (d) orderst #2275
3t} Orin S. Kerr, 4 User’s Guide to the Stored Communications Act, And A Legislator’s
Guide to Amending It, 72 Geo. Wash. L. Rev. 1208, 1219 (2004).

106) 3% HE A8 A2703% (d) & (HY =] a7): “(b) == (o) Fol v HY 3E
Ho] == HolA, BE 7|do] {7 TAl W&, = 718 JJel Fuot K18 &
AR FRMo] 3 Fasitty wg ek deld 27 dvke Ag BolFes FAFe)
A 5 e ARLE AABlRE A9l ERECE FON) AR 718e] A, A Tl s

=
2

o rlo

FAE A HY HEE MR gt B o] WhE WHES dEehs M9, AR=AlETAE
of 2ol whet, sk Aug 715o] vt o2 WS e Au| AT oA HEgh
BHe Z £ e A9 o2 Ak wE AT 5 Jrh” (18 US.C. § 2703 (d) Requirement
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A 4 gl w’ AW ik Aol A4 Lo A
urh ZslE azlo] 489 Ao Az
® DAL A WS ESle] g st dols 3

o7l S ¢ AT A ufet w2 &144 A B2 QJZsjolo

H
:':4
frt
N,
)
ol

Aesfeslesede

o QM B A8 ART03Z ()7 AIE: AAFAHIAECS) AFARE A
A2 e AR fe T4 BAL U F 1809 o|uje] 2 HS st 44
THe. ol ARSI T Hiele] QS wEiolok STk

o QY HE A8 ARTOSE (a)aF ARE: FAFEAAHIAECS) AfgApme 180

=
Qo] At 541 HE-S HEStelE, (b)ae] st nle} o] @ ARIEAS 54 ¢

for court order. A court order for disclosure under subsection (b) or (c) may be issued by
any court that is a court of competent jurisdiction and shall issue only if the governmental
entity offers specific and articulable facts showing that there are reasonable grounds to believe
that the contents of a wire or electronic communication, or the records or other information

sought, are relevant and material to an ongoing criminal investigation. In the case of a State

governmental authority, such a court order shall not issue if prohibited by the law of such
State. A court issuing an order pursuant to this section, on a motion made promptly by the
service provider, may quash or modify such order, if the information or records requested

are unusually voluminous in nature or compliance with such order otherwise would cause an
undue burden on such provider.) (€& ZA}).

107) 18 U.S.C. § 2703 (a) Contents of wire or electronic communications in electronic storage.
A governmental entity may require the disclosure by a provider of electronic communication
service of the contents of a wire or electronic communication, that is in electronic storage
in an electronic communications system for one hundred and eighty days or less, only pursuant
to a warrant issued using the procedures described in the Federal Rules of Criminal Procedure
(---) by a court of competent jurisdiction.
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108)

109)

110)

18 U.S.C. § 2703 (a) Contents of wire or electronic communications in electronic storage.
A governmental entity may require the disclosure by a provider of electronic communications
services of the contents of a wire or electronic communication that has been in electronic
storage in an electronic communications system for more than one hundred and eighty days
by the means available under subsection (b) of this section.”

18 U.S.C. §2703 (b) Contents of wire or electronic communications in a remote computing

service. (1) A governmental entity may require a provider of remote computing service to

disclose the contents of any wire or electronic communication to which this paragraph is made
applicable by paragraph (2) of this subsection—

(A) without required notice to the subscriber or customer, if the governmental entity obtains
a warrant issued using the procedures described in the Federal Rules of Criminal Procedure
(--) by a court of competent jurisdiction; or

(B) with prior notice from the governmental entity to the subscriber or customer if the
governmental entity—

(1) uses an administrative subpoena authorized by a Federal or State statute or a Federal

or State grand jury or trial subpoena; or

(i) obtains a court order for such disclosure under subsection (d) of this section; except
that delayed notice may be given pursuant to section 2705 of this title.
18 U.S.C. §2703 (c) Records concerning electronic communication service or remote
computing service. (1) A governmental entity may require a provider of electronic
communication service or remote computing service to disclose a record or other information
pertaining to a subscriber to or customer of such service (not including the contents of
communications) only when the governmental entity—
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o A HE AT ART03Z% (0)(2): HRFFAIAHINECS) A2l A HA 24
HI2ARCS) ARSAEZRE 712 712 AREKRIAL ofgs a4 4 ©A 3]
5, A ARE 9 F5, Sl ARG SAIED RIT, AfH]A REeth
of thiet A= S, @ IR AEED, el AT, E= 1Y A=
P L @ ¢ AR7T03% (c)(1)of FAH 4 o]gsfo sl

EH2
x5t ZeHHXL CHAF X MEXS At
2703(3) H12 s | o2 UE . ot
b 2103 = (180 ol 2
o OiX}
§ 2703(a) HM2&, EM L2 oSS
' ECS = o gy + £5
2703(0) (1802 =1} i
. o
§ 2703() RCS | B4 g o Y + SX
o MEHH + X
=
§ 2703(c)(1) ECS, RCS | 7|E} 1A} A& . Gisioiz:
=
§ 2703(c)(2) ECS, RCS | 7|2 JI&t M o Hio|mizy
* MEHH

(A) obtains a warrant issued using the procedures described in the Federal Rules of Criminal
Procedure (--+) by a court of competent jurisdiction;

(B) obtains a court order for such disclosure under subsection (d) of this section;

(C) has the consent of the subscriber or customer to such disclosure;

(D) submits a formal written request relevant to a law enforcement investigation concerning

telemarketing fraud for the name, address, and place of business of a subscriber or customer
of such provider, which subscriber or customer is engaged in telemarketing (as such term
is defined in section 2325 of this title); or (E) seeks information under paragraph (2).

111) 18 U.S.C. §2703 (c)(2) A provider of electronic communication service or remote computing

service shall disclose to a governmental entity the (A) name; (B) address; (C) local and long
distance telephone connection records, or records of session times and durations; (D) length
of service (including start date) and types of service utilized; (E) telephone or instrument
number or other subscriber number or identity, including any temporarily assigned network
address; and (F) means and source of payment for such service (including any credit card
or bank account number), of a subscriber to or customer of such service when the governmental

entity uses an administrative subpoena authorized by a Federal or State statute or a Federal
or State grand jury or trial subpoena or any means available under paragraph (1).
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oh AFEANR He] AR 3

2] lojEaat HURIE Hio|ARATE offiE,112) -TL:L ool AR

o AFEAS] A8 P Al E ARk 5, APl offt e Aagsto]
‘sflo]l A=l Jort SollA 2 7HeRt R Y Algs A 4 A=A A
QL Zlofek. ol2fgt WiztofA] ‘A o) WA RIS Tlofd L i viefeh e
APl golAE wAk= ‘”21% ole} ] ol ‘A HAE Ve & A
S QJAgo] TRsRA] oS Amulof gt} IRid T2 Hauofu o AR 424
o] W4 $IXE Hlolel H %b*i TOlsIal, Wi mlo]ARASIE ofdsiE AR
glole A% Aoz ulejdt Zoltk.

olo] ujz} ALARFAHYL nfo|ZRAZE fitof ulat o AXE dlole o] A&

= 88hs V] S HES] A8l sfdsio] 5182 o ol Ak
= @ AFSARSCA) o= Hefagoll tigh A1 o] flotz “ooalg =4
A Y2 (presumption against extraterritoriality)o]] W=} ¢ wHof| we} WhEE A+
o] HejRye o18d 4 flrk thao= @ ASAN ART03x (2] 8 HoW
o2 “AMEALS] TAL UHEell et ZefolHAl ol ool BelE ol vjo|ARAZE
Zledo] A |He] die]Ql AHACR ARARY] B4l WHE-a F5ske 789l ARt
TR 2Rt 9he okdi= HE(Dublin)of Ql= doE AllEjofA BhysiE= 1
£ Hoefut dE ks Aol AskE Aok uebd 2 o] A
AR A S18EA] ohe oA g stttk Aol

T, FEheE S ol ofste] fie B2 =e AEIdt Aol wlolAamA
E o= ARdo] Aol AR Sl ¢ /\}744 ol WS Tl o
FERE W] S FRINAL ofoll AT Ye: il BES wpsial 40
ojejo] gleE=(moot) 7|Ztgo] st FA= ﬂ”\??} Ak olFollM= FE= Bt
ol FEReE Y W8S Auldck

o

112) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft
Corp. (Microsoft Ireland), 829 F.3d 197 (2d Cir. 2016).

113) In re Search Warrant No. 16-960-M-01 to Google (Google Pennsylvania), 232 F. Supp. 3d
708 (E.D. Pa. 2017).
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‘ZElos wo] T4 WS a sl diole Bee) WelsiE 9iet H(Clarifying
Lawful Overseas Use of Data Act, CLOUD Act)’o|m, ¢9] AxAR 4=Xu} 3=
sto] thaarh 22 Rt S 9 e ARFEAY BRI

7}, REARBANA Sl AP 2 ole] AES 7Y 4 S FAA
A% 74

SRR R ook AR ARIZAlEARIA sfeloll A1 Bt ol A&
= 87 = Aol digh A ol fIih ol2fdt olfi= oA AE lol3
EAZE ofdHE AR FollA He] HlolEle] AlES AL = Sk=Aloll tht =rto]
UL w|AY 2)3l= ofF Ao R sidshy] flaf A WE A8 ARTIZES
AVERE Zlofeh 19 ART7132= “AHIEAlSA RS, slid B4l = AH7E vl= Yo A
2} E=X] ojHel IAIY0), Fid AR A8, 2], = I(EA], BIDsH=
SAY] 8} 7R T AARE BE W], = INE WA oS Epslolof g
Pl gste] ARj2AlEAt shelol A Habd gloleE Aled ot Se=

g3] S0

114) CLOUD Act, HR. 1526, 115th Con. div. V (2018).

115) 71& AZEAHe n= o HE A8 A270125E A271227H4] FA =] e, old
A271325 F718E Aeolth

116) I W& A8 A2713x: “AMu|2AlTA ks, g T4l = Arot v)s ol AEo] Jl=A|
ool olglol, A ABA ofh 24, Ex Pelah FA) WET A Bl gue
HE W, o= Y WHH JRE FFstodop gl (18 US.C. § 2713. Required
preservation and disclosure of communications and records. A provider of electronic

communication service or remote computing service shall comply with the obligations of this
chapter to preserve, backup, or disclose the contents of a wire or electronic communication
and any record or other information pertaining to a customer or subscriber within such
provider’s possession, custody, or control, regardless of whether such communication, record,
or other information is located within or outside of the United States.) (W&< HA}).
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117)

118)
119)

120)

A2703% (h) & T4 Y& IS 23 4= Ae “HZE HxP(legal process), & IS H|FE3)F
2E Fuo] 34 A tigk EREAE At Jeg 2 £ d4e aeist
BEAME ] g er Wit

CLOUD Act, HR. 1625, 115th Cong. div. V, § 103(b) (2018). (18 U.S.C. § 2703(h) 21’d).
18 U.S.C. § 2703. (h)(1)(A). In this subsection, the term “qualifying foreign government”
means a foreign government — (i) with which the United States has an executive agreement
that has entered into force under section 2523; and (ii) the laws of which provide to electronic
communication service providers and remote computing service providers substantive and
procedural opportunities similar to those provided under paragraphs (2) and (5).

18 US.C. § 2703. (h)(2)(A) A provider of electronic communication service to the public
or remote computing service, including a foreign electronic communication service or remote
computing service, that is being required to disclose pursuant to legal process issued under
this section the contents of a wire or electronic communication of a subscriber or customer,
may file a motion to modify or quash the legal process where the provider reasonably believes
(i) that the customer or subscriber is not a United States person and does not reside in the
United States; and (ii) that the required disclosure would create a material risk that the provider
would violate the laws of a qualifying foreign government. Such a motion shall be filed not
later than 14 days after the date on which the provider was served with the legal process,
absent agreement with the government or permission from the court to extend the deadline
based on an application made within the 14 days. The right to move to quash is without
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AR SPAY YgS HAEd o k2D

Y HE AN ART03x (WB3) “old2A: & 242 ¢ AR703= (h)(2)(B)
O] Y & ANt S T ) TR T o] A9 o]ojof Kb sh=
S el E8gt 874 845 AR O FAIME 371E 85ks A
79| olelE ekt vl 019, Q) FNE wAISke 2= e o2, B AfH]
2AREAA Fabd dwd ghe B oPRR Qlsto] MR|2AlEAF B T A
HofA Fak=ls AR 714, HH W 44, @ 7iRE S R =4, TRk
50] =l tigte] 7Rl el ATt A, Bm ABS1220] wt o= o2
Aol FAIME- B7IE 840E diol] 7R} 5ol T 2= diste] 7Rl 1E
o] 443} A, @ ARIZAEARE vl Histe] 7H= el vt A,
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121)

122)

prejudice to any other grounds to move to quash or defenses thereto, but it shall be the sole
basis for moving to quash on the grounds of a conflict of law related to a qualifying foreign
government.

18 U.S.C. § 2703. (h)(2)(B) Upon receipt of a motion filed pursuant to subparagraph (A),
the court shall afford the governmental entity that applied for or issued the legal process under
this section the opportunity to respond. The court may modify or quash the legal process,
as appropriate, only if the court finds that (i) the required disclosure would cause the provider
to violate the laws of a qualifying foreign government; (ii) based on the totality of the
circumstances, the interests of justice dictate that the legal process should be modified or
quashed; and (iii) the customer or subscriber is not a United States person and does not reside
in the United States.

18 US.C. § 2703. (h)(3) Comity analysis. For purposes of making a determination under
paragraph (2)(B)(ii), the court shall take into account, as appropriate— (A) the interests of
the United States, including the investigative interests of the governmental entity seeking to
require the disclosure; (B) the interests of the qualifying foreign government in preventing
any prohibited disclosure; (C) the likelihood, extent, and nature of penalties to the provider
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2 w9 G 5o e HEARE vl WAl gk §4 Wale] AL St
3 27} Qe A9 AUATAE GgO) RN T S 9l BAE Fol 7
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or any employees of the provider as a result of inconsistent legal requirements imposed on
the provider; (D) the location and nationality of the subscriber or customer whose
communications are being sought, if known, and the nature and extent of the subscriber or
customer’s connection to the United States, or if the legal process has been sought on behalf
of a foreign authority pursuant to section 3512, the nature and extent of the subscriber or
customer’s connection to the foreign authority’s country; (E) the nature and extent of the
provider’s ties to and presence in the United States; (F) the importance to the investigation
of the information required to be disclosed; (G) the likelihood of timely and effective access
to the information required to be disclosed through means that would cause less serious
negative consequences; and (H) if the legal process has been sought on behalf of a foreign
authority pursuant to section 3512, the investigative interests of the foreign authority making
the request for assistance.

123) Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0, 71
Stan. L. Rev. Online 9 (2018); Paul M. Schwartz, Legal Access to the Global Cloud, 118
Colum. L. Rev. 1681, 1716 (2018).
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FEA e WARs ot ZPP & WS EEhes W] AFAQ ARl IF
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124) thelAAN SEE o) ERE A2z AT (o): “lFd = Bro| Ales FTA s 2%
& o, 2|3 T BEE 7Y W Hdold AR VEe o ARRE aejsjor dtk

O eAd w4 == Ve FuIF FAF B AldelM e S84, @23
B, @FR7L TN e AJA A%, @A 2 7k o, @ 836l 8
wh gl 2} Qs nise] S olol, wis axel 83 Wl Al St Q= 34 24
Z7te] T3k o]l (§ 442. Requests for Disclosure: Law of the United States. (1) (c) In
deciding whether to issue an order directing production of information located abroad, and
in framing such an order, a court or agency in the United States should take into account
(D The importance to the investigation or litigation of the documents or other information
requested; @ the degree of specificity of the request; 3 whether the information originated
in the United States; @ the availability of alternative means of securing the information; and
(3 the extent to which noncompliance with the request would undermine important interests
of the United States, or compliance with the request would undermine important interests of
the state where the information is located.) (72715 @©, @, @, @, &= FA}.

125) CLOUD Act, HR. 1625, 115th Cong. div. V, § 103(c) (2018): Rule of Construction. Nothing
in this section, or an amendment made by this section, shall be construed to modify or
otherwise affect the common law standards governing the availability or application of comity
analysis to other types of compulsory process or to instances of compulsory process issued
under section 2703 of title 18, United States Code, as amended by this section, and not covered
under subsection (h)(2) of such section 2703.
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126)
127)

128)

CLOUD Act, HR. 1625, 115th Cong. div. V, § 105(a) (18 U.S.C. § 2523 214d).

18 U.S.C. § 2523. (b)(1). [T]he domestic law of the foreign government, including the
implementation of that law, affords robust substantive and procedural protections for privacy
and civil liberties in light of the data collection and activities of the foreign government that
will be subject to the agreement (---).

18 U.S.C. § 2523 (b)(1)(B). [T]he factors to be met in making such a determination include
whether the foreign government—(i) has adequate substantive and procedural laws on
cybercrime and electronic evidence, as demonstrated by being a party to the Convention on
Cybercrime, done at Budapest November 23, 2001, and entered into force January 7, 2004,
or through domestic laws that are consistent with definitions and the requirements set forth
in chapters I and II of that Convention; (ii) demonstrates respect for the rule of law and
principles of nondiscrimination; (iii) adheres to applicable international human rights
obligations and commitments or demonstrates respect for international universal human rights,
including—(I) protection from arbitrary and unlawful interference with privacy; (II) fair trial
rights; (III) freedom of expression, association, and peaceful assembly; (IV) prohibitions on
arbitrary arrest and detention; and (V) prohibitions against torture and cruel, inhuman, or
degrading treatment or punishment; (iv) has clear legal mandates and procedures governing
those entities of the foreign government that are authorized to seek data under the executive
agreement, including procedures through which those authorities collect, retain, use, and share
data, and effective oversight of these activities; (v) has sufficient mechanisms to provide
accountability and appropriate transparency regarding the collection and use of electronic data
by the foreign government; and (vi) demonstrates a commitment to promote and protect the
global free flow of information and the open, distributed, and interconnected nature of the
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129) CLOUD Act, HR. 1625, 115th Cong. div. V, § 104 (2)(A)(i)(II) (18 U.S.C. § 2702 (b)(9)

A7)
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130) 18 U.S.C. § 2523 (b)(2)—(4).

131) 18. U.S.C. § 2523 (b)(3). [T]he terms of the agreement shall not create any obligation that
providers be capable of decrypting data or limitation that prevents providers from decrypting
data (---).

132) 18 U.S.C. § 2523 (b)(4). [T]he agreement requires that, with respect to any order that is subject
to the agreement—(A) the foreign government may not intentionally target a United States
person or a person located in the United States, and shall adopt targeting procedures designed
to meet this requirement; (B) the foreign government may not target a non-United States person
located outside the United States if the purpose is to obtain information concerning a United
States person or a person located in the United States (---).

133) 18 U.S.C. § 2523 (b)(4)(D). [A]n order issued by the foreign government—(i) shall be for
the purpose of obtaining information relating to the prevention, detection, investigation, or
prosecution of serious crime, including terrorism (---).

134) 18 U.S.C. § 2523 (b)(4)(E). [A]n order issued by the foreign government may not be used
to infringe freedom of speech (---).

135) CLOUD Act, HR. 1625, 115th Cong. div. V, § 104 (18 U.S.C. § 2511 (2)(j) 21A4).

136) 18 US.C. § 2511 (2)(j). It shall not be unlawful under this chapter for a provider of electronic
communication service to the public or remote computing service to intercept or disclose the
contents of a wire or electronic communication in response to an order from a foreign
government that is subject to an executive agreement that the Attorney General has determined
and certified to Congress satisfies section 2523.

137) 18 U.S.C. § 2523. (b)(4)(D)(vi) [I]n the case of an order for the interception of wire or
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electronic communications, and any extensions thereof, shall require that the interception order
—(I) be for a fixed, limited duration; and (II) may not last longer than is reasonably necessary
to accomplish the approved purposes of the order; and (III) be issued only if the same
information could not reasonably be obtained by another less intrusive method (---).

138) AlolmH IR Zoke A2 TN =7} X} 2] ZX]’(measures to be taken at the national level)
£ O FAF ZAAREA3Z), @ A DAEA42-A21x), @ #H(A2x)=, A3
‘=¥ 2 (international co-operation)S (D YWHA2|(A232-A128%), @ 78 TFH(F29=%-A135
F)e g e Ak Slok

139) BA} WA 213 (Visa Waver Program)g RHE dto] IAPAAPHITZ F2Z fdsA=
FHo R tf3o £3S Fudt 4= QJu}. Peter Swire & Justin D. Hemmings, Mutual Legal
Assistance in an Era of Globalized Communications, 71 N.Y.U. Ann. Surv. Am. L. 687 (2016).
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140) o]23t AL AHsh= A= vh2-9 £3S #F3. Andrew Keane Woods, Against Data
Exceptionalism, 68 Stan. L. Rev. 729, 788 (2016).
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Legal Access to Extraterritorial Data and the CLOUD Act

Sung-Hun Cho*

In this article, I reviewed the jurisprudence of limiting state jurisdiction according
to the principles of international comity, especially focusing on the CLOUD Act
(‘Clarifying Lawful Overseas Use of Data Act’). The CLOUD Act presents new
challenges in terms of national institutional control over data. In particular, new
issues have been proposed on criminal policy and procedures such as offshore data
collection, response to international crimes such as terrorism and cybersecurity, and
sharing of information at the international level. In this literature, I examineed the
institutional and legal basis of the Act in detail and its impact on our criminal
practice. In the process of building the system for information sharing through
international cooperation, (1) the principles related to personal information protection
can be developed into practical principles for regulation of computer searches and
seizures and (2) criminal procedure laws associated with the digital evidence can

converge and promote the development of new international criminal norms.

¢ key words: Legal Access to Extraterritorial Data, Production Order, Subpoena,

Stored Communications Act, CLOUD Act, International Comity
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