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SHATE. T12ER Ato]HPiAIA Y] FAfo] AMHUE(Government)o A AHEA



44 3t-0] AIO|HE2| HSFM Y A7

(Governance)= °]Asta] 7|holut A, 7 S =71 AtolHbde HsiAl
AA ol 242 a7 oAl okt sHAT Aled HERIA= 48] =7t
71l Aol el 8 "R A2 AL e, 7ol 1zkaA], ARl 2
=71 AAE e A= 0] 9l whEoltt IoF g2 AAlTES dde
Aol ol et H3RbE 23] AASAL e Aelztal Hr| ofge. I E
2 o] AMd2s] Ade 2As AAE 287 JAoal AlrEH.

A3d +4

Aoldeleie] glof T Aol BT T2 37 Ak EZ3Hste] oA
ofe] Aol AH TRt WSS AFsksich. 1o wet B FHo] Lol
A Sel1, 7 2Eo) YESOIE Alo]neeiel ghisl we-So] EetEE
SHACE. olA7HA] Alelaelelzt st A9 the-L Sh R olfvt AES
e}9lo] ARk A7k AZHA 12 Qs 20154ol Hejelrt HHos
Aol B 9]go] that AES e <

TIPS BT oFA B B BAL 4TS AR Wgsh 2ohn

T 9 BEE ofu AE ZAfstT
9Ick. olo} e Aol M Wby 2310) S Alel ThAl A A AN
271 Stet. AolHee ol AL F5lo] AT st AR
237t AT Zolth. TP Bt o s ZelolA Bane] dat =
SE R GRS S e D

Seliteto] Afolufeho] ERloIA AfoluielelelAE ol Stk A9 A=A
A S 9Iek50 £8] AfoluiEiolAo] BIEE 9oy7t Fuislt SrietE
1968t EoA] R L el An 2k 2ena AolHekde] Yol oot
EAjshe oF ek, eima Aoluelee] the Aol glolHE AUt Fe] wa

HESRSol Ag9] IS Az HEgshA| xst:

53) http://www.fnnews.com/news/201510261550578209, 2015.11.10 W&
54) AZHA Dol Ao Holshks F Ao] e A AV HE AR o|& At He
AR o5& T A I F¥ol 0(zero)7t Hrh= o]Eoltt.
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st M8 QolM= Hoh Hudt HEr Basit 127 HsiAs ARkl FH

olu HE AFIYo HolstoiA= oF W, Hot B2 ARt 719, 71 2A
50| #ofot= "HEAH | ZE B (multistakeholder) 9] X3S Hojof & Ao|r}.

29 G 7 B4 ANHECI Tt Hofaks AMYA FeEel wAE
27}, ol Afo|H¢ldo] o o4 Frhure] A7} oheh Aol S7bute)
gomt AT 4 ks Aw oujgit

g ol HlE £ oA 31 vho] el SHtslo] Abu b, Alo]He
L AR BAR @ 4 ek THnE 242 G AllHde Ba g
3152 FAstolo} & Zolk. wWeba] Aol ue|eist BAE FAF oI It
oF oz Hrh ge g 712 "ast Yk






MI3%

0|20] AO|H{E2} 22
AL R

Ustd- oA o






O|=2| AfOIHE|R] 23 SYAAFE =

A1 AtolHtEAZH Tl

20019 9¢ 11 T4 5 HlEHEC] oSt vmEE 3455 o|F AxH HieE
O] ABE Ao R, nl2 FR7WAE HEE 915t kgls A5l 241 itk 9/11
El27F dofd 200193} 71 o] % Alo]HRIEAHO] A AnEH thZa ok

FAl(George W. Bush) FHH Aldo|= v|= FEQLEE(Department of
Homeland Security, DHS) A%,50) Q8 7|4 B S QA3](Critical Infrastructure
Protection Board) 2357, Bl AH FHAIAG O] HObS 915t A HH b
2] (the Federal Information Security Management Act, FISMA) A|A58), =7}
AlolH HQl £3} 7|8(the Comprehensive National Cybersecurity Initiative,

CNCD39) 5o] A=At

55) '9/11 F4'& &-7tothal-Qaeda) o1& HEZAEEC] 20019 9¢¥ 11€Y oFd 5% H|
7 ZAJoA B]EUolR k= 4t vV E Aot 78 AAFAAE Q] 50] B
o} A" D.C, H] TR HAlol| SEAX1 ARdolnt. oo thgt ZpAIE W-8-2 thaollA] g}l
7Fsottt. http://www.911memorial.org/fagq-about-911

56) 2001 109 37889 13228(FEFEREY & FEHE R &8 (Establishing the Office of
Homeland Security and the Homeland Security Councif)Z} 20024 119 9J31& Est
TEUEH(Homeland Security Act)oll sl AHE AT 1] FEQIEE (DHS)Q] AHol
g3t MEAGRE 204 &2l 753ttt http://www.dhs.gov/creation-department-
homeland-security

57) & HAA3= FA HeHe FFHEP 1323 1(FES} /59 FRIJUAEY BS(Critical
Infrastructure Protection in the Information Age) L2 Y=t https://www.dhs.gov/
xlibrary/assets/executive-order-13231-dated-2001-10-16-initial. pdf

58) http://csrc.nist.gov/drivers/documents/FISMA-final. pdf

59) & oJUME|EE BA| PFRo|A ovpt YPPRZ ASE o, olof gt ZpAIFE W
ot2o]A &9l 7}53htt. https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative
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1. QUi SHE Al7| BRI

QHKBarack Obama) WAF= e Alo|HESF €3] (Commission on
Cybersecurity for the 44™ Presidency), 20114d°] %% DHSQ] QFAst Ato|H
s gt HARRL: FEQEAAE 213t Ao EQE A= (Blueprint for a Secure
Cyber Future: The Cybersecurity Strategy for the Homeland Security Enterprise),
539 PP 13636(Executive Order No. 13636, E.O. 13636), THE¥ A==
Z(President Policy Directive, PPD) 21: FR7|9FAlD Bt & 3| EA(resilience),
vZEF7|E A A4 (National Institute of Standards and Technology, NIST)Q] =
ZP7IREAIE L] AfolERE AjAE fIRt AN, 40 =7IRME A A(the
Quadrennial Homeland Security Review), SANS HA149] HAHFEA|, NISTZF
A% 590 54 719 52 Foko Aolulnet Ag WAL ek

2. & HHHS dat

—

7}. 20014 ofj=+

FA| 745 A171, 2001997 AE = of=H(USA PATRIOT Act) F871HHA|
A(critical infrastructure)ll Tt A2JE AAISHH, 1 Aol ol (#3-1)3} £t

T12]3L E.O. 13228 Section 39 ()22 (protection)00= U= H|2| FHC=R
B B35} A} ZFEQMR A (Office of Homeland Security)2 3-23stc}. #at oz}
Thedt 22 F7P7|9A o] tiet BEE 8% s 8718k Aol v A
AL A HiE AulA B S AP, TR ke, 7], 7S 5 SN, A71EAL
(telecommunications), AEHAFFAIA, 1 519 57} 7|8 Au]A D 4 A]4-o]

Hel Tt

ol

x

ul

60) & FHFLZol et AR 82 th2olA &Rl 7M. http://www.gpo.gov/Idsys/
pkg/WCPD-2001-10-15/pdf/WCPD-2001-10-15-Pg1434.pdf
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(B 3-1) =27|8tA|M(critical infrastructure)di| LSt o)

“Critical infrastructure” means systems and assets, “ZQJ[BIAA 0|2t 98 = J}ALO| AJARIO|LY
whether physical or virtual, so vital to the United States KHAHO] OJEE20( Q0] IS ZQ5610] T2{5 AJA
that the incapacity or destruction of such systems aﬁd B0|Lt XpARO| S50|Lt IFT|7 Ok, 27} 3% OF
assets would haye a debllltatlng impact on security, B3} DE B 2 OFF. T 0243t ARISC)
national economic security, national public health or R340] 5101 QIIBIS R [= S QL]
safety, or any combination of those matters. ~USA '

Too=
PATRIOT ACT Section 1016. (¢) ~OI=04= Section 1016, (e)

U}, 20029 AR By

200299 AFH AVHE EJHEHEFISMAE & HE A3S41E (BF
(Purposes))ollA] B6]% HHEQIS] &S BAdts B4 7|12 &5 AlFstd
A &5 2 A4S A Yoks BEE AR FISMAO] what ] o 4EA (Office
of Management and Budget, OMB)= AFE K st A& U3 7|& AHS
Astal ZA=3tet ESE olF 1Rt AlAS BASIAL vS #E7 S AT ANIST)
OF stojg AW FH AAH W3 7|EH RS vpAstES Stk & HES
Zzko] v 7IHER stolg 7|1 0 (agency-wide) ZEIFS N, 7]|E,

ojg¥sto] HH Wl FH AARS 93F FHEMS AT AL 875, ol &3
T B 71 =5gAt B OE A0 E AT Ee B EHE 7%
ZPARS 2| gt 61

10
ok
offt
e,

t}. 20149 71 IdHAE BorTEH

FISMAE 20144 129 18 7§A62 =9It} (0]} FISMA 2014). the3t Zo] o4y
O] Alo|HHERt #go] M= of Y82 s ArflolEd] w3 DHSOfl
H Aot

A, 1€ AL Alg 9 7€ 584 AES Z3ohe HIFh=71] et A
PAT ALES T FEEJIPGHY o] wesh=t] 3lo] DHSS| Hgto]
AE3HE 9T} (Codifying DHS authority to administer the implementation of
61) SIFEEI1EATANIST), AT AFDetailed Overview), hitp://esrc.nist.gov/

groups/SMA/fisma/overview.html 2015.11.15. 5.
62) https://www.congress.gov/113/plaws/publ283/PLAW-113publ283.pdf

51
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information security policies for non-national security Federal Executive
Branch systems, including providing technical assistance and deploying
technologies to such systems.)63)

4, 7)ol FE Hetb T B3t oMBY = Agto] /Ky E Wws)
F At (Amending and clarifying the OMB’s oversight authority over federal
agency information security practices.)64)

A, OMB7F OMB A-130 (7 EAMAC] HE)E a2 o]al FH|ZQl Kl
AA'Z N B S 8% 59T (Requiring OMB to amend or revise

OMB A-130 to “eliminate inefficient and wasteful reporting”)6>

2. 7 At H HQt E3AIE

FA e 20089 e B2 S0l =71 Aol Bt T8 A”(CNCDE 4
stlom, Qut hEHE 5 AZS AGolo] Afo|EE o] A 947 4n
At 5 AP DHSSF Z7IRFEH(National Security Agency, NSA)7F 3-8 503t
o, "= Afo|H{EQHS] LHQIIE FYok= & 127] FEo] Utk oof tigt A4
3t Y82 o] A2dollA tFr]= it

Ol

A2A 3 Qulul F¥Lo] xjoluiQty A

A5 24 27156 ontn} tfERS AojHiehne] FRAS Q4L olo] that
S7hA ThgRhe AFAOR BRI AN Aol W By, the %
oS B BT RAS 98] S 2HoR Eye Yae A

}_
AMEH 9ol 1 ZEe} 714 WolN X&Hog nxHo| met Y| 1

A

s}

*0,
—E ol
8

[e]

63) o= j—:"ﬂ}EEC'&E?i—(DHS), A H Bk H(FISMA), http://www.dhs.gov/fisma, 2015.

64) i%QS%L()}E—%’H—?—(DHS), A H H b= H(FISMA), http://www.dhs.gov/fisma, 2015.
o

65) il]1'-.—1.}5’—.—l."o]—EL‘:3i’l‘%_—‘?'—(DHS), Auby B B H(FISMA), http://www.dhs.gov/fisma, 2015.
o

66) illiﬁi%‘gii—‘?—(DHS), A H Bk H(FISMA), http://www.dhs.gov/fisma, 2015.
11.15. 3=
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15 1T 4 7] Wl B Aol 2 18 14, Toz
At azu} o} xel A}om 0 AL the ool FHS T3 WAL

S A
Qs AL oIS AL T YIS B 0] L 7S

() Aol 1Fo=RE n=o] 7P} Fa3 FE AARR] A7 NHAEE S
s, (Protecting the country’s critical infrastructure-our most important
information systems-from cyber threats.)6?)

(@) Aol AbAS Aldstal Alarskr] 913t s Alarsto] &6 Aot S:
Stct. (Improving our ability to identify and report cyber incidents so that
we can respond in a timely manner.)68)

(3) Aol FHFY] 2GS ARlstal igA 01, Ao-2-82(interoperable)°] ™,
b, B2 4= Sl AlelH 37h 0}7] ARt =AE] FHAETE]
FH3lt}t. (Engaging with international partners to promote internet
freedom and build support for an open, interoperable, secure, and
reliable cyberspace.)69

(@) R k. AREE 3§ 718E0] 1 ARERS B4 Sis) Ao
A& 72 goz2HN At Y EQJIE W33} (Securing federal networks
by setting clear security targets and holding agencies accountable for
meeting those targets.)70

(5) AUl &t g AT TR} Rt AtE PRI (Shaping a
cyber-savvy workforce and moving beyond passwords in partnership with

the private sector.)7!

67) https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/summit
68) https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/summit
69) https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/summit
70) https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/summit
71) https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/summit
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919] SAEAE A K713 AfolH QIEE stelr] flof exln R oS
o] A 71 Y2E E43ttt olg YL HE 582 (whole-of-government)
AL, U EYD S 492, AE 2 AFI9 24 S, HHE-1IZF g,

A W 9@ Fololt

1. =70 AOIH 20F St 72| & Y M13636 2

7}, =7 Ao ¥Rt 3 Al (The Comprehensive National Cybersecurity
Initiative, CNCI)

BA gi53L 20089 19 =7IQHE. 153 A|545/=ECQHE g15HF #2338
(NSPD-54/HSPD-23)< &dto] =7} Ato|¥ HQl £33 AE(CNCDE -} 72)

vt} thEE2 & CNCIE ASstelrt. ool disto] Miekre] ewAde Ast=
AfolECIA ArgstaL 9lct.73) ofof mEw, Qutn} tlEg2 CNCIo 11 8 &5
of B Y, FFE vAE= AfolHESt AT Y 8 A=A UIAAUYE
A A EeF CNCI= Atol¥] 33H3 ml=o] &2 Al 74| 8 S35

(o]
9T 4 AEE 44" YEER PAETGY

(@) 3ol H@)FH et Y
vzl W ool A B Sy AN Jlé B FFYY Hore P

72) vl=F WMol the White House), =7} Afo]H EQF &9} A 8l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %

73) ul= Wekithe White House), =71 Alo]¥ Hot &3} Al&l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%

74) o]=- wolHthe White House), =7} Afo|w¥] HQt &3} A|3l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%
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(3) OI2H AfO|HEOE 2+ st

Aolw] & e, AT 9 AL 24 9 ASELS 9% W) DY)
w2, Ajoliik A4 Ahd 2 otolq B5S At Stk Mk AL AL
S5} e,

“To establish a front line of defense against today’s immediate threats by
creating or enhancing shared situational awareness of network vulnerabilities,
threat, and events with the Federal Government-and ultimately with state, local,
and tribal governments and private sector partners-and the ability to act quickly
to reduce our current vulnerabilities and prevent intrusions.”75)

“To defend against the full spectrum of threats by enhancing U.S.
counterintelligence capabilities and increasing the security of the supply chain
for key information technologies.”76)

“To strengthen the future cybersecurity environment by expanding cyber
education; coordinating and redirecting research and development efforts
across the Federal Government; and working to define and develop strategies

to deter hostile or malicious activity in cyberspace.”77

off

CNCIol WERS), § AR Sgshed] glol AR W 5 1 Az 7wy
787} WAk, WebA] ONCIE the-2 EsHA Hgieh. R, MR
A 7152 AN SR g ¥ WA, B, ol 3EAES 9% A, B4,
B9] 57, Ao, B4, A, 712 Aol Ret wee 1A s WoH
B ¥Zo] 250tk

ol

o 1% o

o

75) ul= wolHthe White House), =7} Afo|w¥] HQt &3} #|3l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%

76) u]= wokHthe White House), =7} Afo|¥] HQF &3} #3)(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %

77) ul=- wetHthe White House), =7} Afo|#] H ot 5%} A &l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%

78) ul= wolHthe White House), =7} Afo|w¥] HQt &3} A|3l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%
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of-0] AMO|HH|2| ST Y A

CNCI= A% Agtol] AAA gizk Aerkeate] 214et EoE o AHygat AW
A 352 Aol B2 w28 FOIF 7|0 JPEE O, ANE ARt AMIEH
H3= CNCIY o|3ollA 7134 Bxo=r {AHrh79) Qupl thggo] X3t =1
“d(transparency) A&l we} Ato|#-Z7t A HH(Cyberspace Policy Review)=
E ZF TS BHHRI Alo|HEQMY] HAH QAR FITH0 o]2{dk AP
Lo gt 59 olsiE SXIA717] Yoto] AolHERE ZHFHCybersecurity
Coordinator) Th&¥} ZHo] CNCI9] F3 8-S 375ttt 7|4 CNCI9] 1274
A7 (initiatives)Tt HIFFH 02 A7)5HeE JiTt

T 3-2) CNCIQ| 127 M &= (initiatives)

SEPHEO| HIEQTZE M|E 4= Q1= OIEY T (Trusted Internet Connections, TIC)Z &
Initiative #1 | o 0= HIEHAE &2
(Manage the Federal Enterprise Netwo?} as a single network enterprise with Trusted
Internet Connections.)
Initiative #2 | % HIESIT HOO) HQIEKAIAL #i] _
(Deploy an intrusion detection system of sensors across the Federal enterprise.)
nitiative #3 | 2% HIESIT 0| HURAAL bz
MIENRAS (Pursue deployment of intrusion prevention systems across the Federal enterprise.)
Initiative #4. | ZHZ(RED) k2ol B 2 X
(Coordinate and redirect research and development (R&D) efforts.)
nitiative #5 | SEOM FITS SI3t 7| AOHSIMER 0
(Connect current cyber ops centers to enhance situational awareness.)
Initiative #6 | S KI0| AO|E SIEIEIS A212] if & OfY o
(Develop and implement a government-wide cyber counterintelligence (Cl) plan.)
o 7|4 HEYFO| HOt Ust
Initiative #7 (Increase the security of our classified networks.)
oot AfO|H 1= ZHTH
Initiative #8 (Expand cyber education.)
nitiative #9 | DIZIE EM017| 918t 71s, e D2 R0 s gl
(Define and develop enduring “leap—ahead” technology, strategies, and programs.)
o RI& ofx| X2 9l 0278 8 9 7Y
Initiative #10 (Define and develop enduring deterrence strategies and programs.)
nitiative #11 | ZA15 BEUEHT| QIETRIS I3 CiRIRl B2 Tl
(Develop a multi-pronged approach for global supply chain risk.)
Initiative #12 | 272 EOIOl L MOJHEO SIEHS: 9j3t Olamio] orst 2y |
(Define the Federal role for extending cybersecurity into critical infrastructure domains.)

79) ul= welHthe White House), =7} Afo|w] H Ot £3%} #|&l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. 5}

80) u|= wiotHthe White House), =7} Afo|w¥] HQt &3} A|3l(the Comprehensive National
Cybersecurity Initiative), https://www.whitehouse.gov/issues/foreign-policy/
cybersecurity/national-initiative, 2015.11.15. %%
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U, S717]HA) 0] et B4 A13636 38D 9 chE A7) H-2182

o
E.O. 136362 thd7t A% Afo]#QtE el AH}A o] Hgtof T3}t =2l
=70kl A WERte] FAVES ailEsk ] fof 20139 28 SRE. 24 129
o= 5 IEHL A sy ZHAH(PPD)-21% ZEJS. & EOL PPD+=
L= 277 EEA A Teh, WEE(Ppp)e] £84L HEs| el 7ke zkzt

offel 2o BxE T3 9t

1) E.O. 13636

77| Alo]H QT ZiAlof Bl E.O. 13636 Fg5olAl Tt o] AA]
Sithss) A, 71 SHA0lAL, AR=AQl Ao ERF T I AT, EA, AtolH
Het #39] koS SAskal HAwo s A, AlA, Alold 99 FE 3-fof w3t
& &, Ho P A, F7P7INEAE L HeRS 9IRt e AlZoA AR H
AR AT B, YA, Aol EQE 412 913k 7|EHE 81t A7t
IR0tk I 5 71& SHA0lAL, AR2AQl AoHEQE I FE Ao HE
T A= (Cybersecurity Framework)2F AtolH 919 FH Ffof Azt &F, £k,
A9 FAEE Aol R OE MH|A(Enhanced Cybersecurity Services, ECS)+=
PPPE B4 Alo|HERF EAIE tHFA Hrt

=

2) PPD-21

PPD-212 =EXRQ d5HH(Homeland Security Presidential Directive)-7
(20039 FH)yE thAISHH, that 2ol AARItEed) AR, & AXTTe R FPE=

81) 20149 2¢¥ 1294 & FHFHL IA7P7I8kA1AAY] 2k FQlof| tigh AloHESE /R4S
Z QAL fdstarAeitt. improving-critical-infrastructure-cybersecurity

82) 2014 2¢¥ 1299 FFEH 136362 EAst1A} FHEICE https://www.whitehouse.
gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-
security-and-resil

83) DHS, 348 % 13636 ¥ the¥ FAAX 21(Executive Order (EO) 13636 =7F7|¥HAIE
Ao HQt 7HA, Presidential Policy Directive (PPD)-21 Critical Infrastructure
Security and Resilience), https://www.dhs.gov/sites/default/files/publications/EO-
13636-PPD-21-Fact-Sheet-508.pdf, 2015.11.15.5-&.

84) DHS, 3483 13636 % ti5E AHAH 21(Executive Order (EO) 13636 =7F71HIAlE
Ato]¥®.oF 7§Al | Presidential Policy Directive (PPD)-21 Critical Infrastructure
Security and Resilience), https://www.dhs.gov/sites/default/files/publications/EO-
13636-PPD-21-Fact-Sheet-508.pdf, 2015.11.15.5&.
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71ROl S]] W AlolH] EHE TR ARRIAGF AL, =4, 7N Auf

O] A#fA Axtof ofgt ofsf, AlA, WIHFE M}ELﬁM ok %7} L= bR
I717|RHAEHE S A S JHloE, TAA, ZEH
PPD-219] 53+= E.O. 136363} 37 22 99 i%ﬂr Ei St 8 wgof &35}
I, AFH0E AF PFE T Hitoltt

rﬂ,
E
X
11‘.
e
-,
ok
%
rug A
[
Sl
(o]
K

[=5|

2. DIZHAE 0| §4

— -

o
fujo

E
S

ro!

o

0l0

v A AZFEA A4 (Center for Strategic and International Studies, CSI
S)85)= 200853t l'ﬂiaﬂ Ao B OF 9U3](Commission on Cybersercurity for
the 44" Presidency)& olgon, HE H1A9l &Y Alo|HEZZE EoF A
(Securing Cyberspace in the 44 Presidency)89& A&t & Y39 HEH T
Aol ™, & F1U3)= ARet AolHESE = FoojAe] FoE 2L Sl IE

= =0 o, 11 42 eupnf PPEIE =7} Aol E B &

41455] o j7] {I3F HARRE AAISH=E AUtk ETE B9 3FF AlolH 3o
Qlo] HAIAQ] X]—7];<4 iJ_/\]-o]-_Q_ zﬂj\]g].ﬂ] =},

S Y3 Al 7HA] =8 AEE t2 ok O Ale[HEREE @E5d H|=2
F9 F7RIEEA F shvoltt. @ 1 ZFARN} S5 AMIE AlUY A5
Zofoket gttt @ Afo|HEQES] Fijd 9 FA|A SH HEE offEs XEH
=7} QbR Aegto] v T FASHA T

7L F8 A1U&

5 998l et 2ol 1074 AIARFS ATk

(1) ArolHa7He st ZZAQ] 2/ AEF 4~H(Create a comprehensive

national security strategy for cyberspace.)

85) & A+4E = 949 D.C.o E'—rE u=-g Y Est= FEE-v|ge] 4383 F sy
2 ula o3y 4 A ol AFEh www.csis.org

86) A ATFEAAGLA(Center for Strateglc and International Studies, CSIS), Al44t] th&5
9l7] 7+ Ato] ¥ &7t HoKSecuring Cyberspace in the 44" Presidency), http://csis.
org/files/media/csis/pubs/081208_securingcyberspace_44.pdf, 2015.11.15. %%,

87) =A|FZTFEA| A4 (Center for Strategic and International Studles CSIS), A44tH EHE‘“—:‘
A7) 7+ Ato]¥g7t HEQK(Securing Cyberspace in the 44 Presidency), http://csis.
org/files/media/csis/pubs/081208_securingcyberspace_44.pdf, 2015.11.15. % 1-2%.
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(2) WotRo] MrA I8HJead from the White House.)

(3) 91AF S TFE Y4 (Public-Private Partnership, PPP)2] A|ZH(Reinvent the
public-private partnership.)

4) AtolH37t FAl(Regulate cyberspace.)

(5) fAE A& QlZ(Authenticate digital identities.)

©) 3 =29 ddisKModernize authorities.)

(7) B 7/AE et Q= A (acquisitions policy) E-8(Use acquisitions policy
to improve security.)

(8) 9=F A (Build capabilities.)
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88) A ATEAATLA(Center for Strategic and International Studies, CSIS), Al44th &%
A7) 7+ Ato]Hg7t HQK(Securing Cyberspace in the 44 Presidency), http://csis.
org/files/media/csis/pubs/081208_securingcyberspace_44.pdf, 2015.11.15. 9. 43%.

89) FA|HZTEA|A+LA(Center for Strategic and International Studies, CSIS), Al44t] 53
A7) 7+ Ato]¥g7t ®EQK(Securing Cyberspace in the 44 Presidency), http://csis.
org/files/media/csis/pubs/081208_securingcyberspace_44.pdf, 2015.11.15. %
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0

AfolH H QRS 913t PPPO] F8/32 Ee] LEfxl Hiolw, u]5 Alo|HEQkS &
Sh= Sfg7 ]8Tt ofye} fakEok AETHE E3t 11 $R84% FAH R s
AUt DHSE 1 AAolA vidges &3 &G4 AL (Building
Resilience through Public Private Partnership Conference)& A|&% 02 FojQ

I od 20159 129 10-11¢¥ AsAF AHAAZE G dFgo]ct 0

ofl

[

o} F7pAolul et Yolslsh Matde ey

7Aoo ¥ H QFH 9] 5] (National Cyber Security Alliance, NCSA)S] Y& o]
A= PPPi= T42Ao[tho) NCSAE 73t VT EYHS 50t QIHU AR
50| AtolHHEelof B3t Q1AS A|ALSHL, Alo[H PO RRE AARE HE Y
T e W52 AlFIe] AR ERRESLE AEshe 7|0tk & 71He] ojAg]
+= Microsoft, AT&T Services, Inc., Google, PayPal, Intel, Symantec Corporation,
Visa & AlAF719E2] dEEs Zett 17 & 7|32 vWid 1082 =4
Alo]H B QL o]afl9] Y(National Cyber Security Awareness Month, NCSAM)Z A%
Sto] w5 Rel vz 7+ 35S Aesh] ARt ALA] k¥ AT
oh9% 201592 12814 NCSAME] sfjo] wjofh Eot At A2 § Hol1 Sl
201549 99 309 uH} thEE-2 NCSAME A|A|ok= AEAE LIS vf Qlct.o9

2}, Ato|HHQFA H|AL] 735}
Afo|HH oS I3t PPPY] thE all= DHSQ] 3RAFE Ato]HH Sl AH|A(ECS)olth.

90) A5z HFHE 5% IEHA Y A= A¥HAFifth Annual Building Resilience
through Public-Private Partenership Conference)x= 20154 12€ 10-11¢€ %47t vl=,
ZARAHALA)NA 7HFE Aol http://www.dhs.gov/event/public-private-
partnerships-conference 201480l €3 & AW tfgh HE= ohSofl4] &Rl 75ttt
http://www.dhs.gov/blog/2014/10/15/2014-building-resilience-through-public-pr
ivate-partnerships-conference-blog

91) vl= =7AIHEQFHE]S|(NCSA), NCSA £7H(About NCSA), https://www.staysafeonline.
org/about-us/, 2015.11.15.%&.

92) ul=r =7IATHEQFHEOS|(NCSA), NCSA £7H(About NCSA), https://www.staysafeonline.
org/about-us/, 2015.11.15.%&.

93) vl=r F7IALOIHERIFQIBI(NCSA), IA| Ate]HESE Q14]9] D(National Cyber Security
Awareness Month), https://www.staysafeonline.org/ncsam/about, 2015.11.15. %%

94) https://www.staysafeonline.org/ncsam/about
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£ o2 I3e A8 AJH F§ ZEIYPOR EO. 13636 T =IPINAR

e FASET oft v=dl 7ike £ olsiRASE BE 3 3 Wik 24

e Y. ECS9| A= W= o5 v R R
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HESE 35 B W olFIAEAET S F2=A olF0

il
S <2

(Memorandum of Agreement)E AZAd|of 3t} & T2 IS tf33}F -2 1
o2 AFAY = KCst R ALY /WY WA Aol¥ A A

el
rulru

(N

AASE 28491 Au|A AEZAHCommercial Service Provides, CSPs) ¥ &% —.?:1
(Opertional Implementers, Ols)I} 3-75F1, CSP= ©o] ARHE IR T, Ol=
7 EYEE BEster Bea Heko

>

AfOTHERMS I3t m] =9 A2 ‘A olF EFY ¢ Qe A AHE
A3} o] mj=o] APlHERMI AL Y|eddol mt ul=e] HY7|HAHo] Afo]
A lvke A3 0] weh 2RI o] 349 Hidol Hal

NEe ] UABIAL et ERE v]=r] AfoHEQ R TIZkR-E IRl et
FeiEnt ozt ohet AR 7S el JEI Et I sj2F oz AARIh
o= G AR7)% 2 ARFR 1A= DHSY) AtolH ARYE ¢ ¥ 22
(Critical Infrastructure Cyber Community Voluntary Program, the c?
Voluntary Program)¥t FBI2] Ato]H HtS ARK(Cyber Shield Alliance, CSA)<

5 4 9k

=

7L CAY 2w

E.O. 13636 E3] A¥= Aoly] ARUE ¢ 9 T2 I3W(the C° Voluntary
Program)< ‘YA 7|9HAIA ARo]H HRQE A4S X Yot “EE7|&AFANISTY

95) DHS, Af]HERL AJu]AQ] 35K Enhanced Cybersecurity Services), http://www.dhs.gov/
sites/default/files/publications/BECS%20Fact%20Sheet%2007.30.15.pdf, 2015.11.15. %=
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of-0] AMO|HH|2| ST Y A

o} 7|2 E(Cybersecurity Framework)?] EU4-& A& 5l7] Y&Ho]t}.%)
712 29 S 5 BEELEY F2 FE 5 siHleH, 5 71E =9
T3l wo] Alojy ARUE ¢ ¥ TETIWo] 20149 290 EHFTh

T 7l S AfolHESL A3ls TS w71 Slsl a1QtE d#19] AR7IE E 9t
glon, FHe} vITHEe] HolE Sl AU AAZCE IFH= Al Afo
HHEL 7152 Ao RN, £219] i, AlolHERL 93] Hk, Aot 7]&i
& 712 50| AFohs YRAY SIS 48T 5

o} =
YEE Stk F /1% 50| Aerd 4 okt Pk

—_

1:0]

B 72 B2 7| QuAR 0] Aounet BEY NHOR BEY & U
el o 19| geele] AR AolHRst AHE Ve & GRS S
Ao T8 . Afo|HESQE 7|2 £ 34 (the Framework Core), ZZ21}YU
(the Framework Profile), A% ©A|(the Framework Implementation Tiers)®

pachit et S E "—Hé‘.f’_ 5117}71‘?_}*1*.::1 T FES ARl 354l I

Apoluirol 8, A} FxrAHolw, 7k 7|3 uimr?—-_lg HEE Al AH2
Az}, olgst ZEule % ESA B 7|2 EL g 7|Ho] I Alo|HHE

233 1 7180 7Y 87, e, Ak ?:,_Ti]/\] 7] 2~ 92 Y3t}
J.Lirﬂo]_?:]—:—l A5 51'7—'“ /\]- ]tﬂ_ui_?_]_' Lol R T&ﬂ‘é = 7]_?‘:]_-%9] Ao EAS
gelsta olshg 4 Ut 1AE AZUE

96) DHS, Atel¥] AHUE ¢ ¥ T2 I (Critical Infrastructure Cyber Community
Voluntary Program), https://www.us-cert.gov/ccubedvp, 2015.11.15. 5.

97) NIST, =7F7|HFAAS] Alo]HKHQF /MM 98t T YUY A(Framework for Improving
Critical Infrastructure Cybersecurity), http://www.nist.gov/cyberframework/upload/
cybersecurity-framework-021214-final. pdf2015.11.15. W&

98) NIST, =7}7|HEAA9] Alo|HKEQF 7HAS 95t T YYA(Framework for Improving
Critical Infrastructure Cybersecurity), http://www.nist.gov/ cyberfrarnework/upload/
cybersecurity-framework-021214-final. pdf2015.11.15. 9. ¥kA W] y-89] &L o)1}
Zt}t. “The Framework focuses on using business drivers to guide cybersecurity
activities and considering cybersecurity risks as part of the organization’s risk
management. The Framework consists of three parts: the Framework Core, the
Framework Profile, the Framework Implementation Tiers. the Framework Core is
a set of cybersecurity activities, outcomes, and informative references that are
common across critical infrastructure sectors, providing the detailed guidance for
developing individual organizational Profiles. Through use of the Profiles, the
Framework will help the organization align its cybersecurity activities with its
business requirements, risk tolerances, and resources. The Tiers provide a
mechanism for organizations to view and understand the characteristics of their
approach to managing cybersecurity risk.”
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T Al[HES} E0 SIS gslo] Alols ARUE ¢ U 2L Alo]H ARUE
C ¥ m2 73 34 9 HlA1A] Z(the C Voluntary Program Outreach and Messaging
Kine 7idsto] sig =19 ofsigriEs W&t Hoh 183l & T2 09
S AlolHERtF ZHAYYIE =YstrA} She Fzolut 713%E°] DHS, B =457
o, TRl Algshe AlelH 9 #E| Ae] B dEE & EE =tk

. AfolH e

FBIQ| AtolH| B3 AF(Cyber Shield Alliance, CSA)Z “H Y VIEYT L
G4 7]&] dish AA1A R Alo|HEE Wofstal th-85k7] 19t FBI AtolH H<et
SHEUA] 71802 ¥ BES S1of ¥ o] AMIEE ) CsAL Tl ¥ 4
=] FoAE AT 8t oYzt i ¥ @] HE/FE Hostal &Skt
A 4 JEE et w8 SHE AlFR CSAE 5, A9, FE, F5(State,
local, territorial, and tribal, SLTT)7]¥&0°] Ul=r AlWIES AEL2HE AL 5
U= HAAHolE= A AAlstaL, SLTT7 | @t 249 oA AAE 5
IR L= 5

A3E S AlolwetE. A
1. E2 8 MO|HZ 20| £5

o] 24} T U(FH) AT A9 £ FH FrAolgk= A BAA o=
SRS At S AIHE AL THAZE olojA @41 glow, 11 #4 Fofo
He| gt ople} JFEE AA7IAL it} o]of] tiste] wl=-F= HARMEAE
2)3l(the U.S.-China Economic and Security Review Commission, UCESRC)=
20149%= O]3] HIAoA tZa} o] Bs]al Qlr}.100)

99) HAYPAo[HAIE (Law Enforcement Cyber Center), FBIS] Ato]¥ w5 ASHFBI Cyber
Shield Alliance), http://www.iacpcybercenter.org/resource-center/fbi-cyber-
shield-alliance/, 2015.11.15.H&.

100) ul=-5= FARMEAEY]ASI(UCESRC), 2014W%= 9J3] B 1A, 22 34Z http://origin.

www.uscc.gov/sites/default/files/annual_reports/Complete%20Report. PDF
2015.11.15.51&.
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20149 U= S5 Abolo] B 452 AAFH7|F(World Trade
Organization, WTO)°ll 34 AbdEo] A =AY o] ol ot 12k
Faddls T 240 oAl Ho] #RlE0] AYd Ae A7 ot Yl
< 5ol A=t Fo= nl=EFEOO)l sl 714% U WTo2] #As e
(Dispute Resolution Panel)> 1]=9] F4-& Hlolgo], Fto] 0|+ Az
S|E#t, rare earths), I8 (antidumping), AA®A|(countervailing duties)
o gt EHARl +EAIRE 7Hoke ZA2E AAF. 1Y S AUE
FELE 79 BAo] o A5 siaEA] EstAY ot TRAAIE F5tal Qi o=
F=0] HEgo] #ste] WToo EisHA] gk= A, nl=9] 7leS S50l ol4dst=
£ Asl= dA3k2 Alocalization requirements), T A G ol tist A]
8L As| & o] ZFH. [T

=9 Al Aol FAE HEW7] ft vj=o] 2% ko S5t
2014990 F=r2] BA| Avto] P= FASHAIA] . 20149 5¥l= vl
AYFR= ol Y] SIS 5 719 vl SAF 2 R SA T2
< AR Ao AL (cyber-thef)& A& FoA= 7|43 =2 U=
oje} Z2 Fol| B AtolHERto] Adt vl=Ie] PR ES Sl U=
A 2ZE0] 3 st=go] SAEA BEXAE HYH. F=0] ot
252 A& g AAA 72w 271 g2l v=e] 254 geeze
1 ZEFdE vH] ofHE AeR w1

101) vl=-S= AARIEAEYLS|(UCESRC), 2014¥ % ]3] B iA|, 2Z& 34% http://origin.
www.uscc.gov/sites/default/files/annual_reports/Complete%20Report. PDF
2015.11.15. 9. & FEo| oist 9% k237 2} “Trade tensions between the
United States and China escalated in 2014 as key World Trade Organization
(WTO) cases advanced or were concluded and the U.S. Department of Justice
filed indictments against five Chinese People’s Liberation Army (PLA) soldiers for
engaging in state-sponsored, cyber-enabled theft of commercial property. The
WTO Dispute Resolution Panel ruled in favor of U.S. automobile imports.
However, several trade disputes with China remain to report subsidies to the
WTO, localization requirements that force the transfer of U.S. technology to
Chinese firms, and restricted market access in several industries. [...]China’s
cyber espionage continued unabated in 2014, despite a concerted U.S. effort
since 2013 to expose and stigmatize Chinese economic espionage. In May, the
U.S. Justice Department charged five Chinese military officers with cyber-theft
from five U.S.-based corporations and a major international labor union. China
responded to the allegaions by suspending its participation in a bilateral
dialogue on cyber security and by retaliating against U.S. based computer
software and hardware firms. China’s material incentives for continuing this
activity are immense and unlikely to be altered by small-scale U.S. actions.”
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S92 o3t AlolHBhE B89t A4 FAYS AHES} Al o]Hol=
< 5 WY T S=E Aol AlFTRL 7] wiEe|H, =Y AtolH
252 F7REEERE oty =71 BA] e fsiA e EdsHA E-&5 L Utk
=2 S5 ol2fet A52 Sl Hist] ¥ g=9f WA= A E o%
37 He A PEFAHeRE WAL Qlnh vl AXseAlE(Federal Bureau of
Investigation, FBI)O W=, v F= A2AHEEE)S] H-gdh= B & 19
A79] dF = A Anpo] EEo] Hdshs 2EARI Hte FAYITH102)

DOJE 20109 20 A&AH deite #31, & Jgih dieguAd
(Executive Office of the President) &% A| A AL P2 A TA (Office of the
Intellectual Property Enforcement Coordinator, IPEC)1033} $H74| A3ttt IPECE=
20119 3¢¥ AA| 2ntolo] WA P 2049 oo R AF A oF k=
A8 AARIL, olet oA 3o HAP L0 7|23 I AehdHS 53
AH S St £ e E vl FPYUF|(U.S. Sentencing Commission)ol] A|AS
A2 9J8jo] A1t v} Sick100

Egt FBrE $39) Aolw o] BA WY HEUA 2P B(strategic
partnership coordinators, SPCs) UWEFE &85l Qltt. SPCE= Tl AHo
(20134 7]222) 15,000707F de& A=hd2 FAISHL glon, o] g A
719, 25713, HRUAl 528 =0 Utk FBl= SPCE B85t T A7
U Iz 143 dEsto] 719 iR A 9 Atols Mol 2ds] iS5t sk
Al =Rttt

&

ot ¢

102) Christopher Munsey, = QRFARHEBI), AAIATIOl A7 AHE B3 79 Hof
ol X9] ZAA(Economic Espionage: Competing For Trade By Stealing Industrial
Secrets), https://leb.fbi.gov/2013/october-november/economic-espionage-
competing-for-trade-by-stealing-industrial-secrets, 2015.11.15. %%

103) A4 B2 HTAIPEC)S vl= A 593t &4t S E el o, 7|
WARRY JRE 2sto] EF0L dfjekE 71X = AXRIAEALE v AL 11 UF=E
stct. https://www.whitehouse.gov/omb/intellectualproperty/ipec

104) AAAAEP2FHAIPEC), 2011 A4 AR ol et = A4 QAP 2FE A=
1142011 U.S. Intellectual Property Enforcement Coordinator Annual Report on
Intellectual Property Enforcement), 10%, https://www.whitehouse.gov/sites/
default/files/omb/IPEC/ipec_annual_2011_report.pdf, 2015.11.15. &
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n]| AR 5]= ofdo] F7Fsk= Y@l tiote] 2012 U105 Foto] HA At
o] 5ol QA A= AoA 719l Hdff 500,000 USDOJIA] 5005+ USDOZ HH3
BerE 7153 Yot Al Auto] YAE AAE RAE 719 1L 1005t USD
O] HFoflA] olAl= EFIeE YFHD 7HX 9 Al viZA= T Ajtke SR T1E 1
O)3)= g B Y37t A Anto] 9 FAHE Ao et FF7IE= HESHES
AL, olof Wt 20139 % 5 €3l ol2fdt HEo] Ut FFlES 294

SN2 AL SATLE100

2. United States of America v. Wang Dong, Sun Kailing, Wen
Xinyu, Huang Zhenyu, Gu Chunhui At (2014H)

2014 United States of America v. Wang Dong, Sun Kailing, Wen Xinyu, Huang
Zhenyu, Gu Chunhui A2 df7d(hacking) @} #elsto] A& X HE FARE A=
A2 o]Fo7l GArel2k= Holl 2127 Utk Wang Dong 9] 4912 S=ARIs -
w102 2006WHFE 20144 Afe]Q] 717t B2 Westinghouse Electre Co., SolarWorld
AG, AlUnited Stated Steel Corp., Allegheny Technologies Inc., the United Steal,
Paper, and Forestry, Rubber, Manufacturing, Energy, Allied Industrial and Service
Workers International Union, Alcoa, Inc.2] YA, 24 4 BF AlE AR 52

k2 A= gt AHFE o, A Ano] 59 FYE 71AE .
2 Ao digk DOJO] 20149 5¥ 1994 g4+ oh= 2tt.107)

105) AAAAHFRATAIPEC), 2011 AAARLE o] Bt vl= AARE RS AR
3142011 U.S. Intellectual Property Enforcement Coordinator Annual Report on
Intellectual Property Enforcement), 10%, https://www.whitehouse.gov/sites/
default/files/omb/IPEC/ipec_annual_2011_report.pdf, 2015.11.15. &

106) AAAAEYZFDAIPEC), 2011 AAAARHo Bt v]= AR PG T A=
1142011 U.S. Intellectual Property Enforcement Coordinator Annual Report on
Intellectual Property Enforcement), 10&, https://www.whitehouse.gov/sites/
default/files/omb/IPEC/ipec_annual_2011_report.pdf, 2015.11.15. %=

107) DOJ, 4d4 o5& 9o vl= 719 9 a5 xES AHE Alo|w Axto] F9IE Tt 5219
Z=at 37 714(U.S. Charges Five Chinese Military Hackers for Cyber Espionage
Against U.S. Corporations and a Labor Organization for Commercial Advantage),
http://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-
espionage-against-us-corporations-and-labor, 2015.11.15. %
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108) DOJ, AA4 o5& ol vl= 719 9 w5 x TS AHE Alo|w Axto] 9IE gt 5219
St 1A 714(U.S. Charges Five Chinese Military Hackers for Cyber Espionage
Against U.S. Corporations and a Labor Organization for Commercial Advantage),
http://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-
espionage-against-us-corporations-and-labor, 2015.11.15. &, 5 RHof digt &
EL 27 Zt}t The indictment alleges that the defendants conspired to hack
into American entities, to maintain unauthorized access to their computers and
to steal information from those entities that would be useful to their competitors
in China, including state-owned enterprises (SOEs). [...] U.S. Attorney General
Eric Holder saidl,] “[tlhe range of trade secrets and other sensitive business
information stolen in this case is significant and demands an aggressive
response. Success in the global market place should be based solely on a
company's ability to innovate and compete, not on a sponsor government's
ability to spy and steal business secrets. This administration will not tolerate
actions by any nations that seeks to illegally sabotage American companies and
undermine the integrity of fair competition in the operation of the free market.”
“For too long, the Chinese government has blatantly sought to use cyber
espionage to obtain economic advantage for its state-owned industries,” said FBI
Director James B. Comey. “The indictment announced today is an important
step. But there are many more victims, and there is much more to be done. With
our unique criminal and national security authorities, we will continue to use all
legal tools at our disposal to counter cyber espionage from all sources.”
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109) =9 =340l & 4= glon JAA} F= 1 @d7|dolch
http://terms.naver.com/entry.nhn?docld=1687331&cid=43792&categoryld=43793

110) M&Lak(®E),, <http://www.npc.gov.cn/npc/xinwen/lfgz/flca/2015-07/06/
content_1940614.htm)

111) BEOHrA, http://www.boannews.com/media/view.asp?idx=47184&kind=3

112) A+%, 3= HEAIPAHECD] F2 W8 o9, olwet =4 A1083%, =9]UH
FAFA, 1%

113) Mt AR R L XS

<¢http://www.npc.gov.cn/npc/lfzt/rlys/2014-11/03/content_1885073.htm)
114) TR ARIRIEIE 22,

<¢http://www.npc.gov.cn/npc/xinwen/2015-07/07/content_1941161.htm)
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2 F2, HERD Het A-r18-S4, HEYA 23RS, HEHNZ
ZHEERL RUEY Pt 3FAA, ME AY, 74 F 78 687l 2F= FH4H]
ATh115) E3F UG- A HEHT Heb} b, ZIFEES, EHFEA B2
o= ot 110

1 FolAE Aol Z2 AtolHE et 7Y o] w2 FE2 HEYA
HetF} o] sigshe 2Foltt. 'S= HEHALAH DY F2 W& el
Ae Td W8S olFA FEdth

YEAT Het 9 Pdxt FHsiA = HEHIE ol83t AEAE B 24T F4]
250 i AABIHE9R), HIEEYA Het shE 7iske Aol izt 4lare]
2 FASHL lt(A102). =7hs YEHA BEE AlstL st &
2 FAT 257t Aem(H112), A, §F, olvAl, 2F, 0k, 58 5
o] FHEAL 7 FHFAE 71 HEHA Bl met Y ESS Het
AZZ 2/t Alsor dth(A122). I7e HEYAL I EIAEE
AR5t HEAD AR S HE BeAlEo] 7]l weh Wi Het A
=9t Y AL, EREUARE Aok, HEHD HE TAE Ve
ZAE Fshs 59 IFE oot AI1T7R).

HEYS agn] 3 Heb dgAIEC digt 4 S 3 A= Aol
daiM e skl A=ElAI19R), =7 AA B2 8 Aol Eekd P <
SOl A Aol FAT AIF F52 o] AASIL Y ES HEY
9] b Al 1 o] goll 3loiA ARATZ Falstal hA20%). HIES
3 AR BAIE 71 Solu HEEA AE|20] AlEe A5 o84S| A
ARYE A5S 2750k gttt

ES =7k T84l BE 5 IR HESL, ouX], 1F, 2 38
S T, AY, Sk, AREA 5 TTAVAEOR] £ JHALH, A
HED, AF0told =712 5 HEHA, ol 8AT B2 HIEHA AH|A
SEAZE & HEshs HEYAE A4 FJEAnetz XHstal S8 Zosto
of q(A25%). ol A HEIZete] HPH2 UM s, ol
AEEZ A B o oY, HIEYA AlF B AulA ol Al B AL vid
Pl B7F ¥ BHil 59| FAIE Wotof 117

|

ol

115) ®HFFA, http://www.boannews.com/media/view.asp?idx=47184&kind=3
116) AR, 3= HEHIPEHERDY Fa et 3k, olaret =4 A1083%, =3 UHR
AFA, 2%,

69
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YEQSE HE Asl] U Aol B4 AN L BYPRD
A 5o] B 2 HE AolHeleie g 71EHel YL obd & ek

T3 e MIYEED 525 B9 HolHE $AT =S 9] 119

MAPHE T} BAste] YEHD AFdRe AAYE BHeA = vpdsiofst
o AJDGEE AL 082 ths We okl 52414 - /9 52 BAIsH
o ARGAL SR8 =S Sl JITHAI34~39%). o] HIEHA ARAk= Al
She Aul Aot 8% AJYEE AL Holl ofStus MAPEE =8 &
A 5 JLem(H35R), o 8AE ool o 2]l FH dith A
BEJFE 27 Hisf e 87T dH7F ATKA3TR). HEHL AR
=8 FeA AIREE EYor HESY BE 4 ITHAI38R).
A7) FEL A2 AR ARARTE AP EE A D AT WHEA]
Sl HB(AH312)5eS oalstal vk Aol A AR AL ARAR}
© T AlE B AEIA ol Al 571e] BEbAN FsolstH, ~AE IR
S 583 golge Adljorst, sfeldl A Beut sfiel 71 B ARl
5 35 B59 Hebgrio mEtolettt.

S ES} AT YEomE, HEYT ARdAIAl =1 g A 9 Hal
(H40x)E Fafdhe o, JAPE ESA} Adohe ARG EL SW Al SAL
7t AlEshe swe ofelaQl RIS Zsiu 2 JHEE dHshy Ag
At oPHEHAIAIR), =7k Holl 8l SA1E FE] Hsl YEAT AR
A AEFE R A 55 87T 7 UAHA43D). °FF o7 FaL 508 fiete]
o] FHEY AR ©e)7E siAE e ok ¥iktel e HIERS AAdR=
SHAES WP, A5 S, A, At UA, 715 B 59 2AE +F5aL
|71l Harstolof gt

ot 7R Bl ARISEAA 28 A8 =5 B A, AR, ATA
AR AHe =549 59U Tt R AHolA HEHAS Aol Hiet 94
RAE AY & UA=F SFAHAS0R).

e e

2

117) 19, 52 MEYZLAUERH £ H8T} T, ol%et = 410835, HHYUR
NERPES

118) 79, 5= MEYIFAURDY 2o YR} g, olsel = A10835, HHYUZ
A, 4%,
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o=

npAlEre g o] WetorMs Sl HEAD &4 B el it =457
SAIE e BRI . & =457 S 221l HlolEof M
Stal JHEE AT A, Tyl AutEe A AR ghitke AXT AT
APt AL FHOR Sl IHHA3R~502). 53] MRt FE5E A2 443
Z2A o7loM= S ite FEQ] FE dis) At ASAANE E 5 =
S 7IAsHAL Ql=Hl, ol AR7H SR dRAHeR dAEIRE A
Aoz HEALAA g3 AARE ZolH.

A4E = gee) Aojsiet 4
1. ¢el B E(Department of Justice) 72

n]uk M Attorney General)22 1789W U2 H(the Judiciary Act of
1789)°] <f3f A3t olofM AF HMFH} 18709 HEH Aol et HE(the
Act to Establish the Department of Justice) S3 AHHATH

o = ¥ A, Fistate) R A H(local) A, =7PHF 9 ZNE, U=
] BA, PP 54, B 9 45 59 AFE B85k § 39719 22 0® A4
of ity 1 RAA A= that 2o

U.S. DEPARTMENT OF JUSTICE

ATTORNEY GENERAL

DEPUTY
ATTORNEY
GENERAL

Approved by__~

et &

[ Q/{m,«.,. oate: __6/5/2015
N

nnnnnnnnnnnn

[12 3-1] & Ay REo| XXIL(DOJ Organizational Chart)119)

71
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AYHFELY 39709 227|F] e & ¢ AHEd tadt E.

(Z 3-3) % gerHaso| XX|7|31(The Department of Justice Components)120)

LR
EEI EEETEN
(Office of The Attorney General, AG) (Office of The Associate Attorney General, ASG)
HERREA SEARA
(Office of The Deputy Attorney General, DAG) (Office of the Solicitor General, OSG)
X4y
AL MHIAH tHey
(Office for Access to Justice, ATJ) (Office of Public Affairs, PAQ)
B 24015 A
(Office of Legal Policy, OLP) (Office of Tribal Justice, OTJ)
UHHFH

(Office of Legislative Affairs, OLA)

==

B Eelr|

QIEE YYE
(INTERPOL Washington — United States National
Central Bureau)

AT
(Federal Bureau of Investigation, FBI)

N A

(Drug Enforcement Administration, DEA) (Criminal Division, CRM)

AHHHANR= DfFHA R AEHHEE AR S

(Executive Office for United States Attorneys, | (Executive Office for Organized Crime Drug
EOUSA) Enforcement Task Forces, OCDETF)

TR - 37|14

SOk : :
(Bureau of Alcohol, Tobacco, Firearms and Explosives,

(United States Marshals Service, USMS)

ATF)
F(state) I X|H(local) X| 2T
AR K| Ag] K| AMH|A
(Office of Justice Programs, OJP) (Community Relations Service, CRS)
ICL?'A@ ?%ggjg ity Ori | Policing Servi OIES=EE
(Gffice of Community Oriental Policing Services, (Office on Violence Against Women, OVW)
COPS)
HE U & XANZ2EM
HEAZ= a0
(Office of Legal Counsel, OLC) (Civil Division, CIV)
M= olH=
(Tax Division, TAX) (Civil Rights Division, CRT)

119) n]AYHER  ZALA http://www.justice.gov/sites/default/files/doj/pages/
attachments/2015/04/27/doj_june_2015_2.pdf

120) vAHER 223, AR T3 9T vfFY(Organization, Mission & Functions
Manual), http://www.justice.gov/jmd/organization-mission-and-functions-manual



HN3E OI=2| ALO|HE|2] HEH AL

E 0 2 NEEN
oHE-RE= =710t =
(Environment and Natural Resources Division, ENRD) | (National Security Division, NSD)
S=EE= IR =

(Antitrust Division, ATR)

(Executive Office for United States Trustees, EOUST)

M

HEEW

EUTHUAARA
(Executive Office for Immigration Review, EOIR)

SEETY
A= A=
(Federal Bureau of Prisons, BOP) (Office of the Pardon Attorney, OPA)
O]=37 AR 23
(United States Parole Commission, USPC)
22 U 2= 24
At ASUE HYEA
(Justice Management Division, JMD) (Office of Professional Responsibility, OPR)
UE= ZENEA
(Office of the Inspector General, OIG) (Professional Responsibility Advisory Office, RPAO)
7|Et

HHoIE T He 2?2

HEEY

(Foreign Claims Settlement Commission, FCSC)

(Office of Information Policy, OIP)

W o
+3= A=
Investigation), T}k
HH . ﬂ_7]
=HBureau of Prisons), AFHAA|E=A(Office

OF% AH]A(U.S. Attorneys and U.S. Marshals Service)?} -2 ARPHEE

So] xgpichi2)

121) v EE,

A7,
(Organization, Mission & Functions

olu
A5

FIHA(Office of the Attorney General)?] YF-+=
AR Aol ool o
4 A=(Drug Enforcement Administration), QLFF-

2> Bureau of Alcohol, Tabacco, Firearms and Explosives), S5l

, B3 9 w9, dy

L ojupHIH o] 3

>1E

S Al=HFederal Bureau
T}
jm

o_>.i

H:

of Justice Programs), XAAF 2 A4t

24717

PR, W 2w
Manual: Attorney General, Deputy, and

Associate), http://www.justice.gov/jmd/organization-mission-and-functions-

manual-attorney-general#asg
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HEXHA(Office of the Deputy Attorney General}<> 19500 A=t W
FARS: AYHFRAA 5 AR 52 290, g A 29U Alsskal
1 GRS AYah 1 H9le AYHTE 8 9 12 039) £ 9 o]y 18y
BE @R ) 247750 e AAel gEs A ke 12
H BARA(Office of the Associate Attorney General)2 1977¢ ST
o= FAHoH, M FES QFRoA Al WAE w2 9ot
HE AR Hde] 19aeRle] dYoEA WS e Bt
3t} 123)

)

o,

2. HR 20| ALO|H{OHA TR R

2014 129, vl= HFR= Afo|HQbE e} 6}0:] Ato]H ERFKCybersecurity
Unit)s AE3H0EM Ato|HlF] FAF 9 o S5 Jo5ict 129 Alo|H Eotk=
7120 AFEHA 9 AFPAE(Computer Crime and Intellectual Property
Section, CCIPS) Aksto] W4Tt Aoluuoii WA My} theae Bs]
Sfstol, “ARIAI O] Bt WA Fojeilnt HEHRl (e ARshe 59 s
2A9] e Syt uiE Fi 2 sfe) wE 2ol Aol AL
A 9 ZAHsl] QIsk aabE Q] WA AP Lo st AHE AL 1hz" 12000}

122) v RR, 22, A%, J93 98 vind: HESE, HERE, HE R
(Orgamzation, Mission & Functions Manual: Attorney General, Deputy, and
Associate), http://www.justice.gov/jmd/organization-mission-and-functions-
manual-attorney-general#asg

123) SRR, 2A7A, O JeT % ol WRgE, WRAn Wy g
(Organization, Mission & Functions Manual: Attorney General, Deputy, and
Associate), http://www.justice.gov/jmd/organization-mission-and-functions-
manual-attorney-general#asg

124) $=RIEHZSY, Bimonthly-58, "= HE(Do)), Afo|HHA A8 9 Ht 31E 3t
ZAM A, http://www.kisa.or.kr/uploadfile/201412/201412301110107707.pdf,
2011.11.15. &

125) =1 YREY, Bimonthly-5%, = HEF(Do)), Ale|HH %] A% 9 Het & fIgt
ZA AIA, http://www.kisa.or.kr/uploadfile/201412/201412301110107707.pdf,
2011.11.15. 5%

126) SH=RIEYIRSY, Bimonthly-5%, Ul (Do), Aol 4% 9 BT 3sIE st
ZAF 414, http://www.kisa.or. kr/uploadfﬂe/ZOl412/201412301110107707.pdf,
2011.11.15.5&.
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7t D SA-S E AFOIHALAL Alaro]] Rl <A A 1.0

AlolH Hotk= g AR A Y8t opet AlolHRF 9] gabd g flgh i

HY 9 AEZQ AA9 I g st} v nt A2 gL 7t
7149] T AQ1 AtolHEQt TeY-S Aefotal Ato|HHA Hof LA =S F7
Qsffolct. oo thet H2o] AR E 20159 4¥of T3t WSR-S D Alo]H

Atal Alato] et Q<A A1 (Best Practices for Victim Response and

Reporting of Cyber Incidents Version 1.0)°] {1t}

& BIlA= AfolH ARl WA Al Al&stal, a82]l g3l ALz QIeh msfet
1 wsEe] dels AR gEchet A aavte HE AR O BEe
THgSE 71820l ArolH ARaL A1) -3 Al /St Fal HiH|Al7 :
23 ol2et W8S 8ot AfOIHARL FH] A AES AtolH It HY
o, 34 4 AU T, I olFE Wro] H7] A Algs| & g

U ZAAZEA ALA(CSIS)/HEE Alold] vs HAE7} e Ego)lE
(20159 3¢ 109)127

201549 3, FAFZFEAAFACSIOLY HEFDO)NE H=4 Alo|H 5 e}
T Afo|H Rt BIZE AR7ES0] Jolshs SRtH oSS /IFFT & Iole A
oJHEF HH 9] A&Eo}2 =] AT Afo]H f]o] 1 2H T4 HEHA
£ Ho57] Y8 ¥Ixt o] ARSShe(T1E| Al ARESHA] Se) 71so] Wt HEE
/\70 128 71 Ex%_g_i 611-1—4-

AlolHEQIO] 3= I & EP%EEIO%OM w=0jE] AR tigfd oz the
I} ek Aol H5.9] B, AlolH WIE 53 B3 Alo]H AE 4, §A e
of FA, AA DAoA ol&Ql Afolw & 3, Ci.ﬂ(:“z")OH d(hacking back), E
29l Ato|H H} Fo] 1Ao|tt.

=4

127) 55, FAAFEAATA(CSIS)/HEHF Aol WS HAEZF 2R EHo]E(CSLS/DOJ
Active Cyber Defense Experts Roundtable), http://www.justice.gov/sites/default/
files/criminal-ccips/legacy/2015/05/18/CSIS%20Roundtable%205-18-15.pdf,
2011.11.15. 9%

128) MFH, FIAALEAATA(CSIS)/HFE Alold BT HE7E FREE|o[E(CSLS/DOJ
Active Cyber Defense Experts Roundtable), http://www.justice.gov/sites/default/
f1les/cr1mmal ccips/legacy/2015/05/18/CSIS%20Roundtable%205-18-15.pdf,
2011.11.15. 9. 1%,

75
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of-0] AMO|HH|2| ST Y A

A5 W% FRAEBTAY Aojuct BEAT
1. 0|2 ZEAPHATLL(National Institute of Justice) 702t

tl=r FHAPH A (National Institute of Justice, NIJ)}& ||= HFF Alsh A+t
Az For oz ¥ gl APH| H Ak dAteto] #Fel digt A
0|1 HHE Aok HetE AlAske dge 99t

geol Y st nl= A FE(Department of Justice) AFHE A
(Office of Justice Programs)2] QIS AAotal S=843tc}. AFIHA|= TSR}t
AR s 18al FHe AEriee] F42 Ea0 o8| 2HEH B HRY
¥ 3T B WA 2|3 sAAEIeke] dEor AT XYt

FYAYATA TR o] Mok Bae ohewt 2k i)

1) fst7ure] HALAPH AlSH Z2{(Fostering Science—-based criminal justice

practice) : 714, o123} A1Ele] kAL 95t FeHd AT A9

2) XA M2 29| MeK(Translating knowledge to practice) : A AE7H=
o] Az Folg B WA} it A4

(1

sh#o] 3 27

St

3) 7|=&™ (Advancing technology) : 7€ A& ol B

GAAEA 2 A

of

4) StHIX AL (Working across disciplines) : =2]4], 35} =AY, ALS] 7481
2oFg 5% Ho+4

5) =X 2 & (Adopting a global perspective) : Bl H]2] Al2]#] wieta}
A% W2t o]

A=

129) http://www.nij.gov/about/Pages/welcome.aspx, 2015.11.15. &
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. 5297 Hop

NIjo} 9+ woke HI2EE, 4%, okssitl, DNATAY, AEUHE], Ato|uH ]
AL UAE $7, 2214 57 52 FHSIsH 2ot 2 5d-1087 M=e
AT HokE WeE ok HFH BY 71&2 ZAT HFe} Aol o] Fof
+ 78} 9 71%4(The Office of Science and Technology)®] SHEoFEA A7
Aeiof| = 7] &AHE 15 (Technology Working Groups, TWG)2] &go] Hzbet 131

TWGE HAY ¥ wH7]&AlE|(National Law Enforcement and Corrections
Technology Center)®] A& ot A9} 7|87} 7|&S 7ol 9]
HAsh= Mz 7led 25 97] A8 N9 A Qlo] Hdd Ve=dS
el etk E3F o] F HiR o s OAFIA| AIFAE FERATAS] HES 59
Bkt @APEL Qs AT E ZRAES] YT S HESH @TEIH
W Z2AES] YFoRE WUt WHE 7| HEd dEste] Az dd Ve

Swska A1)

_l

o]
=
=

jubo}

5

=

N

|

2. 0|7 S EAHAT Y A AHH|

NI7F BT ol B 2 AEke YT HAEE AT Rolole AR
A (Identity theft), oFs & HAW hA} Alo|H] ¥, =85 do]g(Stolen data)

I ¥3, =4 2A ¥ F(International Organised Crime, 10C)2} Afo]H] HZ 9]

A, A E B Ve, AR 9O A IR vAE HE A Y S

130) http://www.nij.gov/about/Pages/welcome.aspx, 2015.11.15. 5.

131) FAAREY 294 A 7]1&4 D 3AR} (High Priority Criminal Justice: Technology
Needs), 6%, https://www.ncjrs.gov/pdffiles1/nij/225375.pdf, 2015.11.15. W&

132) http://www.nij.gov/topics/technology/pages/working-groups.aspx, 2015.11.15. %,
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7} AR A (Identity theft) 2= I+

NIJ= AV Aol dstof Al A4 298 Lt B ARl
R FEsHL Bl Al AHWONA =8sAY BlY AldoR 55
SYWA AP, ABTIE F AIE, FHE AIE B8 5 BHEFHE A7

b
o]
3

d
-

l‘l
r@

1) AMM™MEHEE AP 2XM(“Identity Theft Research Review’133) H LA oA =
oA BEHHH AP AE] Aol wiEly) He), £5F, WHAE] A&
She AR 229, WH0] B, A%, 123 AMAREE W B

2) MAEEAEE HEXIe| Mkt S CIX|(“Identity Theft: Assessing Offenders’
Strategies and Perceptions of Risk’134) R A= AAARAE HIRE9]
e, 71 9 HY 571 5= Ak A A6k 2201 AAIZs] BlA|
= FFE 2Asto] AArkett o Rt ARk AAIRH

L. o5 9 HAU A} Ato]y] W F|(Cyber-bullying and Internet crime

against children)

NI Bl ) AIThEe] Qe AvtEE Tel3 28 YESITS] Aol 4
£ GolxuA o) w2zt WA §9o] e A7 "ael vt Bl A7

1) 2 HIERIZ2t iSOl HI0|E =3, I8 J12(11 TEEQ| 2A(Technology,
Teen Dating Violence and Abuse and Bullying!3%) E 1A= 7|&AREof wet
Aol e FER9% AdiEe] weaA 0l vAle FFl Het AUE-=
AABEAL Utk 53] 48 HEYA ARIEFo|AE, ESJE, ulo]Amo]A 5),

133) AAAEAE- AT fH(Identity theft- A Resesarch Review) 2007, https://www.
ncjrs.gov/pdffiles1/nij/218778.pdf, 2015.11.15. B&.

134) Identity Theft: Assessing Offenders’ Strategies and Perceptions of Risk 2007,
httpsi//www.ncjrs.gov/pdffﬂes1/n1]/grants/219122 pdf 2015.11.15. %%

135) QI8 YIEQ I HE] HolE &8, P& 183 wEE9] #A (Technology, Teen
Dating Violence and Abuse,and Bullymg) 2013, https://www.ncjrs.gov/pdffiles1/
nij/grants/243296.pdf, 2015.11.15. 1%,
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£} AR S E3) o RolA BT ERYS 2 AUl AH8 T
Aoluhite] W2, 183 ArjSo] At WeFe LT o mERIINE A
SEL MRS AT To B theuetoR o A og)

AEPG ATAIAE AR 55 AART

2) Otz QUES x| 2 Y & F YR Ea 2% (Internet Crimes
Against Children: A Matrix and Summary of Major Federal and Select State
Case Law)1302 §3f obs E=t=T13u], 2] 213, oFg52] Afet BAglol
Foh= "AE dle 18al 221 A A5 wEd SOl et dEet
HE AES AR, oFs ki AEY HH] S Wshs 71s] thest
© M= Were] 284S AAlskiTh

o}, A &Y F(International Organised Crime, IOC)2} Alo|H] 9]
A

N 9] A7} AFikExpert Working Group, EWG)OA+= John T. Picarelli AF2]
Tl BA7E g A 2AHF 0] gt E A (“Expert Working Group Report
on International Organized Crime"137)E UZHAth. & Atolx= @A =424
WAS QTS ARFIS] ABE T 0% Aol WaAe] wEAe) A
o gy BN B BuAY Aol ¥ BY FAEe 0e 2n

0C2] Aol WY A AAH A%, Aol F2A oy ATEGo]
A o7 TElT Lokl ol8d ARA S& TUSHE, 12 AF Laoe
24 9 4 92 Frolnh B9, WANES A% AuA A opE A4 ol
S ok, 12 918 v 1 20009 T Sh] dhe Esfele 1 2elo] 2
SPARE Ele] S 84 A ol B ofdn AnsEe] S HANE
o 2457 olghe Hol At e gojacle] =3 Yek1H EF 10CE

136) oFsAd Qg4 HE T F I F AFH #WH Q% (Internet Crimes Against
Children: A Matrix and Summary of Major Federal and Select State Case Law)
2009, https://www.ncjrs.gov/pdffiles1/nij/grants/228814.pdf, 2015.11.15. &

137) <A A0 oigt B4 (“Expert Working Group Report on International Organized
Crime” 2010, https://www.ncjrs.gov/pdffiles1/nij/230846.pdf, 2015.11.15. 9.

138) =A| AR tifst B 1A(“Expert Working Group Report on International Organized

79



80 of-O| ALOIHH[Z CHSEM Y A7

HeElel A GAje} slepun) 5 Hopo]
2 3ol Aol Bk 2]
T} 139 EWGE 5

¥ 4 9l WHole BRAQ 10

in
AR BG4 D 714 olgsia 1o
714S AR FORH NJE AAHHE AEHoR A

== =
4g BAoR ATE JHst & AT

=

St SAPY EF T

1o
ofx
o
>
o_?_h‘
rlo

(Electronic crime unit) 7
olefiel At
1) FAAPEZ| O] AAPHE A2 9 B4 oo
2) AAPEFLE gAE SA] H3 SHZE T Hr}

o,
o
1%,
ol
N
=
Hl
[
)
X
i

3) HAE 7 FAMHS &
4) NJ9) TIXE HEo Al 716 shasie] tet Ak Ak

A&7 744

a

uf. Afo]e] 54kt U4 AR A7

ApolH] W2 SAle 7149) WA ALalo] ALH o AuEolof sk A,
ZA718e) WEA 247} =] Qo] SAl] ol@ee Axth ol gl

-

9150 NI A7 Bof Aols] W2 24 W L 04D FAS 33 2L nue]
o3t Flol=etele AN

Crime” 2010, https://www.ncjrs.gov/pdffiles1/nij/230846.pdf, 2015.11.15. ., 3&
139) =A| ZAHF || gt E1A(“Expert Working Group Report on International Organized
Crime” 2010, https://www.ncjrs.gov/pdffiles1/nij/230846.pdf, 2015.11.15. 9. 17&
140) <A Z2AHZ0] ofigt B4 (“Expert Working Group Report on International Organized
Crime” 2010, https://www.ncjrs.gov/pdffiles1/nij/230846.pdf, 2015.11.15. 5+ 3&

141) AZXPAZQ} FAAPEAZ (Criminal Justice Electronic Crime Technology) 20009,
https://www.ncjrs.gov/pdffiles1/nij/sl000874.pdf 2015.11.15.5-&.
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1) YoM OXE SAHMAI B8 AAee A% 7Iel=2R! (Digital
Evidence in the Courtroom: A Guide for Law Enforcement and Prosecutors)!42)
NIJ= #AR} eAko] Atolw HZ] ARl e A] F=o|sfoF & Al
HAIMY HAE SA AAYH, TI2|al AR A dE 7o BAE
9] ZA BAY. https://www.ncjrs.gov/pdffiles1/nij/211314.pdf 2015.
111542

2) MAMHE| & A Al E|= NEAE gt X|ZIA (Electronic Crime Scene

Investigation: A Guide for First Responders, Second Edition)143)

NI UAE FA% SA5E] st FRE P9 AR 71719 E7. BHE
ALE, A7), FHE 71719 B5, U4 $AS 2 THsAe] gl BE
of 71719} A2gle] Bat AN BT 2 DAL 0D 5A 222
S5k SAHET} A, WA Ak Al B 22, SA) S5 2 B A%, T9jn

ll

B fol W AxEE A 8 A

3) LIXIE A9 ey Ak QUL HRH HIERZIL S HEQ AL
(Forensic Examination of Digital Evidence: A Guide for Law Enforcement
Investigations Involving the Internet and Computer Networks)'44)

SAb I T gl AT FHE MENDE EUT W, Te)T HHof

TE0) 7ol AGERS Wo] 44 AT BAR FAL AN FA I
z719] AaAT ZA%E0] Bt Aol selele NS Q1o AL BTt 54}

2 #39 WA P9 FEI,

O

142) g0l bAd SAAA HAY7 |} FAES At 7tol=<l (Digital Evidence
in the Courtroom: A Guide for Law Enforcement and Prosecutors), 2007,
https://www.ncjrs.gov/pdffiles1/nij/211314.pdf 2015.11.15. %=

143) AAEE % 4 Al Hzx g3AE A%t AXA (Electronic Crime Scene
Investigation: A Guide for First Responders, Second Edition) 2008, https://www.
ncjrs.gov/pdffiles1/nij/219941.pdf 2015.11.15. %%

144) OXg SA] 35H4 AR et i A8 Ayl AFE YEYZV add HH9] A
(Forensic Examination of Dlgltal Evidence: A Guide for Law Enforcement
Investigations Involving the Internet and Computer Networks) 2004, https://
www.ncjrs.gov/pdffiles1/nij/199408.pdf 2015.11.15. 51
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4) OX[E 3H2t 0|=2] YAAEX|A| (Digital Evidence and the U.S Criminal
Justice System)45)

2 A7 U4 548 RRE0R 355 A8 Sl WaT AR AE
sho, WAl B9 UAY S0 AR, FUE G4a A GHL PRUEs
slo] W] WS HHE Riley v. California AFAY] 9]2J9} J3Fe AASHH A
9 37 Bl WEA AAEENE, S8 A0 48) U YT BEY G
¥ AUz, BARUAR ZejolulA e St Biel Aol 4 AUL AT
Wk ES WEH AHo] B HEUL A

o,

o, 5 A7

NIJx= 20144 H|oJ&| F/35}, DNAGAT, A 2Rl ok JEIF Al2", H3
T3 AL JUS Hlo|E £ 59 Hof AT A Y14, 20159 HA FAKA
Aol o] TeHA Ate] A, F7] QM| 71eA EATA, ARlA 9 53

o
-
st Bolo] A5 A|Yslal glom148) 201640l A A W8HAF Eok(Forensic

Science), AF3] ¥ d4=5+4 7}5KSocial and Behavioral Science) 209 A+E
AL o o]ty 149)
Nyl W2 20409714 S84 02 £ AFIA7F 24 A 72 Bk

1) Y27t HEHME (Bilateral transfer of information between countries)!50)

7} 710] ATHQ ARADT FHE T U] BAPY ARS o 4

g
This) o} S, 0|3 SARL 717e] ALggo] FFolH AUAe] B HuE

145) HAE AL} vz FAAE L% (Digital Evidence and the U.S Criminal Justice
System) 2015, https://www.ncjrs.gov/pdffiles1/nij/grants/248770.pdf, 2015.11.15.
HHE.

146) ARAFYACIA mato]HA] ¥ (Electronic Communications Privacy Act), http://www.
it.ojp.gov/PrivacyLiberty/authorities/statutes/1285,2015.11.15. %%

147) http://nij.gov/funding/pages/expired.aspx?status=expired&fiscalyear=2014,
2015.11.15. 5.

148) http://nij.gov/funding/Pages/current.aspx, 2015.11.15. 9.

149) http://nij.gov/funding/Pages/forthcoming.aspx, 2015.11.15. 5.

150) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. %%

151) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. 5=
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41
o,
I
ey
|
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o
(
o

BE FRATE FRE Al et

AAEe B 24T A0 BT 4 k. 1 23 oplole] BE UekEelE
AL v1A 5 glomz ANl AuAD AAHo] Basithis

2) LCEFSEO| JHSd(Multilateral innovation)153)

A GA AL =AJAPE A vl=elol=t 73S W, AlAl ZF =
S35} e AYste] A2e] JeES wof AP A2de] AR Y W S
Aslel L 4 Sl ok 217t Ayke] Sh ARy Aol 254 e &
2 opage] Ajslo] WAEloloR Teh1s

3) AMH™AO| ZX|X HF(Global dissemination of justice products)159
WA ARE AT, AUY Al TS A Bl the BES AP

A2 Foleh150 o SW, 98P WA A2do] otmellolA
HEAo oY = A7t Sk

A6 ul=e Alo|HERkS: Pt 78] kE(FE AH F AlE)

1. Qt& & MIE{(Center on Law and Security, CLS) 7H2t

-

tl=r e QbE ] AlE|(the Center on Law and Security)= Hl=r 57}
Qmest S W B Be a9 A L A7 S e £ Al Awd
AR} 293 W 1F kb Adle] B HABS R LT B

Al
=

A7} B Qs o)

152) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. &
153) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. 5%
154) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. 5}
155) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. 5%
156) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. &
157) http://nij.gov/journals/255/pages/2040.aspx, 2015.11.15. &
158) http://www.lawandsecurity.org/Programs, 2015.11.15. %%,

HHHHﬁ
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1) HE7|& A= (Intelligence Oversight)
2) AXMA MK 2 AH Z™HLY (Financial Sanctions and Economic Statecraft)

3) F7IRtE SS-TIZt &=: AIO|HQHE (Public-Private Partnerships in National

Security: Cybersecurity)
4) AX|EOt0| 25t #X FME2F (Law and Strategy: Navigating Deterrence)
5) QtEHTL M|O|Lt (Security Research Seminar)
6) W< (Teaching)
CLS9] Alo|H| ¢t m2 72 Hos] HAct= A2 SH72 YF 840 gt
= AE FEdy F3-URE] g 23S @ = £ o
Al 714 8110l AG7iEe] vigo] o] FEel 7|E 1] Bkl FEHREE

AAIBEAL At

4

A, =7re] SA Atolw Qlze} fifZo] RIZkafolH WIxtAfG YEHI=
1=R=)

Zopio] Ak SHAY thEE BoF 2X|E wbsEolN Aaysjolok dk
SA), Wrkago] A2 41 Aol F1eh wIEl AolH FiEo] B3go) Hck

AR, AtolH FEAFS eofsty] 3 AF7F o2 sk ARE gl Uzt

710l B 9.

CLSe= & Woiishel i 288 Ao A2juig] ofn Ate]H Qe A&7}
o} SHEE9] HA 5 ATE AEsto] FR7|HT} 7| E0] U AlEd 24
iAo 7]ofsta ok E3F HFETE 9 AR Yol FA, wtjojel ARFUA A
FAQL Festo] QAT AWUE wiSs ZAZ]S] 7%, o, Hol wet AFE sfe
At 2013-149 0= YAE A9 QHE, FEA AR AXECo], HFE HE
9} AtolH EE Al A”l(cyberphysical system)oll 272 S5=0] AtolH] QtH
Wit Yo - olgrol B AFE XFPL159

=
.

159) http://www.lawandsecurity.org/Programs, 2015.11.15. W&
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7}, Atol] Q. At (Cyber-security Task Force)

S AAI317] 93l Aol

oh AR MtoITh. MRS A R FRAN WAE R AFT S

A, 71 U FAA S TP HEARA THYER o|Folq it THUS
A

F5o] Pt =0} A

o=

e
gl
1E
2,
)
9
>
»
g
ok
S~
o
=
5
Y
jaky
f[rt
)
ok
:?:"s
i
)
i

3) ALO|H 22 20| Ciet =M 6= o et ZHatK|

L}, 2F2-EH|olE Y 3]9] (Roundtables and Conferences)

CLSE ZH-CHo|E, =A|3]9, 35 EEAM 52 AlEQ] FaAJoE B
Qlt}t. o] T4 dL AIES vHgro g7 FIHAQl AEe) ulzko] HES Aok
[AES B4 jAHRES Hiltks S0EeS Wit o2 2014, 2015
H CLSOIA XIgH Ato|H] QhE 3]9]9] ofjo|r}.

1) HEO| 22RE HIO|E TZ0| &t MIEX|Y! (Symposium on Government

Access to Data in the Cloud)160), 2015:

upo| I 2 AT EARR} HEsto] Skt AA; FH o] thet HHO] HHH4lo)
FHE Y, =48 HY TS FAR EES AP

2) AO|H 2| 2257 = WA LMSH= HE (Cyber-Ethics: Emerging

Issues and Evolving Laws)161), 2014:

160) http://www.lawandsecurity.org/May-26-27-2015, 2015.11.14.5-&.
161) http://www.lawandsecurity.org/December-4-2014, 2015.11.14. W&,
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3) ALO|HOrE EHOY| 2hot S8 T2 (The Law of Cybersecurity: A Multidisciplinary
Perspective)162):

Koljelel qI7kR, Ajoluiel At Aol Bl Wst W Aoluiehn

ope] Sl sl Bt 9 =EL At

2. MH Q| A+ gt

CLSY| 7= i 2 2S AtolH QtEo] BAFTH

CLSS| EAQ] A5 gZ/2AE gj&o] #el §¥H (Terrorist Trial Report
Card, TTRCI37} . S7F71RMAIO] Higt REE7} 200199] 9/11 H|Z o]
AFR]A olpale A& Rt CLSY] & A7 SHAOlA et olRE &
& 5 AH & A= 9/11 34 o|F AHE 84 WA 9 ¢ WS
et olshE AlarskaiAt sk Ag7HA] F12702] TTRC A7-&°] SHE]Ih TTRC
of = F HuA9] Bt YHAL AL FHAGAL 50| H2EE Y d4E
Af o2 ml= H AARS WA g%t FUHE 571 Hdolthi6d)

71 8F9] CLSY] A= CLS AFoJHIEOF H-ACLS - Cybersecurity Research) NYU
Blal oFHo HoF HE(the NYU Review of Law and Security), PHE ¥ £4/(the
Bulletin on Law and Security), 72422 (For the Record), AFH EXHEvent
Proceedings) 5° At ©] & CLS AfPIHESE A= AF7HA] Al 79| &=l
A GAtolEof AR = o] QUeh165) 7P 2T SWES A4 oj# 131 =7?
FZdo] F7FoRR] Z AfojB] £18 Fefol|(From the War Room to the Board

=

=

162) http://www.lawandsecurity.org/September-19-2014, 2015.11.14. %%

163) http://www.lawandsecurity.org/Publications/Terrorism-Trial-Report-Card

164) St2 ¥ AE(CLS), HHZAE t-2of Bt & HE(Terrorist Trial Report Card: U.S.
Edition), http://www.lawandsecurity.org/Portals/0/documents/09_TTRCComplete.
pdf, 2015.11.15. %=

165) http://www.lawandsecurity.org/Publications/CLS-Originals
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Room? Effectively Managing Cyber Risk without Joining the Front Lines)& 2015
| o"ol SWEQoH, 2014¥0l= FY ofF Afo/HEOF PIFAY Alter the
Breach: Cybersecurity Liability Risk/t} Afo]sliE2 o} BFEL]R]: wlzFglelo] 4] 0]
(Cybersecurity Partnership: A New Era of Public-Private CollaborationV} 1tt.
ol Al 79} =0l BofiAl= olFo St AWHEEE SR,

o] Qo= 5 AlE ATAE9 2=, BAF 5 4091719 vl sl H =9
utolE &9 HiEEAL gloH, si vrol= AlA F=2] UiAIR] The New York
Times, The Wall Street Journal, The Economist, The Financial Times, Foreign
Policy 52 ZE3itt.

7F. AR A A o AR A R? A A0 JTFeHA] AL AtolH 13 #

5171(2015%)166)

B BN RS2 AfolHRE QoM HIZHRE O F84S AASHHAM:
2= U7t 7IY9ES 15 A48 AACHE kAl I AlolH s W
o] AU o]9fE ¥V fIsiAel7] weol AMd Y B G A FAIE0] Aol
H o &5 o] Utk LI o]Het Ato¥] AL Wi 2= F RO XY 5t
oA 7= 5}, 7L tjEZAC] o7} United States of America v. Wand Dong,
et all AFA1670]t}, Aet7E 349 fiido] H= AtolH 7['TAlE Y] tiRES Tzt
7I4o] &fsta Q7] wiize] ARV vzt RES 7171 98 Y = A

o] Atdrt.

rr

166) Randal Milch ¥ Zachary Goldman, HIRIEAIE(CLS), wARRFAAfA o|AIEAZ? |
Ao ZA71eHA] Qa1 AtolH Y9 E]51](From the War Room to the Board Room?
Effectively Managing Cyber Risk without Joining the Front Lines), 20154 69,
http://www.lawandsecurity.org/Portals/0/Documents/whitepaper_final. pdf(?}x]2-
HEY: 20159 119 159)

167) DOJ, A4 o]5& 9all vl= 719 ¥ LBE2FS A= Alo|H Ampolg 31 5219 F=
o+ A 7]4(U.S. Charges Five Chinese Military Hackers for Cyber Espionage
Against U.S. Corporations and a Labor Organization for Commercial Advantage),
http://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-
espionage-against-us-corporations-and-labor, 2015.11.15. %
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T AR olHet ZAIE siEas] Hsiale Wzt 7

u] 9I5) -8 5T AU FAT] G Aol FY SHtel Q7] ol
webd BZE QS A2} Aold A AR 49 Brke Ao]H]
ABL 719 APV S AT Y PHL oA UR Sojelo} Ak
Aol

1}, 19] o]Z: Aol Kot 9J31:91(20144)168)

Atol] SA9] g2 54 Fof EUAT 7zt 7|GE2 Aol o] EAYst
7] Ao olof sl arlstal A1l d-3 S FH|sfokltt. ot a2
AtolHEQto] TRt A4 Bl 3ol AlgsiA Wetstal Q7] wEe]
O dAs) Ao o]t 22 #iF oz Qg 7|AS2 AlelH Al HIdsh=tl
olA WA HE/AdS A3 Q= Aot ol 7|YEE stota vt 22 siE Al

£ AET. OHERF GRS EA 5 ], @AeIH Atale] tigshe A B A

)
bt
T
2,
2
©,

fle)

ol @AY, HoHY, AL Huol B, @Yool B AVl @Y oA, IR
AT gAe] 2, BN AT AT e G 2YF0] 250

tAE 9ol 2Aoltt
of7]o] ®IZt BEo] 277 HAIE S 2-&3te AHY AAH 9 HEHIE

FEHE okl At A S Hsd dig A1 A4S I FAE U8

sl /ot ol & 3idsty] AsiAl Rt 710l AelH Aol

o AoA LH LS et ols7 A= ojop gt 77 Hogte AR

o] A4 dgo] H4d ¢ URFRELR A 7HL e Ak

Rlis

168) Judith H. Germano ¥ Zachary K. Goldman, tE ¥ AE(CLS), IY 5 Alo]HESQL
AF2A(After the Breach: Cybersecurity Liability Risk), http://www.lawandsecurity.
org/Portals/0/Documents/CLS%20After%20the%20Breach%20Final. pdf2015.11.15.

.
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o}, Aboluiuet HEVAL: MEE el A ATi(20141)169

b4 Aole] £A] AL I Wlakdeo] Bage ofn U wolSoizA,
W o] dhat 4%, 24, 9] Thet =0 ojs] WwE Wask ik
Jel3 UEEYS Aoshe RASE ofds] e gloM, 1 EAY adk
QA WA o] Bt 450 Jolck. oi7]o] Aolw] BA) FAHQ 2t
7wk wsleks 7)o Heiachy, ot S2olA o] BAIZ si2sh] gie
Axe] weist nREEwAE o8 BHeAA .

Aol#] £A4] s2o] glol @] ek ojshE Anst] Sistel B BuAE
Rolulselo] Uak My Al Edsin] BaHel thael ] 7hx) WA
Qg Abmrc}

A, AolHHore 2 STk of thEw, AlolMEele] BAE shasked]
9 WEEe] 55 FRAp

£4), BvQl UBE ol of| Aohzo] EAsh, ofust olBo] BE S
o3k Atols] B9 W5 AelA st HEop

AR, oleiet AfEE BAe) 18wzt REO] 4US LY 1) FPSS
Aols] EAE 251 Ao A& (sel-help)&jo] Hlofof sty 3R] =& glo
WIZE 79SS QA 3L o AR Aold] BAo] AxE T 4 PN

9, HEAQ ARds mdRct o 42l W Pl Folo] el
1230 TR AolHRer Mol glo] thyst AR FAVE Wolokt sH 2]

¢

—_

F

169) Judith H. Germano, ¢ ¥ AE|(CLS), A|HESE mEUA: 7IddZ] A At
(Cybersecurity Partnership: A New Era of Public-Private Collaboration), http://
www.lawandsecurity.org/Portals/0/Documents/Cybersecurity. Partnerships. pdf,
2015.11.15.51&.
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=t ALO[HE|2] 2eidt tfSE Y
ALd B 34 AoldHe B4 U Sapaz

1. AFAE AO|HEHY Rt Hal

7} 201449 114 "= &Y A A AEHRIHE 517

1) Atd E&2 3 HiE
QIHE(Sony Pictures Entertainment, ©|5} SP
B09] 712 AR} §BHL Ado] YN 92 WSS Y SPES] ol
49 2 Y A5 o, DA A AR, P7F BRT OVRE Got T
5ol 3=t SPE= 5-4] 5 A(Sony Pictures Notice Letter)!7D< &3l A3
s Wy 2 B9 52 FRJUT 1 A WS FEshd o At

SPEQ] AAtell Azt &sfi7h ARt Al7l= 2014 11 24€0]H o] AMdS
AR & 20149 129 1¥o|th. SPEZF ofelet 7/IRIFE {& WL =E olF,

At ARTEE, B, 18 Hd AR 5o ZAE A

42 sjseke
o|Th172) SPES] 4] BABAOE A Aol L AN &) U o] 3]

170) Y9 v=14 7|& 9 vtjo] 7|19l &Y FuH|o]H(Sony Corporation)?] AGART. A&
HAA AHEJIHAEE 199149 AFEoH A= = 7[golnh. &Y HAA AEE]Q]
HE ZHo]A] Hx.
http://www.sonypictures.com/

171) Aol HEE HEABL S B3 Z/H=I9Uc. http://oag.ca.gov/system/files/
12%2008%2014%20letter_0.pdf



SPEO] gt 542 o]24} H5lo] £25 2 KGuardians of Peace, ©|3} GOP)ZH=
2 g fiet 7ol A AlRE A7l disiAe dEXl vt
gitt. SEP9] A4t RS Y BAIH ] 8l i AHdE EA € ol A
AA YEZE F=EokaL VPN 927} glojuo] A2E Ad3irt.173) T2t o35
ojmgt W0 & 7ol PolteAle AEs] mofEA] %2 Aot
FBI9] WX AR wE2W FJAEL doHE Ak Tl "]
(destructive malware)1795 AREATE175) FAZQ] GOP+= 4719 A SPE 21 AT+
Elof] EgolE AL ok ARES widT, 1Y 2190E ALANA “God sApstls™2}
£ ol8o= E3 FHF 87F AU SPEE EZsHcke Ul HYS Fyr|=

A3, 119 24Qols AUSO] AR Bhgio] AL NS P9IE Heh17o

L. 20144 12€ =441 §17

1) A HE H HiE

S5 LYAE(0]5} 59 F7S 20149 12 9YRE 20159 3¥ 1297t
A & 630 AA Aot QI EHE ARG EAR(O]5h Spthe] Bt
2o W29 122 g A olH[de tigt 4, 22 e =g E FHlo]

172) CNN, New York Times 5 F8 ¥|=F Q£33 BBC 5 AlA| Z=9] dZo| A5 B
sioltt. ool 7IA Fzx.
http://money.cnn.com/2014/12/24/technology/security/sony-hack-facts/
http://www.nytimes.com/2014/12/15/world/sonys-international-incident-makin
g-kims-head-explode.html?_r=1

173) http://www.wired.com/2014/12/sony-hack-what-we-know/

174) Bole g 2xEF 0l E¢oltt. TRl Fole HHol 3 #dd AFHE o
A = A& Y AE dYolE A=tk g £°] HAEH FZo] 9t} AlTE
A4 37 EeojolA A = 1A FAT Aol w2 HelolE EART e HA
2B MEE /Nt http://www.symantec.com/ko/kr/about/news/release/
article.jsp?prid=20141208_01

175) FBIQ] 4] 22X E2E 2.
https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation

176) http://www.vanityfair.com/hollywood/2015/02/sony-hacking-seth-rogen-evan-
goldberg



M4 =2l AOIHE|Z At HSYM

=~

AL} ofdfe ko] HEARE A3t Aolc)177)

12 oY T4 3 A9 oY AP R oPIFE o[ DS WSS AL
2 A 201449 129 9 w52l 2119 olW|Y AFozRH s FY
3,571 A0 o] AT} JHE olr|d F 5,986 0] WAt 1A
2oz 9 59807, 10¥ 37, 11¥ 14, 12¢¥ 270] ¥rE it

22 Am 37 2 FHR2 124 1585 E AR AT dHlolH o 92l fxRT L
B BUA & A olgie 22 Ao T AAY FAE 1 5o] FE
I o]F 18UQAD / 19%8GBAD / 21¥4AY) / 23¥(AD) ESNE Fol ‘AAntA
7] A b2 SAGAL 1009 BEE FA oW At (FARE A%
ST = A9 22 AT 0% 20159 39 12€(62hol= “=°] Zast
e 23 ) I 94 = 52 AASHI

S S AR Y82 dFY F4E, Ao, 3T £H 5w
NE =yt ot g AAEA dt 6xlol AA 3E ARE2 94 28
I} #AS ARV of ] 18 T 7
Z2HstAY AAdeE 5 =71 LA FFE vE ¢ e F/EEY £&

AT} 179

2) Hh=

IE

S

e AtolE|H ARdol ARG 2 14 (phishing)!79 2.2, ofrdo] 5
MIFES 5T PC Had mpn}. gt BaxlRo] war PCE st A E AL
% 599 sk= gaa7t 27|89k s A=) T4 4 280y b= ool

g0

177) 201549 39 17¢ gdt Hexig,
http://www.spo.go.kr/_custom/spo/_common/board/download.jsp?attach_no=15
4704

178) 201549 3¢ 17¢ g BEAlg,
http://www.spo.go.kr/_custom/spo/_common/board/download.jsp?attach_no=15
4704

179) 7HQ1I§ B (Private data)e} WAI(Fishing)d] F/ol= 7HJIPEE Wt vl F871%
TE 337138 7P Ash o[H YR Yl Alo|EoA] HotE JdAMSet ITHS
AR E= HJAE dHotEE 98 36 JEE B wirte S ougitt. Afo]w7
3 FHo|A] =z
http://www.police.go.kr/portal/main/contents.do?menuNo=200289
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0

Q9ich WRIEA)E ole] M4 AL B T BARES] o HWHE
2 4% F 1 oMY AN ARES ST 5 B o] ZHlshch
34 ol Lol SHhwp) THUo] BREILY), ol UWshA oP=st A

2.
H
1S
i1t
ot

Aoll, steHaa 2719), HEHAS Foff 2 59 A7 2.

A5929] 715S Qi A0 SIEhis0

v}
=)

t}. 201341 39 78 WAL @ FAF AL vl

1) AR HE Y

20139 39 208 95 241 RO F2 YA U FEAY Wako] )
Tieo] ARE7} obsTES] AEe] TshE e Aol WSl S 7o
2 MBC-YTN- AR 5 Q12 2 F§AP} Zateiglct A eso) 43E o]
AR AX D AR seke WAL Hek 09 R AL PC R A 35
24 o] the Yck.1sD

T AolH|9d FEHSHCIS BB BEw 27H37 1S Wit
Qlglow, oAt AR 2oz sotegich 18

K

2) HHaY
SHEROIE YIRS Hof| w2 39 209 A4 uhujof] AREH HEY $HES 253

g}

P

A& T2 (Advanced Persistent Threat, ©]3} APT)183t}, 4 97§ o]

~
o
It

180) o g ZE 5ol B3t AR W82 T HeAm FR. hip://www.spo.go.kr/

_custom/spo/_common/board/download.jsp?attach_no=154704

181) http://www.kisa.or.kr/uploadfile/201312/201312041443047984.pdf

182) AtolH| 918 & dsAt=m #H=x.
http://www.kecc.go.kr/user.do?mode=view&page=A050300008&dc=K00000001&bo
ardld=1113&boardSeq=36096

183) ThFSh Hot IR AHE Z|Holut AFAA, 7Y, 2871 59 AFEE AHH o=
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Aurora), U°]E EZZ(Night Dragon), EMC/RSA 324 52 & Ut} 20114 SKAH
YAlo] A= 350088 vl 13209189 7RIBE 55, 58 AT vie] ARdQ] o]
HEZ PTh E3F 20149 12 3 == UR1E 7ol APT IZo] &8t
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34 AALOIAFA, http://dic.hankyung.com/apps/economy.view?seq=10195

184) A ZAARY, http://wwwl.president.go.kr/news/noticeList.php?srh%5Bpage%5D=
5&srh%5Bview_mode%5D=detail&srh%5Bseq%5D=659

185) (6-25 Aol H# £4) HI1A) NSHC, 2013

186) =7 1E9Y, http://www.archives.go.kr/next/search/listSubjectDescription.do?id=009375

187) HE vl HEsPHE= JRks -8 E 2eld, http://news.mt.co.kr/mtview.php?
no=2013071616161216589
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188) =7 |adAISARS], ekt 71 2011.06), p.48.

http://kofst.or.kr/kofst/PDF/2011/n6s505/GGDCBE_2011_n6s505_44.pdf
189) =7159Y, http://www.archives.go.kr/next/search/listSubjectDescription.do?id=009375
190) st=s7|EdAEAEs], ISkt 7€ 2011.06), p.49. http://kofst.or.kr/kofst/
PDF/2011/n6s505/GGDCBE_2011_n6s505_44.pdf
191) A1&3} Internet & Security Focus, 2013 993, 44%.
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198) As a result of our investigation, and in close collaboration with other U.S.
government departments and agencies, the FBI now has enough information to
conclude that the North Korean government is responsible for these actions.
While the need to protect sensitive sources and methods precludes us from
sharing all of this information, our conclusion is based, in part, on the
following: Technical analysis of the data deletion malware used in this attack
revealed links to other malware that the FBI knows North Korean actors
previously developed. For example, there were similarities in specific lines of
code, encryption algorithms, data deletion methods, and compromised
networks. The FBI also observed significant overlap between the infrastructure
used in this attack and other malicious cyber activity the U.S. government has
previously linked directly to North Korea. For example, the FBI discovered that
several Internet protocol (IP) addresses associated with known North Korean
infrastructure communicated with IP addresses that were hardcoded into the
data deletion malware used in this attack. Separately, the tools used in the SPE
attack have similarities to a cyber attack in March of last year against South
Korean banks and media outlets, which was carried out by North Korea. FBI%]
T4 AERERE FE
https://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation
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204) A2, http://www.yonhapnews.co.kr/economy/2011/05/03/0301000000AKR
20110503096700017.HTML; FFFAIE, http://news.khan.co.kr/kh_news/art_print.
html?artid=201105032151525

205) MeSdATAEY AGHFAFAARE: 58 A4 ot A2k, 2011, http://www.
slideserve.com/cahil/5682386

2060) ME3UATAZY AGHFFAARE 53 FA ok A8t 2011, http://www.
slideserve.com/cahil/5682386

207) A2 AolHEHHy-SAE HEAlR, 20113 49 69 (3.4 DDoS A9 32A= 7.7
DDoS¢t 5d%),
http://www.police.go.kr/portal/bbs/view.do?nttld=7968&bbsId=B000001 1&search
Cnd=1&searchWrd=&section=&sdate=2011-03-01&edate=2011-04-10&useAt=&rep
lyAt=&menuNo=200067&viewType=&delCode=0&option1=&deptld=&pagelndex=1

208) A3 Alo|wHH-SAE HEARE, 20119 49 69 (3.4 DDoS A9 3AA= 7.7
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http://www.police.go.kr/portal/bbs/view.do?nttld=7968&bbsId=B000001 1&search
Cnd=1&searchWrd=&section=&sdate=2011-03-01&edate=2011-04-10&useAt=&rep
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http://www.police.go.kr/portal/bbs/view.do?nttld=7968&bbsId=B000001 1&searc
hCnd=1&searchWrd=&section=&sdate=2011-03-01&edate=2011-04-10&useAt=&r
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210) 323 Al H-SAE B, 20118 49 62 (3.4 DDoS A9 32A= 7.7
DDoS%t 54%),
http://www.police.go.kr/portal/bbs/view.donttld=7968&bbsId=B000001 1&searc
hCnd=1&searchWrd=&section=&sdate=2011-03-01&edate=2011-04-10&useAt=&r
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211) 7P EY HEXg,
http://www.nis.go.kr/jsp/board/notice.do?method=view&cmid=11510&content_
number=7855&page=5
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1) 0= SALA=(FBI)

FBI= Hl= =8 Ao 2 A AtolHHelof] tieh 919 A|AE FBIS 8. AT
2 <A4okal glch210) ek 20039 HHEY =7 Afo]HE3t Kot MM ml=
WL FBIZE AR E AL 9 7|4 913 8 SRS HAIRITh218)

olo w2t FBl= Bl= WM Sl AR P24, vl FEJIES A4, vl
W A7 HS =¥ FEskal /loH, SQfoAe v thARE 52 &5 71E
=7199] Y 9 AoAPE R 7J3te] g 718qith2) FY SRl ) AR
072X n|FHEZEA(U.S. Intelligence Community, USIC), =7 ALOIH LA

212) A=AIE, http://www.seoul.co.kr/news/newsView.php?id=20091031006015; FAF
2lo}, http://www.newskorea.info/news/articleView.html?idxno=4303; ©}°]¥#A24,
https://news.inews24.com/php/news_view.php?g_serial=454146&g_menu=020200 5-

213) B3FHZFAIE, NKSCY2, http://www.nksc.co.kr/bbs/board_view.php?bbs_code=
bbsldx2&num=5573&page=137&keycode=&keyword=&c1=&c2=&sub_code=

214) AEAIE, http://www.seoul.co.kr/news/newsView.php?id=20091031006015

215) &3 8oL, http://www.newskorea.info/news/articleView. html?idxno=4303

216) FBI YAM|E, https://www.fbi.gov/about-us/investigate/cyber/addressing-threats-
to-the-nations-cybersecurity-1

217) The Department of Justice and the FBI lead the national effort to investigate and
prosecute cybercrime.

218) The National Strategy to Secure Cyberspace, February 2003, 16%.
https://www.us-cert.gov/sites/default/files/publications/cyberspace_strategy.pdf

219) FBI YAFOlE, https://www.fbi.gov/about-us/investigate/cyber/addressing-
threats-to-the-nations-cybersecurity-1
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-3 " (National Cyber Investigative Joint Task Force, NCIJTF) 5°] 2t}
&3 FBI= e AAE 2571 fl5f 20029 Ale]H=HCyber Division)& 41415131
T} 220

2) Ol Z=EUSHE (DHS)

Us RS AR|HQIHE A thZ} 22 tSAIAIE 251l St & Alo]
HARE A Al SEAEFE F5f 7| giet A, 8 ARS|ZIHEAEC] Hiet
A Q¥ A, HAY FY71HT HAR; pAE ST Alo[HARA] Higt =7}
s AA 2= FERI.220

ES FENSHE Aol 2 Al S| 7H AE2 sk 7RO HtE 2
B4l BgAIE (National Cybersecurity and Communications Integration Center,
NCCICYE &5 24417 AAZE A, AR 82 Edstal loh £9F ofyzh NCCIC
9] uj= HFHHATEIAIE (United States Computer Emergency Readiness Team,
US-CERDOIA =7+ HIEQAE do2 sh= HAE AAIsh7] 9ot 24l IEYA

W TAE jrjo] B4 HEAAS 22T qlrh2)

i

Ol

3) 0|7 HEBESH(Secret Services)

U= e BT : Aol B eARE "okl Atk HIE A8 olE
A8 7N ¥F(computer-based crimes)2 “g2Jstal, 22l W7 5 H8 2o
B 2=7F 2ARFA ojlas B2 WSt Atk

£35] Ato]H ZHIHCyber Operations)?23E il Ut} Ato]H A Ro] tisfiA
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220) FBI YAIO|E, https://www.fbi.gov/news/testimony/responding-to-the-cyber-
threat

221) When cyber incidents occur, the Department of Homeland Security (DHS)
provides assistance to potentially impacted entities, analyzes the potential impact
across critical infrastructure, investigates those responsible in conjunction with
law enforcement partners, and coordinates the national response to significant
cyber incidents. DHS ¥AIC|E, http://www.dhs.gov/cyber-
incident-response

222) DHS ¥AC|E, http://www.dhs.gov/cyber-incident-response

223) diEHASA YAIE, http://www.secretservice.gov/investigation/

224) EHATA YA|E, http://www.secretservice.gov/investigation/
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2289 34 222 9T AN /147 BAY TREY, AT L AF A
AFE]| ZA 271 (National Computer Forensics Institute)oﬂ/\‘] g 271 4 7

29 2 30/ A4 ¥H feHRY YEAIS BT FE2
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AAHHESQ YT 2 TH(Electronic Crimes Special Agent Program, ©|o}
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225)

As a result of the amalgamation of advanced technology and the Internet, both
the quantity and sophistication of cybercrimes targeting U.S. financial institutions
and critical infrastructure have increased. Today, criminal trends show an
increased use of phishing emails, account takeovers, malicious software,
hacking attacks and network intrusions resulting in significant data breaches. To
protect the nation’s financial infrastructure from cyber and financial criminals,
the Secret Service has adopted a multipronged approach that includes: Providing
advanced computer forensics and network intrusion investigation training to
enhance the skills of special agents through the Electronic Crimes Special Agent
Program (ECSAP); Maximizing partnerships with international law enforcement
counterparts through overseas field offices and by forward deploying ECSAP
agents to international working groups; Providing training, examination services
and research into cutting edge processes to extract potential evidence from
mobile devices to include cellular phones, skimming devices and GPS units;
Providing computer-based training to state and local law enforcement partners
to enhance their investigative skills at the National Computer Forensics Institute;
Collaborating through an established network of 46 Financial Crimes Task
Forces and 39 Electronic Crimes Task Forces
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Abstract

UN-International Cooperation and Research for Crime Prevention (XI)

Criminal Justice Policy against Cyber-Terrorism in Korea and the US

Kim, Han-kyun - Cho, Min-jeong,

Pak, So-young * An, Su-jung

This research is based on the achievements of Korean Institute of
Criminology’s international cooperation projects in the field of cybercrime,
cyber security and technological cooperation, and aims to provide fundamental
discussion resources on cybercrime and comprehensive aspects of cyber
security, especially on the relevant countries such as China and North Korea.
Furthermore, it attempts to suggest the framework of joint projects that the
criminal policy research institutes in Korea and the U.S could conduct in order
to establish the ground for cooperative cyber security policies in the two

countries that are significant partners in security cooperation.

Chapter II analyzes Korean criminal justice policies on cyber terror and
addresses current legal system and countermeasures on cyber terrorism and
the legislature trend. Chapter III includes analysis of the current U.S criminal
justice policies on cyber terror and the cyber security policies against China.
Also, the Department of Justice, National Institute of Justice and the Center
on Law and Security at New York University's research trends and relevant

policies will be analyzed.
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actual cases of North Korean cyber terror threats as well

In Chapter 1V, the

as countermeasures against the threat will be presented and analyzed. This
includes the description of cyber terror attacks that were allegedly committed

by North Korea and the result of investigations. In addition, considerations

on cooperative countermeasures that Korea and the U.S could take against

North Korean cyber security threats will be indicated
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