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2o AT 2R Aol ol digt dee® s vt TAAE = AlolHH
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PP A AT L 20049 7Y 299 FAWieF 9 HHARLA(UNODO)2E 54
FHAAE Adste] AAREHA D FAAPHHEJZLUNPNDOY 145742 7HeJs}

of FAALSIoA HAYA] A FAMSH B A AF7|He R A AT D
UNODCE 20054 44 18U 25A717] Bi= =04 E= A1 HEEA]
L FAAEES] 717 9 2295 E 23974 FLTE A FAIAATY o=
AFE JHHF g3 Measures to Combat Computer-related Crime) H3&
= 7NFsIA & FAE M= AolHRZ O] TAYFA] B Alo|HHE] FA|9] HH
A SAA -39 A, Ale|HHRYAIE £I5t FAMIAIMT AF5HY A £
sh, AlolHRE] WA|et FAE {1t IAIFY, AlolwyE Aol digt =AY

D Q4% 9 49, Fd & SAFHNA, d=FAEHATY, 2009, 16%.
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MOJHHZIYRI7FSEH(VFAC) AtY Haga a7

T HHPARE A Ve A Al Aol R HAIE fet HAE

A7 SAFIASSE Fo3 AASe] 187 BREA U AFE7120
o] Aol oheET 98-S AHskn Ae&T Afolv] Bl HAYA %
2te] Sl Sfat elo] XS £7oke W Ml (Bangkok Declaration)?
o A=

O NF. 203/18, Chapter 1, paras. 16(2005%1 H[11XIQ HEHIX| L SHA}
APHES| Za U2 MO = Qle)

RRATIYAEE A} FETA] O’Oi Aesd U BFE7EY G5
Hwo/z— HIHEAI0] TS0t PSS FEFI W] HEIeT) P
S19] B0 4, S St o] JEIoNS, SRR 7]} R

O A/CONF.203/18,paras. 323 (20054 XM|11XI2Q SHX|EIX] 2 SALAPH
Z3|2AM)

HirE e BE gisder s
325 48 228-2327]X/9] A% 103} 219)0)A] A 27/ ek HiFE HE B
OI&gere FAZE 3 RlAgE WEF. o HAHS A IArIH AT FY
off TYJEHLTH

2) W=AA <https://www.unodc.org/pdf/crime/congress11/BangkokDeclaration. pdf) &3,
3) 16. We note that, in the current period of globalization, information technology and
the rapid development of new telecommunication and computer network systems have
been accompanied by the abuse of those technologies for criminal purposes. We
therefore welcome efforts to enhance and supplement existing cooperation to prevent,
investigate and prosecute high-technology and computer-related crime, including
through the development of partnerships with the private sector. We recognize the
important contribution of the United Nations to regional and other international
forums in the fight against cybercrime and invite the Commission on Crime Prevention
and Criminal Justice, taking into account that experience, to examine the feasibility
of providing further assistance in that area under the aegis of the United Nations, in
partnership with other similarly focused organizations.
4) F. Workshop on Measures to Combat Computer-related Crime
323. At its 9th and 10th meetings, on 22 and 23 April 2005, Committee II held the
Workshop on Measures to Combat Computer-related Crime. The Workshop
was organized in cooperation with the Korean Institute of Criminology.
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& AIFoIA Aol o] WAFA, Aol £A19] HEGT =414 oS
a4, Aol YAE At FAMIAET 52| A xo), Ato|uEH] WX
oF FAIE A%t AR g, AelHRF ol ek =414 €9, At o ¥
TAE A 71Ed A, AlolHHE RIS 3t HAE &4 UlelM 9 -1zt
g Aol i3 =2lstaltt.

O A/CONF.203/18, paras. 340(a) (20054 M[11XtQQM EHZE[HIX| 2 SHALAF

B &3 =2M T 2R

=
N~

b. EE H A

340, FFE B HLGTE hT 22 FED ATNGE EEHG
(@) RS FFE B W] PSTHe EIFES AL Slo] FEFY TS
e} g1k ojo EEiSHa, - AA) FEE B B HEFES) ARl
P8 EE EE L2p9] FTERZY 7ol T HYFER e

ol A71Z 20054 5€ I=FAYHAT-YS UNODCERE APl HH LA S
fgt 22 2 TH0] Fojsf F AL ARt wokt Al4xba<l AW D FA
APHLQA3](UN Commission on Crime Prevention and Criminal Justice)3]2]oJJA],
U Al F R E 25 FAA AHoA9] AU 51, B9 HF
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5) 340. The Workshop on Measures to Combat Computer-related Crime made the

following conclusions and recommendations:

(a) The United Nations should play a leading role in assisting Member States in
combating computer-related crime to safeguard the functioning of cyberspace, so
that it would not be abused or exploited by criminals or terrorists. In that regard,
consideration should be given to the establishment of a virtual forum or online
research network to encourage communication among experts throughout the world

on the issue of computer-related crime. <https://www.unodc.org/documents/
congress//Documentation/11Congress/ACONF203_18_e_V0584409.pdf>
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Research Network Online Training FAQ About Us

» Research Netyork

Home - Research Network - Professionals

News & Trends L]
Statistics & Surveys Professionals
Publications

= rofessionals Broadhurst, Roderic

Institutions & Organizations
Country : Australia
Contact : roderic Broadhurst@anu.edu.au
Seminars & Conferences Organization : Australian National University
Specialty : Education/Research

Legislation
Discussion Groups

Professor Broadhurst holds a Ph.D from the Faculty of Law, University of Western Australia and
a M.Phil from the Institute of Criminelogy, University of Cambridge. He has been a member of
‘the Australian and New Zealand Society of Criminology since 1982 and served on the executive
committee (1990-1994) and as an associate editor (1999-2005). He has also been secretary

and chair of the Hona Kona Society of Criminaloay (1995-2006) and is an Honarary Professar at

L

[ B[ [ & ntemnet [Fa - [=i00% -~

_(l)__]
b

(722 2-8] M27t 271 HO|X]|

199] BolA HEFEC] o]F, 27l MERof 447|HS SYHPS A] 9
dis 25 FEH A

No Name Country Specialty Organization
Bloss, . L ) . .
1 - United States Education/Research East Carolina University
William P.
Brenner, . Criminal Law, University of Dayton School of
2 ! United States ) ! Y !
Susan W. Cybercrimes Law
Broadhurst, ) o . ) ) )
3 . Australia Education/Research Australian National University
Roderic
Eil.;tter‘ﬁeld, New Zealand Education Hector's World Limited (HWL)
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Professor Broadhurst holds a Ph.D from the Faculty of Law, University of Western Australia and a M.Phil
from the Institute of Criminalogy, University of Cambridge. He has been a2 member of the Australian and
New Zealand Society of Criminology since 1982 and served on the executive committee (1990-1994)
and as an associate editor (1899-2005). He has also been secretary and chair of the Hong Kong Society
of Criminology (1995-2006) and is an Honorary Professor at the University of Hong Kong and City
Contents University of Hong Kong. He was the founding editor of the Asian Journal of Criminology and on the
board of the Asia-Pacific Social Science Review, International Journal of Cyber Criminology and the
International Journal of Criminal Intelligence. He was Head of School of Justice QUT ({2005-2008),
Associate Professor, University of Hong Kong (1994-2005), Senior Research Fellow, Crime Research
Centre, UWA (1990-1994) and held posts in corrections and public health. He is a visiting fellow at ANU
College of Asian and Pacific Studies, honorary Professor at Griffith University and Associate Fellow of the
Australian Institute of Criminclogy. Also, he is the Chair of ICG on Research Network, Virtual Forum
against Cybercrime (VFAC). B

Design Hrnl

Name Broadhurst, Roderic
Contact roderic.Broadhurst@anu.edu.au
Country Australia =]

Organization | Australian National University

Specialty Education/Research
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State CISOs lack authority to manage risks acoss agencies
US wire-tap law could add B0 Security burden
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Twitber recovers after second wonm attack = 2 week 201 328

A ek n Twitter users under threat again
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854 warms of £ 1bn+ scftware piracy hit

e of stolen FTP credentials discovered

Malvare SCEMS Brevng on free mes earches

Microsoft addresses Stuxnet related printng fae

Mew commercial DOES batnet discovered

18 Sucsi and Chanel targeted in brand hijackng scams
Ernail weorm traced back to cyber-jihad group 2 514

Hackers focusing on data laaks
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VFAC .. KiCemssy Research Network Online Training FAQ About Us

1 Online Training

My Classroom

My Classes
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www.cybercrimeforum.org

RESEARCH NETW( Semi lonferences
- News & Trends No_title Country Date
 Statistics & Surveys | 24 AmnLal FIRST Corfer=nce o1 Computer Securty Ircidet s T
Handling
- Publications o
2 Cyber Seaurity for Goverrment Asic Valaysa 0120527
: 3 US Desarment of Defence Cybercrime Conference United States 2120124
- Institutions & O o
4 CYSERCRINE: Global Fhenomenon and Its Challenges taly 2111202
- Legislation
5 istInternaticnal Warkshop on Digital Forensics - IWOF 2011 China N4
- Seminars & Conferences
6 IRISSCERT Cyber Crime Conference reland M11112:
- Discussion Groups
7 Australion Informaton Securiy Association (A15%) Revoluton 2011 Ausiralia M11-11-08
8 AVAR 2011 in Hong Kog China 2111108
S Cyber Seaury ASIA Singapare 0111108
1o The 3rd ammual eCrme Symposium - Cil, Ak Del: Fesetting e, S
Agenda
11 Paraben's Forensic [nnavations Conference (FFIC) United States 0111108
L 3rdInterrations 1CST Corference on DigealForensics . Cyber I
Crime (1CDF2€)
13 16t ACM Conference on Computer and Communicatiors Security  United States M1
14 AT o Al Winld Conese of Froensis 111 China 1racs
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,
VIAC i KIC i womis  sovominn  ounermo

www.cybercrimeforum.org

ONLINE TRAINING e Training Program

— AT

N The snline courses in cybererime seek to prepare introductory and advanced level courses for police investigators and prosecutors by
[ ] providing basics of cybercrime in the context of globalsation. The diversity of cybercrime embraces problems such as Information & Criical
Infrastructure Protection through te individual internet banking and cyber terrorism. Methods for counteracting threats include new
developments i polcing and inelligence that utiise high-tech solutions.

- Online Training Program
- Course Registration The courses are developed with three audiences in mind
- How to use [1] Basic introductory levels courses designed to sensitize al levels of law enforcement authorities and judicial officers.

2] Guidelines and procedures for first responders

- Video Conference [3] Introductory and advanced level courses for investigators, prosecutors, case managers and forensic specialists

- Board
- Video Sample 1. Objectives

The aim of the suit of courses is to provids expertise in identifying and combating cybercrime including the new roles to be adopted by high
tech crime units in law enforcement and naticnal security.

By the conclusion of the introductory courses you should be able to:

(T8 2-17] 2221 Zof ot 2701 7|5 7t
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@ Users yyyv-uu-op [2011 =] -Ja = lAH - id
User(s
gg,w(p()s) User ID Login Date Login IP
- @@Batch Registration
Euser(s) Management
&Course Management
EStudent Registration
@@Course By Term
B-@@Exam
&Teacher
statistics
@8 ogin Statistics
E=5tudy History
&=Tutor History
- g TeGHiSerY
@@System
&Home Page
B-ggBoard Manager
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eLearning system
oo R

Users

=
-gﬂut Tatget Group - | Everyone |0 = -sear:n [ exee
B Users i

B User(s)

Name Main Interest

Hihz

Edministrators Tel Date
Tutors
Students

Experts
Ssom!

BGroup(s)
~@gBatch Registration
Eglser(s) Management
ECourse Management
EStudent Registration
-BBCourse By Term
B EExam
ETeacher
-@Statistics
E5Login Statistics
Study History
&Tutor History
-E8LoginHistory

Feenando Luiz Pinhsiro
de Amorim

Bachmann

Administrator

Ales Zavrsnik

L1888 (8|8 8|8 ¢

E@System
BHome Page
&-@8Board Manager Asam: ool
alok verms out
Benoit Dupent oul
£ BilBuchanm William Buchanzn ul
£ binoyjosed Binoy Joseph oul
£ Brosdhurst Roderic Broadhurst Seoul
£ sty Cindy I Smith Seaul
€ comparsiive Arkadivsz Lach Seoul
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|5¢ 11.7] Digital evidence & digital forensics for non-forensic specialists

1 Online Training

My Classroom .
Exam

Leacher Completed | List

Exam Introductory Mid-Term
Lesson Plan

Description
Lecture Manager _

Subject Mid-term ExamDate  2011-06-29

Board Manager .
..................... Evaluation

Syllabus Apply Type Online & Status. None
Exam Name Buajam Sriprae S ton | B2_U/[m0

Assignments

Other Evaluation Reset | Evaluate

Learning Activity Status i " % & e Evaluation
uestion e Score Distribution
Progress e Status
Grade Manager ‘What is hacking? selectone 5 5 Y
Sestrecloditnaoer Any data about and individual that could, potentially
Students identify that person, such as a name, email address B
i selectone o 5 :
strect address, telephone mumber or social security
o number is called
@ Col%on | B Exit Room & s i
The most common compliant received by the U.S.
online Internet Crime Complaint Center in 2008 was  selectone 5 5 Y
Human readable names for IP address are called R ,
selectone 5 5 v
Syntactic methods R B
selectone 5 5 ¥
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B3Applied Student Search

&Course By Term
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BStatistics

&System

BHome Page
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Windows 2003)< Windows Vista, Windows 7(32bit/64bit) & QUEYl AAZZ
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3.6.1.8HAfA 4.0.1.8HA0Z JaH= ST
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ot

3) 20143 VFAC 2R, M55 (5-6F)

O T SYANet Neutrality) @} & Za}o|HA|(Net Privacy)--A%9HCriminal
Policy on Net Neutrality and Net Privacy)43)o A= AUEYl AH|A T-FAHISP)449
52 R AEY A9 BE HH=E 555 thFolof ditke dEdl F 5EA
drgettt. B3 SHA FAIE B3 HIEHA Aol Zejo|HAIE oJH|sh=

W melolulA] fAS T

Mo
N

40) VFAC & A45, 33-36%.

41) G2 H93]9 Ato|HHE oK Convention on Cybercrime of the Council of
Burope, CETS No.185) 9] tf2 o|Eo|t}. http://conventions.coe.int/Treaty/Commun/
QueVoulezVous.asp?NT=185&CM=8&DF=&CL=ENG

42) VFAC & Al4%, 36-40%.

43) VFAC & A5%, 23-26%.

44) Internet Service Provider®] 2FAI2 7iQlo|ut 7|HofAl JUEHl Hs AH|A, PAO|E 1=
55 AlEshks IAE gttt FARNTE http://www.doopedia.co.kr/doopedia/master/
master.do? _method=view&MAS_IDX=101013000870274
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@ oty A4 =0 Hig WA PHET FHA K Responses to Online Child
Exploitation Materials: Legal Issues and Policy Suggestions)4>)of| A+ o5 AAHZ
= 9] 76t Sl B = wAHE A 2 AHof digh A RS
Ad7|Eo] Hogt S AZ3it) olet B =, AUt e 5 AX=e] S
= 8 A dAE HEeE sW ATE 278 84S Aot AEA At
AlolHH | ofF AHH TS & AAAQ = Attt

® Y Deep Web)2] Y8 A(Inside the Deep Web)i0)o] A= A AxoF AR
A AU f= dlole WA Q= Hd=9 IEYl S Dok geE A8t
ok S E2(Ton)47)+= IEU AollM 2= 501 4= = AlPlE AT 3%
St oA WL, ol gt Ao ® QIS AtoH HFd] o84 7

He AZ,

i
o
b
rlr

4) 2014 VFAC 2|R, M6z (7-88)

O =9 AtolH YK Cyber bullying), AFo|¥ A38)E(Cyber Harrassment),
Ato]H AEFJ(Cyber Stalking)ol] gt ZAKWhat our college kids are doing and
what they know about cyber bullying, cyber harassment and cyber stalking)48)0]]
A Aol F7holM BAske #E il Eog it ¥ AA7E vlHlRke AH
St 53] Aol guto] A9 sE= WA= AlolH A3]E, AtolH AEF0]
U=t ofof Higt HA AH7|E FHo BRAo] FxEH

@ FAEE2] AAE(Teen sexting)o] #3F 2 =2+ L thZ(Teen Sexting:
A Critical Analysis on the Criminalization Vis-A-Vis Victimization Conundrum
s M = 10dE°] BAHAAIE B8l dHor St Y82 Fade 39E

ofnjsi MATe] BAYS el w3k MAgo] g Jo] % WHE A7

P

45) VFAC =& A53, 26-30%.

46) VFAC 21§ A5%, 31-36%.

47) E2 2 E2 YEYA(Tor Network) 2tz gtct. A AAO|A ApdH o2 AF=E 7H
AFEIS} HIEQIE ofe] 2 H-otHA ARSALY] QIEYl H& S4& 4T 4= §A st=
AUALE [TEOJAM, =Y BB A17|&ES], http://word.tta.or.kr/terms/terms.jsp

48) VFAC & Al6Z, 21-28%.

49) VFAC & A6%, 29-36%.



60 AMOIHHZUR7IYEH(VFAC) AY Hadga a7

W 320 g % @ WAAY SAS AHstel B4 A it 3Aude
A4kt

5) 20144 VFAC 2|8, H7& (9-102)

@ M 7}El=(Cathinone)AMg T ¥4 ZAI2F T2 ul(Darknet)?] &&= (Use
of Synthetic Cathinones: Legal Issues and Availability fo Darknet)500]| A+ 2QlH
Hl 9] wole BARIE trulsDolA wiebdERl §Hd 7HElw=o] titiE A s
© A2 OEY HEAR] AGARIEE HY o B8R *9HE AA2ET)
NomW, A& FHoll= 7HIEHH Q1 BEFRI0] o]-&HS ATt o] g 257
o] gyl sl UNODCO] &3t Zh=t W 4
A

N

)
o

O
oH
N
N
kY
o\
I

@ Ao} JAPERS AEAd A A3 dlofge] BE Yl ARIAE
341 2. Z(Convention on Cybercrime and Due Process of Law: On Preservation
and Partial Disclosure of Stored Data)>2ol|A= &8 A EH 22| 2] Alo|=HZ|Fk
(Convention on Cybercrime)@} W ¥ A4 dojg E&3} ARI/HE =3I},
FoFe] F&jo] Aloju o] tigt a-&2] HA Yol Etotal A A Ao
SHe 7ol dofe] A S0l R4 A7) 2449 5 Aol figel 2
= Aok vlgo] it olof His AEA YAe Eche 7hed & st #Y

HollAeh JHA A7 24dS ARtshe A2 F43%

L

50) VFAC 2% Al7=, 26-31%.

51) 3 (Darknet)}> A2 AlgJsk= 1olE 710 ZR/E gt Hid AMd 24 peP YEYIE
Cimolal FaFele W T BE R EES AMe 1 PR BA08 Bt
ekl ojolola] 7jztolLt 4] ZHIS 407 M 4 Gk HolA ThE Ykl p2pe}
FHEC ARG, AR YLS], http://www.copyright.or.kr/information
-materials/dictionary/view.do?glossaryNo=501&pagelndex=1&searchLangType=&s
earchkeyword=%EB%8B%A4%ED%81%AC%EB%84%B7&pageDisplaySize=10&searchl
dx=&searchText=&clscode=01&searchTarget=

52) VFAC 2 Al7=, 32-36%.
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2. 2014 AOIHHE|HX| 7H4ZEH 2.0 7HA53)

Aol AT 7MIEY PALo|EE 20149 59714 Wi B 2F 2000199
HEAENA AHIAE AFSHATE 2014 387100 JAFAHOZ QI3 Yro]EL
HIEHSlR WHEAT} thA A4S E siglth T2yt 71E A EARte] A%
243t 9 A2E FE AElo|ES B3l 10¥oll= 4000189 HEAT}E Afo|Ed]
&5l

Al HTA] THIEY PAOIE HEAR9] 2/30140] AU JAagRE L
ofd o BHeAE ARgSte ZoR YERTH o]t A S5S 99
20149 29 A= H7R1 Al EYA] 7MIET 2.00] SAIE AT Ato]H ]
A THERE™ 2.0 241 olF HEAES AU J2E=20]9fofl ZF(Chrome),
Ato}e](Safari), Ito]o)E A (Firefox) BEte-A SO& AP|ES] 7]5E o &8 4

A = AT

==

VFAC

The Virtual Forum Against Cybercrime

Learn

Take Free:
Training Courses
Online Lectures

60+ Online Lectures
79 Members

Tweets by @VFAC

3157 News Articles
153 Statistics
Select Language  ~ o

Find

Search for:
Articles
Books
Legislation
Statistics
Organisations

390 Publications
283 Seminars

> gle Translate

Connect

Network with:
Experts
Practitioners
Peers

The Online Forum

242 Organisations
175 CyberLaws

[T 2-28] ALO|HHZILX| JHAIEE 2.0

53) AEL2 9] 82, 2013UN-SAIFHAIY JHEIA, T=FAEAATY, 2013, 124%.
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(F 2-5) HAQKE MO|HHELX| KR EHOIX| H&HE (2014.108 71%)

Hetex YEA MZ2 YEA % MER2 LYEAL H2A HIE | HO|X|/YZEAt=

1 Chrome 901 58.71% 529 49.39% 6.70
2 Internet Explorer 520 60.77% 316 45.38% 6.34
3 Safari 480 83.75% 402 80.62% 2.06
4 Firefox 404 51.49% 208 32.92% 6.05
5 | Android Browser 29 68.97% 20 62.07% 3.31
g Mozl éc;r:farable 12 | 100.00% 12 100.00% 1.00
7 Opera Mini 7 100.00% 7 100.00% 1.00
8 Safari (in-app) 7 100.00% 7 57.14% 3.14
9 Opera 4 100.00% 4 50.00% 3.25
10 UC Browser 4 100.00% 4 75.00% 1.25

Total 2,371 63.77% 1,512 52.64% 5.46

3. YAIO|E 7H54)

AolH A AED PAO|EE F8 7152 &HE FREHA Asto]
A AN F7kl ALEAR PEASNA FH2 P4 9 AL ol

517
ot e Zrlxo) 7hY BEoR PEALe] &Ert Yeke el A Elnh
o2 Bl goto] A8} F49] Edlso] g tlopet ARy FHlx 9 45

TH=E wiAs7|= St
HESA e F4o] AFFEllA Hutdz ol sEHA Rupde] Ho] olit
FES] HACIER JfHstGiTh 20149 119 SHHEE ZjHZAR]0] AlFE QI

7k, meted BH Aol E 5

ATIEZE 28210 FATE Z710) what Afo|w ¥ Hulr] 7P E e mHiQl vjAS
F235lo] HHEAET] AL 713lst] 913 Zojo] 2aE|Qit). Alo|w|H Fulx]

54) AA9F € 10°1, UN-=A4] 7@ A 1A, S=gAPgaide, 2014, 199%.



H2E MOIMEZYR 7HSEE JHEZ Rt JUHE 63

1!

>
[
r

10
o
3.

R mutel B 3 LA L NN A T 5 Y
HAEGT AvEE 9 BB 59 A4 71710149 HASE e AgHn
pco} muke Holxo] PelR} 758 AUSet] AR BEAS SAAAT BT,
Qut 184 8 Aojolso] AL L gIste] mutel @ BE AAQ mu
OK'59E Z2519t}.

eeeec SKT LTE 2% 1:47 @ ¥ } 94% W

a cybercrimeforum.org <

[awon ][ @ o |[F][¥][=]

The Virtual Forum Against Cybercrime
VFAC provides training, resources and a
worldwide network of practitioners and experts
to help you understand and combat cybercrime.

About Us Trends & News cqnfel?g!;::e&s

N ﬂ N
Papers VFAC Review fheOnling
Trends & News (G)]

Cybercrime Is The Modern 2015-10-26

< M AR [

[T 2-29] MOIHHEYX| 7+ 2 ZHfY HH H&aHH

55) Tt 7171914 ¥ AP EE T & 4 ks AL ISshe viEolth. FHiASE H
Soto] st ol 7oA & O]E]’iﬂr TEEY Exlx 9 Au|AE o]go] 7T
F IEE I AOE frloleg FAoZ may o, & 1—qu 18 52 BRI
SEyato A 2ot 9 EESh= 20069 39 AHH E‘ﬂ}m 2.0 ZxFHo] FEstal Ut
dlol¥] XA} http://terms.naver.com/entry.nhn?docld=865560&cid=42346&
categoryld=42346
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AO|HEZE|EX| 7S 2™ HAHERT

FX:

|l
r
0%
re

A1 ARIHRARGA 7PIE- ] AolHEH FF, $A, HEY
A&

1. 20153 AO|HHXLX| 7HSEH HAIO|E 22| M| AHH

At 22| THSEY FAtelES0E MHAAS A1A 2015 8 6LH-E A
22 JHHolAz FH2E AL A 53] 2015EFE= AZA |
e oA & 9 Pulo|E HZ/etE WAISH] flst] Mz e AAE
oHASET

HufoA] el IA AeTHHAYA] 7HIEH FARIE Ve 3 IEH o]~ A
oF ZHl= dHo|E e F FEOR U 8y dARIE FHx d
SR el mEt GAR|E Ye HERPE ZR27HA] AgoR Hopa] st
7ol 18 F99] ofEo] U

b ZiFEs EEA W7 5ol AAQlo] Ao AR THIEY FAelE
A28 A5G4S FAB] fste] Ed2 BEE Al2Hs) Shalth %‘] =
ele dATe W2 Lt Afo[HAESNE E-83) AolHH A7t
A= 8 sk, SAgEAIECM A= 7hs 3 AhelES AYske WS A

o2 Alohyltt

56) http://www.cybercrimeforum.org/
57) http://www.kuclc.org/
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7). Aol =R 7MFE WAt e The] AR} A3l

49 249 AE7F AR 395 B3l 719 Alo|HHF LA THIEH YAt E9]
THE RS =OJogith AlolHRIEA] 7MY AFJ9] 712 HA= AlolHRF ]
WA et Tsto] Ao AloluF] 2] W FAE 9t 7[EAY E EHE AlF
e gaa AwEa U ARIIEY YEYIE Jditls 38 JTAS AAIEIA
th. 39| FAREL WA AHo| Lagtol Folobn 2ahe] 20| Qxalol
A A% 2 AjEtolut URkel ot w9 &8 73S =9okyth 53],
Qo AA|E Fdl= AHo|E BELS FEol XI9g EFol7|Z ofrt

64 8% 3]9o| A= UNODCOIA 20159 A48t Cybercrime Repository(AlO]H]
HF 2= A8 T Fsto] Afo[HREAR] TMEREY Edl=9] &8 Wto] =9
=it Ak Ao 2= 7129 AR 1T FASH] ot 71E AR AERE
5ol BEoF A9 & = Ale|HHlF F3utel] JFo]R2 shrt.

74 3097} 89 129 F|9ollAl= AEA HEE Afo|uRlF IR THIEH FAto]
£ 7 ot EHl= Ado]Ed] glofjA] 1) AlolHHAlEeF A9 o
+S AASHArt. B3t E6l20] IS 2450 P ARF Zgol 8] 4

FS BAS] Astol AR +7 L 43 selsetele vzt

ol lm

o

2. MNO|HEXUX| 7S AO|E 7HH WY & dat

7} & olA] 7i#

Al HHEZ] 7HdE FAOIEAA 7 2ol B §isk= ook W7otk
7|9 = FARIE & Al FALIEY 7| 18lE HojE BHH, JfHE gHo]A=
ZF FHe| ned Eelx9] v|2 177t AlFE). webs] Aol E ARgALe] digt 2l
29 &%} 7ok

58) 20134¥ UN WHaA] 9 FAAPE 193] (CCPC)) =9 Z¥HResolution 22/8)F ==

280l Aol @A (https://www.unodc.org/cld/index-cybrepo.jspx)°]tt. A}A|
gt Y82 & HuA9 A3 A2EY 1004 Agstiairt.



H3E AO|HHZXLX| 7HEH AAHERT LHLR!

Sorminans & Conformtint

(713 3-1] MOIBIHZISR| FHEE AOIE T H- 3 bl

A& E°] 7fHE FAIEAAE 7t Fle|nefd 24l AXZ 1-5707F S50l A9
=29y 1 43 gHolAo] LE2H 29 RIFE kEEHA F2 29 235
B} @AolA wopxltt. AtoluHE d Bob B A 3]9fet AujuE Avfok=
Seminar&Conferences?| 3%, ZH oA =&H 29| 3|57} 15-253]20 ¥H,
EEEHA 2 29 234 E 5-103]2 HERET.

F oE Hoks S AL ARtk S AH|A HAIA= AEARY
Aol A A3t Utk A= News&Trend AXZ 5 FEOIA| Y Ato|HH ]
42 2oht #AE 8-S Hgste] FH2E AFotal glon, FIHH0R Fato]

MA g =2 278 AT & U Aoz VHdEH.

L. 9= g0l 74

ZH=Y] Y82 Aol 57, B4, ==, A, HES AR 528 F/H
et FAtolEo] AAE EH=E YO E VFAC Reviews #7F5tal, UNODCY
Aol | A2 A(Cybercrime Repository)oll = A5 dligo|2g, 2] Fdl=
7t Zasth

] AelHHAE ] 849 A= #4] B 7 A2 oS o

69
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(2 3-1) AO|HHZIUX| 7HYEY 2HX 715 X

ZHE| 2] M= NS = ) = PSES)
Trends& = 0]oiE =0 | LA Of T34 AL E5ES HZ
News O3 AAH T2 MO|HHZE| FA Z2 AJO|HEQH 23 FALL 53 M.
Update
Seminars& | AIO|H{HZE| 2 MD|LE X FH[E|E SO Sl MO[H O S2 FZ T 7| 2t
Conferences | & WS 22 Sk &7 .
Books Z| U7HE AO[HHE| 2 MES AVNStT YREZ 0 2T, ISBNS & KIS
Journals& | ZZ Y7HE =22 SO MO|HHZ 1 =28 A/lotl IE =0 I E A
Papers HS.
Find | Zb 371 Ajo|HE R HE0HS ZESI0) 27t Ui, AR HIE, [RRC JISE
Legislation

YIS NS,

Zt =718 SAE R U7 1Y 2E A2 52 013510 AO|HHE| 2 SH A=E A

SEUtes | gaje, 2ig slgicel igRE Tl 338 B3

o 38 Zd= ATolE W&
aefeistal Afo]uHAlE oA = 8 %1/\}01 N AR dFEde] 18] 5 13

F 7k oF 3000119 ARE AlFoIFH. diFEe] FHxs 7129 AlolHH A YA
7VIEE HARIE EHl2 YE IS RIS
F7t2 A% W82 o33t 2Tt BooksY] A FEZE 99 ISBN, olH|X&

7 AlEH. Journals&Papers®] 3¢ 71& %1/\}0]501]/\1 o] geehA] eokd

AL B Journalols AlelHRIE] I =4 Adof| Ad Z+E A=F ¥
=52, Paperoll= A'd Qo] ZF F71E Ato|HH ] T YAOIE 52 7|

A7) B 5& wloi. EF £2 FTARE T8 49 AT YRE
A FAISHATE.

A2 UNODC Ate|¥j=F A=A (Cybercrime Repository)
1. UNODC AtO|HHHZ| Xtz 4! (Cybercrime Repository)

UNODCE= 20154 5¢¥ 18-22¢ 7= A242t 5l A=A & AR L]
ol Al Aol F Z=-A(Cybercrime Repository)d] W52 5-4] 2HHsI ) AlolH
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W3 Aol AL wn Aolauz AU G thewt 2o,

7). APl 5 vl

201349 AHE A 2234 K9 F2A 2 GA 919819] A2 Resolution
22/8)004 “AloluEa] EXE Sl FPd the AT FAPLASE Siet 71e Uk
W ol 4o} AU TAR shAsgch ook sEHolA U8l et Zol

EREE

O E/CN.15/2013/27 Resolution 22/8 (M|22x} S0 HXHIX| 2 SHAAMH
Q3| ZLlor UE)59)
oy I R ogfo] X[220] HIF U ] RO HE W XFS EFo
2 Z7pH 02 UNODCT} Afo[Hf¥F] BE W AH9] Y A2 AEd Jeke
g A& Q3o

N

Atolu 2] At Aol W2 20159 A13AF il HEYA] 3l FAARE 3]
M A2E . UNODCE ZH°1AE 53l AtolHiF o] F-2-d0] tista] tha

ol A ATt

O UNODC ZEH|0|X| FA HA[Z60

20154 YHFI: Ao ZF2015¢ 39 4
Aol 1 EET} 7 HRE ZSF HFo)3F o]u] HAA 7+ ¥ o
ol GRS 71T Y BIFJEE AoJHRIHS Fep OIS T B, A
G AR oA, oK SEHE e Fo] Qlck 2097 Fol I ARG}
IO FO FYHIFOT UG AoJHIFLIoN A 25 T 2

ggoz e g

59) A222F 5l HHLA =D FAAE HU5] A9t =, https://www.unodc.org/
documents/data-and-analysis/statistics/crime/ICCS/7_CCPCJ_Report_22nd_session.pdf
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23] 48 A13% UNHHIEINE chopet 579 318 FESHT, Yol
GG ATt AL Gl Y HAS] F850] 9JF Aol FH2 Apele]
WAE YO FHE Tk 2510 By BEE AEE o

Ao 7]g wro] wep ke F3 B A2k vl WY Flge] YN
ZJoli ofei g 5] ALEYTHE Ao]ul5E XSG HE0F 0 T3
2 Hol et AN Aol RE 7T ekl 5 A Aol

ApoleIIE oo el AI3F 29 HAYA] B GBI 2]
Hl 257} YAF I AR FHYA} BENEE 48 12957 1920
23 257 W SIgel A S0 HEE SRk FAFES 4218 Aol
AN} HAE 2015 U (=948 N4k ZHE WA B2 o, 9
WAL B 2 A1 o BES A BE7 dEme)E R §58 Aol

o Aol R 424 74

UNODCE= Ato|HH ] A Heh e 52 Joideh 28Rl Alojs=] Aiad
(https://www.unodc.org/cld/index-cybrepo.jspx)0VE TH=0] & 7HoFA Tt Alo|H
HE Agdo 2tg 44, AR 183 S8k thaa 2

1) Xtz 74
Aol & A7 AL UNODCZF X35t U&= AE(SHERLOC, SHaring

Electronic Resources and Laws On Crime)62 ZZRAEQ} QA EAJLS 7FXIth

60) UNODC &5°]A], http://www.unodc.org/unodc/en/frontpage/2015/March/focus_
its—a-crime_-cybercrime.html?ref=fs2

61) AlolsHE AL Alo|HH = Helyl HHALEE AlgobH, 1 542 FAKRPE dg] X%
Al 7t X1, J81 7|& 929 Agd 24 ot
https://www.unodc.org/cld/index-cybrepo.jspx

62) SHERLOC:SharingFlectronicResourcesandLawsonCrimed] Y%= ZA¥x A J
B w22l SS1E9] 9S 3t} 2571 2 F = &40l Aok B4 7
Y o] FH wHsjA L B Qlrt. o]t E40] Sl =7t 2AHMF 9] HAE
AoiAe BE TF € A AL 5 FAXE 35 o] AlFsitt. ol23l HjFH R
UNODCE 4l A2 A 29A| 2K United Nations Convention against Transnational
Organized Crime)2] o33} THE JEE TR & Y& ZLHAIEE /st WAt
o|Eo] ek o]y T ARdo] A== v =7F A L Iy, A9 AE] E 7]E
71389 HE wH{rt 49 Ao 7|idrt 201349 HAE o]F 1,8009712] 7E ARA,
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AEL ga FAZZAHAYAELUN Convention against Transnational
Organized Crime)®3) o|3 I HHO| wF & {3t ZHo|t} 4L 2=
HE I Y, oY AR, AR, 31 718 HEEYR AR}l

@) uUNoD

BV nited Nations Office

SHaring Electronic Resources and
JJ, Laws On Crime

The SHERLOC portal is an initiative to facilitate the dissemination of
information regarding the implementation of the UN Convention against
Transnational Organized Crime and its three Protocols.

Case Law % Database of
Database 8 Legislation
A comprehensive case law An electronic repository of laws

database that allows you to see relevant to the requirements of the
how Member States are tackling Organized Crime Cenvention and
organized crime cases in their the Protocols thereto. Most of the
courts. legislation included in this database

has been enacted specifically to
counter the relevant crime type. For
more informatien click here.

v CNA Directory ‘ Bibliographic
Directery of competent national Database
authorities that have been
designated to receive, respond and ‘/ An annetated bibliography providing
process requests pertaining to a synopsis of key articles that are
mutual legal assistance, extradition search-able by countries, research
and transfer of sentenced methods and keywords. The
priseners, smuggling of migrants database is under development and
and trafficking in firearms currently includes research on

migrant smuggling.

[213 3-2] SHERLOC EH|0|X|

HiH Alo|vrlE] R AL QEAAGY) AL UNODC AlolHH o] T3t F3tA
(UNODC Comprehensive Study on Cybercrime)6®), =71 Alo|HHZ] FJHE A|

63)

64)

4,00099719] =71E et W HEI} golEHjo] AR F5H At A E=http://www.

unodc.org/cld/index-sherloc.jspx@ 84 7Fsot, do|gHo]AE Zh= HE T
¥ ¥ A=, F3 AR, 32 718 gEEYRE 0T R, AR 71§ Y 25,
22, SR T TRt ARBARE o2 F5EQAL Aol E], LA, E=AE 71T
B2 g, opdEAlE ¢ 4k W3 5 ookt ME JEE 91 ok

20009 11¥€ 152 /< 33] 229t 55/252 e 23714 H IRE A5t A =Fo|tk
UNODC ¥ &Ho|#], https://www.unodc.org/unodc/treaties/CTOC/

1 A 32 78 gAolA B& glolAAE Foll BE AR 2 AREAAl H HEkE AT
Sle At &2 JRE Uittt FE AZE o] Jdo] AT AR e TS HE.
Gerber, Aurona, Onkgopotse Molefe, and Alta van der Merwe. “Documenting
open source migration processes for re-use.” Proceedings of the 2010 Annual
Research Conference of the South African Institute of Computer Scientists and
Information Technologists. ACM, 2010.
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STk olF AtoluiF AtmA AR Aw AEE A £ 7 A= {30l wet
LHrofA ZHAfE

glojeHo] A AtolHH X9} TAE e H(case law), Y E(legislation),
&1 At|(lessons learned)® T/d5lth. AM T2 =7PE, W3 R348 275
AlEstaL, Aol ejofw 7|et HARF} TAE Wt 52 F7F A7 50
AFEet o2 7+ glojefuo]A 4 EAJolTt

wY lojEHo] Ao AR FA T Ato|HHF o] BEt we ¥

299 43 A 2pE

-

HE,
rE
i)

Case Law Database

| * “

. or start browsing by

e Country

(72 3-3] B B0|Ef#0| A
AW glolelol oAM= W HE AT EH7} 7kttt

Database of Legislation

| g “

or start browsing by

@ Country

(22 3-4] L CO[EH0]A

=3 AR oleluo] 2oAl Aoluya WA L HXS 9Aat FrbE Ay
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CCPCJ_EG.4_2013/CYBERCRIME_STUDY_210213.pdf
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69) VFAC 2§ A8Z, 23-25%.

70) Stefano Silvoni, Ander Ramos-Murguialday, Marianna Cavinato, Chiara Volpato,
Giulia Cisotto, Andrea Turolla, Francesco Piccione, and Niels Birbaumer.
Brain-Computer Interface in Stroke: A Review of Progress.

Clinical EEG and Neuroscience, 42(4):245-252, October 2011.

71) VFAC & A8%, 25-26%.



H3E MOIHHZYX| 7HSEH AFHERHT BHELE 79

SHaZ2 1A ot 55 S =AY B Ao, T2 SAlo] 1 g4o] I

3HIAE Hsl 5 Helol et HA] @ TFeR KU Eofof Qi

Ol

. 201549 VEFAC &3 A9

CAE EDALS A Ao Aol AL HEHTS] G WA Beiw
dolele 4+ 2 B4slod WHo] AR Askn AW 27 AeHe) Aa
2 Ytk £ 1 %840] S7Ko] thet chast WAISe)

SR ok TAY FAL eld Fae] A etk gebd 2o g
SAL 7] FES SN Pakad BXjo] B wiskt Wash Tt 545
At peAsl 2L F1o] S Yeshe 44 7ML & ek debd Aol
WA A A9 414 olo] WA A AAS it FAS A Beisl 749
A1o] Maste, chat WAL BAE 0] 7 Ralo] WeleA) S sjofofsict

2) ATLO|H(SpyApp)7d HE| F874)

20159 Ato|HHF 32 HHIY 34 o] iE AEE S 53 AP E
=%} o] B3 AAA o]50] EAoltt. E3] ARtEES 59 HAXE EU
NAIFE &3 ofEA ol dS HA|sto] ZHRJIFEE wjul= Axfold W27 S71st
At Anto|q) M9} HHE HE AP R WA Anjo|d] AG-REshk= FHY
£ AT £ gitk= Aol Utk 71& HEAMNE 7€ AolHHF 2] FEE g0t
= FAoE AdS AA5H| ol fHATBIY AtolsE] 3R] FoF
(Convention on Cybercrime)?>) W 32 Alo|HHZ YPAE A&dlr] Hrp= 'L
< FHY 34 & 7 PR g5kl ek I A 7 Al gyt
72) VFAC & A9%, 38-39%.
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74) VFAC 2l Al9%, 45-48%.
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T PAP A AL LS 2006\ F-E 20099 7HA] UNODCE} 3] Afo] 2114
VIR 2R 5 EH FSARIS AP AIHHE AR THIEH gAatel
EO] 24 A¢o] AlFH 20109 ©]F, 2011¥ ¥ & 37} 73] ARLS vzl AfolH

MAYA PgEY 2okl L& TEIWS A Rt 2ok

A 22l w5 AREH o AR A2 F 13770 A a2
Zol 23l w5-E I U= 2R w5 Y g eE v
o AES 280, LE1, 2829 F 33702% o|FoiA i, AEI H Al
U IS 283, HE4, B85 F1043 0= AET I Ao 229 4

(E 4-1) 2212 w2 1: A2 (Introductory Course)

Lesson Course Module =9 Arst
0-1-1

[0.1] Introduction to the Training Courses of the

) ) ) . MHIA HE SX
[0] Introduction to the | Virtual Forum against Cybercrime 812 XS S

Training Course of the
Virtual Forum against | [0.2] Cybercrimes in the Global Village ( | ) MHIA FZ =
Cybercrime =o'

0-2-1

0-3-1 [0.3] Cybercrimes in the Global Village (1)
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Lesson Course Module Z=Q Atst
1-1-1
1-1-2 [1.1] Understanding Emerging Trends in ICT and
12123 Cybercrimes in the Information Age
1-2-1
1-2-2 [1.2] Structure of the Internet and Digital Divide
[1] Understanding —
1-3-1 Information and [1.3] Vulnerabilities of ICT A H
1-4-1 | Communication [1.4] ICT and Network Security THIA S S
1-5-1
1-5-2 Technology [1.5] Forms of Intrusion and Hacking
1-6-1 [1.6] E-commerce and Forms of Electric Payment
1-7-1 [1.7] Digital Evidence and Digital Forensics for
1-7-2 Non=forensic Specialists
2-1-1
2-1-2 [2.1] Criminality — Definitions of Cybercrime
27271 [2.2] Judicial Issues in Cybercrimes ( |)
2-3-1 [2.3] Judicial Issues in Cybercrimes (1)
2-4-1 [2.4] Types of Cybercrimes (|) - Cyber-property
2-4-2 Crimes
2-5-1 [2.5] Types of Cybercrimes (1) = E-commerce and
2-5-2 E-banking Crimes
2-6-1
2-6-2 [2.6] Types of Cybercrimes (lll) = Cyber-terrorism
971 g]bUndgrstaCdmg MHIA HZ =
ybercrime Laws [2.7] Jurisdiction = The Roles of National and
2-7-2 International Law Enforcement
2-8-1
[2.8] International Cooperation in the Control of
2-8-2 Cybercrime
2-9-1 [2.9] Compatibility of International Conventions on
Cybercrime with Domestic Laws
2-10-1 [2.10] Mutual Legal Assistance: Methods and
2-10-2 Problems — Procedures and Practices of Online
Cooperation for Law Enforcement Agencies
2-11-1 [2.11] Digital Evidence, Preservation and

Presentation of Evidence for Non-forensic
Specialists
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3-10-2

[3.10] Assessment Potential Threat of

Anonymous Communication

(B 4-2) 22101 W-5& H: 123 (Advanced Course) & MO|Lt 24X (Seminar)
Lesson Course Module FQ ALt
3-1-1 MHIA XS &
3-1-2 MH|A BH

[3.1] Computer Investigation Techniques ( | )
3-1-3

MHIA HES S
3-1-4
3-2-1
[3.2] Computer Investigation Techniques (II) | AH|A SH
3-2-2
3-3-1
3-3-2
3-3-3
_— [3.3] Investigation System and Procedure of
3-3-4 Developed Countries
335 AHIA
HE &
3-3-6
3-3-7
3-4-1
] [3.4] Criminal Procedure and Digital Evidence
ﬂ [3] Cybercrime Investigations
3-5-1 = Procedure and Techniques
— [3.5] Modus Operandi of Cybercrime and
352 Investigation Techniques (1) - Computer | A{H|A SH
3-56-3 Viruses, Hacking & Botnet
3-b-4
3-6-1 [3.6] Modus Operandi of Cybercrime and
3-6-2 Invesigation Techniques (1) - Cyber Stalking
E— and Electronic System
3-6-3
3-7-1 [3.7]1 Modus Operandi of Cybercrime and
Investigation Techniques (lll) = Computer

3-7-2 Fraud and Phishing

3-8-1 [3.8] Modus Operandi of Cybercrime and | AH|A =Lt
Investigation Techniques (IV) - Terrorist Use

3-8-2 of the Internet

3-9-1 [3.9] Preservation and Presentation Threat of

399 Anonymous Communication
3-10-1
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Lesson Course Module ESN L

3-11-1

3-11-2
ﬂ [3.11] Network Security

3-11-4

3-11-5

3-11-6

3-12-1 [3.12] Incident Response Teams — Priorities MHIA HR

3-12-2 and Team Buildings —e

3-13-1 [3.13] Investigative Beset Practices — Case

3-13-2 Studies

3-14-1 [3.14] Practicum — Project Exercise

4-1-1 [4.1] Understanding and Applying the Rules of

Digital Evidence

4-2-1 [4.2] Acquiring Forensic Images and

4-2-2 Preservation of Digital Evidence

4-3-1
a3 [4.3] Computer Forensics Tools Testing
_ (CFTT)

4-3-3

4-4-1

4-4-2 [4.4] Analytical Procedures and Forensic

4-4-3 Techniques ( I) = Program Analysis

4-4-4

4-5-1
4_75_2 [4.5] Analytical Procedures and Forensic | AJH|A STt
a3 | Techniques (1) = Network Analysis

4-6-1

4-6-2

4-6-3 | [4] Cybercrime Investigations | [4.6] Analytical Procedures and Forensic

4-6-4 | - Digital Forensics Techniques (Ill) - Database Analysis

4-6-5

4-6-6

4-7-1

4-7-2

4-7-3

4-7-4 [4.7] Analytical Procedures and Forensic

4-7-5 Techniques (IV) - Digital Evidence Analysis

4-7-6

4-7-7

4-7-8

4-8-1 ) .
17 | [4.8] E-mail Investigation MH|A ZCt
% [4.9] Keyword Analysis

4-10-1 =
E— [4.10] Internet Activity Analysis M|~ SH

4-10-2
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Lesson Course Module
4-11-1
4-11-2
4-11-3 [4.11] Encryption and Stenography
4-11-4
4-11-5
4-12-1
4-12-2 [4.12] Computer Security Ristks and
4-12-3 Remedies

4-12-4
5-1-1
5-1-2
5-1-3
5-1-4
5-2-1
5-2-2
5-2-3
5-2-4
5-2-5
5-3-1 [5.3] Online Game and Gambling
5-4-1 [5] Special Online Seminars
5-4-2
5-4-3
5-5-1
5-5-2 [5.5] ID Theft and Online Fraud
5-5-3
5-6-1
5-6-2 [5.6] The Challenge of Cybercrime
5-6-3
5-7-1 [6.7] Special Topics Issued by Participants -
5-7-2 Open Forum on Special Cases

M
o
>
00k

[5.1] Privacy and Data Protection

[6.2] Obscenity and Offensive/Racist
Materials

[6.4] Assessment of Potential Threat from
Wireless Technology

U 28Rl w8 22 I3 uEE 74
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=
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The Roles of National and International Law Enforcement

1. Statement of the Issue

Many area of illegal and harmful behaviors in the cyberspace are not being
adequately addressed by the official criminal justice system including the

police, courts, prisons, and probation and parole systems.

A. Concept and Types of Cybercrime and Computer Crimes

Most people are confused about the difference between cyber-crime and
computer crime. In fact, some cybercrime authors do not appropriately

separate the use of the terms.

Casey (2001) defines cybercrime as “any crime that involves computers
and networks, including crimes that do not rely heavily on computers” (p.
8). Thomas and Loader (2000) also note that cybercrime is
“computer-mediated activities which are either illegal or considered illicit
by certain parties and which can be conducted through global electronic
networks” (p. 3). Basically, cybercrimes cover wide categories of crime in
cyberspace or on the World Wide Web including, “computer-assisted crimes”

and ‘computer-focused crimes” (Furnell, 2002, p. 22).

In general, special computer operating skills are not required to commit
cybercrime. For example, a suspect and a victim may communicate via Web
based chat-rooms, Microsoft Network messenger (MSN), or e-mail. Once the

criminal gains the potential victim's trust, the criminal is in the position
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to commit a crime against the victim. In this case, even though the Internet
probably assisted the suspect in communicating with the victim, it does not
mean that the technology or the Internet caused the crime (Casey, 2000).
Indeed, in computer-assisted crimes, a computer does not have to play a

major role in the crime.

It can merely be the tool that is used by the suspect that assists in
facilitating the eventual offense such as in the case of fraud or in a

confidence scam.

While, computer crime is a violation of law involving a computer,
according to Casey (2000), the more general term cybercrime can be
contrasted with computer crime or computer-focused crime, special types
of cybercrime. Specifically, these refer to a limited set of crimes that are
specially defined in laws, such as the US Computer Fraud and Abuse Act
and the UK Computer Abuse Act. These crimes include theft of computer
services; unauthorized access to protected computers; software piracy and
the alteration or theft of electronically stored information; extortion
committed with the assistance of computers; obtaining unauthorized access
to records from banks, credit card issuers, or customer reporting agencies;
traffic in stolen passwords and transmission of destructive viruses or

commands. (pp. 9-10)

These computer crimes require more than a basic level of
computer-operating skill for offenders to commit these crimes successfully
against the victims. In fact, offenders who commit a cybercrime or a
computer crime are both contacting this new place, cyber-space, which is
a realm different from the physical world, and which has different

jurisdictions and different laws that we can apply.

2. Statement of Constituents of Good Practices (cross references to other
sections)

It is importanat to introduce the concept of routine activities theory, which
may help you better understand the nature of cyber-space and jurisdiction
issues.

In 1979, Cohen and Felson proposed their routine activities theory, which

focused mainly on opportunities for criminal events. Cohen and Felson
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posited that there are three major tenets that primarily affect criminal
victimization. The main tenets are (a) motivated offenders, (b) suitable
targets, and (c) the absence of capable guardians against a violation. The
criminologists argued that crime is likely to occur via the convergence of
the three tenets. In other words, lack of any of the suggested tenets will

be sufficiently capable to prevent a crime occurrence.

Other criminologists, namely Akers (2004) and Osgood et al. (1996) noted
that routine activities theory suggests that most crimes are associated with
the nature of an individual's daily routines based on sociological
interrelationships; thus, illustrating that crime is based on situational factors

which enable the criminal opportunities.

Cohen and Felson (1979) emphasized the importance of “the spatial and
temporal structure of routine legal activities” that facilitates an interpretation
of how criminals take opportunities to transfer their criminal inclinations
into criminal acts (p. 592). In other words, an individual's daily activities
in a social situation produce certain conditions or opportunities for
motivated offenders to commit criminal acts. Utilizing burglary as an
example, frequent social activities away from home can facilitate increasing
criminal opportunity, as the absence of a capable guardian at home is likely

to make household property a suitable target (Garofalo, 1987).

Indeed, many studies support the likelihood of property crime victimization
as being associated with frequent absences from the home (Corrado et al.,
1980; Gottfredson, 1984; Sampson & Wooldredge, 1987; Smith, 1982). Routine
activities theorists also argue that crime victimization can be determined
by a “proximity to high concentrations of potential offenders” (p. 596; see
Lynch 1987; Cohen et al., 1981; Miethe & Meier, 1990). However, the
important question is how to link from these concepts in the physical world

to cybercrime issues.

3. Examples of applying good practice

Cyberspace shares a common social environment with the physical world.
Castells (2002) asserted that cyberspace is oriented from the social and
international environment in our society and reflects the “real world” of
socioeconomic and cultural dimensions (p. 203). In other words, cyberspace

is “real space” that is closely correlated to the physical world. Internet users
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can view diverse Web pages everyday as a part of their routine activities
in relation to their different needs. Online users with different demographic
backgrounds may visit different types of Web sites based on their different
interests and, thus, the compilation of a cyber-community can be distinguished

by its members' interests in cyberspace (Castells).

In addition, even though there are no limitations on physical distance in
order to connect another place in cyberspace, Internet users usually find
a popular Web site (i.e., Ebay, MSN, AOL, Myspace.com) that has a higher
density of Internet connections than other domains via a search engine (i.e.
Google, Yahoo). Therefore, a higher density of Internet connection may
indicate the proximity of computer criminals and computer-crime victims
(Yar, 2005). In fact, computer victimization occurrences can be seen in many

social networking Web sites.

The significant difference between physical-space and cyberspace is that,
unlike a physical location, cyberspace is not limited to distance, proximity,
and physical separation (Yar, 2005). Mitchell (1995) referred to cyberspace
and its environment as “antispatial” (p. 8). Stalder (1998) also asserted that
the cyber environment is composed of a zero-distance dimension. Clicking
a digital icon in cyberspace takes an online user everywhere and anywhere.
Thus, the mobility of offenders in cyberspace far exceeds the mobility of
offenders in the physical world. Although it has been proposed that the
mobility rules of the physical world would not apply in the world of
cyberspace (Dodge & Kichin, 2001; Yar), this would only necessarily apply
in dealing with the weight or physical bulk of the target.

Routine activities theory assumes that a crime event occurs in a particular
place at a particular time, which indicates the importance of a clear temporal
sequence and order for a crime to occur. Cohen and Felson (1979) asserted
that “the coordination of an offender's rhythms with those of a victim”

facilitates a convergence of a potential offender and a target (p. 590).

4. Recommendations / Conclusions

In sum, the application of VIVA to cyberspace indicates that target
suitability in cyberspace is a fully given situation. When an online user

accesses the Internet, personal information in his or her computer naturally
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carries valuable information into cyberspace that attracts computer criminals.
In addition, if computer criminals have sufficiently capable computer systems,
the inertia of the crime target becomes almost weightless in cyberspace. The
nature of visibility and accessibility within the cyber-environment also allows
the motivated cyber-offenders to detect crime targets and commit offenses

from anywhere in the world.

In cyberspace, computer crime is likely to occur when online users have an
absence of formal capable guardians. Law enforcement agencies contribute
formal social control against criminals to protect prospective victims
(Grabosky, 2000). Tiernan (2000) argued that primary difficulties in
prosecuting computer criminals arise because much of the property involved
is intangible and does not match well with traditional criminal statutes such
as larceny or theft. This problem weakens the reliability of formal social
control agents and is compounded by the increasing number of computer
criminals who have been able to access both private and public computer

systems, sometimes with disastrous results (Tieran, 2000).
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Abstract

UN-International Cooperation and Research for Crime Prevention (XI)

Report on The KIC Virtual Forum Against Cybercrime
Program

Kim Han-kyun * Seung, Jae-hyun

Na, Joo-won * Cho Min-Jeong

This paper studies the Virtual Forum against Cybercrime(VFAC) project
(2005-2015), categorizing the project into three stages: development, operation,
and follow-up stage. For each stage, it analyzes how each sub-project was
planned and carried out. Based on this, the paper aims to visualize a long-term

strategy for a continuos development of the project.

The main subjects of the study are online training program on cybercrime
for the law enforcement of developing countries; and the use of online expert
network, a database on cybercrime trend and information for cybercrime

experts and law practitioners.

In Chapter 2, this paper summarizes stages of development(2005-2009),
operation(2010-2013) and follow-up(2014-2015). In the past 10 years, reviews

were limited to a single-year outcome of the project. However, this paper
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conducts a systematic review to find out a long-term plan.

In Chapter 3, it suggests a strategy for further development of the VFAC
research network. A review on database of the VFAC website on the trend,
statistics, and legislation on cybercrime is conducted, followed by suggestions
on how to develop the VFAC in line with UNODC’s Cybercrime Repository

project.

In Chapter 4, this paper assesses the online training program. A review on
the processes of development, application, outcome, and the limits of the
program is conducted. Based on this assessment, the paper suggests ways to
make the best use of Understanding Cybercrime, a textbook that accumulates

materials of the online-training program.
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