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Eato] Y27 P 9 ATHS et AES LSk o] Yol
SARSEAATAE, DR Aol Oroti, F3 SFgolFTSHL, X} waznithet
B ARQIEATA U R SRR} UsH] geiskyc

24 ) F7Ke 20144 FEol WeRAHEY RS 7o ke Agsart
Hl3e {97 0& FHobAlojo] &5 grout, Ale]d Foke] Ao glo] A4
Hog MEd 9PL s Yo, nlo AolHerd W ¥ FAe FHo}
Aol 2 FFL v3Ack. o] et HolA nlL 2o} WaRgHmYlE Foldh
A HUT, wetA] o]F AESHE 2 FHol Aejo) Afo]s o] e Aol
2 Aoz Holth

ZAL T b AfolHielnt Alo]H¥a] Hofe] 2 AA| 22 WSk 7t
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\0

S50t AIO[HHZE L 2ot X|HFHYet

A, W, WA 5 BAA0R A AR DS 2 SRR Aol
o] wsto] 13} AR T s, 5 Azl et £ HitoR shg Fte)
Apol#| 2] Quk, Abolulold, Aol Hoke] H 2 B AES

_I

o



2%

S20} Z22710| AJO[HOH U
%] 8 H|Z AT

o3

OE

6|_:| .O10| S

— -

fou






S0t Z22712] MO|HOHH 2
| FE H| D AT

AgAE FRoPgetie ] Fold 8 7ML o R Alolu Y
YL AU, AolHOH L Aol YRS Aufiin), Fo] et AAES
FES|2 T

AE w=
1. DR A0l 53 st

=2 2011¢ ‘Afo|HF7to| A 9] =A|AZF (International Strategy for Cyber-
space)E 5019 Ao|HZZ A O] Aty flof et theo=A Fagt F-fo =A]
Hol whet 220] SO FARES o8 ¢ U= AL, Ale|HAHS
THAA et 53] 2015900 2FJ2IQ1 Alol¥ figo] diet Hl-8-= F+Alstetal
=71t tE® BYET, T Aol ol THsto], nl= Alo]H
A9l F8715 Holstal Utk 20159 49 10 EHH v]=r 8k} hEE Y
FFPFolM= 7 Ee= WS EE6HL vl=of| tigt AtelH figo] 7iAJE &4
of thsto] 52402 thSoeS otttk TS 20159 4 23] 5ol A
= 20114 ‘AtolHZ7to| A o] =HHE = (Department of Defense Strategy for
Operating in Cyberspace)< 7174 - Hsto] =& =5 Alo]H Z=F (Depart-
ment of Defense Cyber Strategy)& WIotdl, H=3to] FZHZFEOA ‘Ato]H
A (cyber warfare)?] AFHE-S AS3O0=2 Aot
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SS0p AtOJ{#E 2 HOt K@ ol
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2. MO[HQPH A AO|HAFHEE SH

HI

20159 4% 19 w|= QHp} o532 FHiskal 2ojAQl AtoH - 7hs &5
ot £4219] AE 52 (Blocking the Property of Certain Persons Engaging
in Significant Malicious Cyber-Enabled Activities)ll T3t FHH=H 13694(Execu-
tive Order 13694, ©]5} ‘Ato|HPH T 0|2} HE W&ottt D Alo|HPHgH2
n)=9] H7IRHE, uAd Ei= AAY AW Ee A QHYol tiste] At
AFL op7lote ‘FHokL 24olF Q1 Aol - 7hs €8 (significant malicious cy-
ber-enabled activities)°l] &3t 7§17} TA|(blocked persons)©l] Eﬂﬁ}oﬂ 5
ol A7 9 HA Eg] B AE B ¢ Qe dkE Qtt}. @ufuf
NeHS ARIHBAEF S 55to] s2jollx9] oFefzel Alo|H - 715 &5 0% of
7%= S AFS tE7] fIste] =7l dA ] (national emergency)E AARE

e
o)
T
L
N
oR.
o,
Mo
o

1= 571 319 si7iet side 3 IdvIE e 74 8ol
Yotol, ol LML o]Z Fote A=Al BAA AAME Faet A A7
et AW F 2 Aol e, 37 9 I SURY] 33 S 8 WS
Sofo] B3 ARIHESY £FA Be $ERe] =8 S tiote] ARE 7RI
ojgA B 5 oFHQ AtolH - 7ks BEol skl S PRl it AlRe]
Esto] 82 SH7HA] AAE FsHA Hof ol &5l Histe] Hot ALsH
82 & S ALz 7.

At ol A A2 Q1 Aol AIBHAI= FkAIRE, 2B} TiEF2 AL
olggFol v=e] AU7IRIAY, 7143 S ARt HT 2 2ol 23 =
= HE AlolH{go] it tigolkal Bt 53] Luhvt e vl 2
Foll ot ol=ke] 37, &Y oAt Higt 3] AlelHE4 52 A=Y

d

1) The White House, Executive Order - “Blocking the Property of Certain Persons
Engaging in Significant Malicious Cyber-Enabled Activities’(2015.4.1.), & Y&
<httpsi//www.whitehouse.gov/the—press—office/ZO15/04/0l/executive—order blocki

ng-property-certain-persons-engaging-significant-my #=%.
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>,
0,
T
o
ox,
oE
ot
rlo

ofolHiel Ajols W7 7|29 0l . WLk WIS Holut
AolA Tl ARolA AR Aeke Hofslet o7]4 71Ee] U
R Su §IPIAS EI TP Y] A9

1419] Al el A Sistel WA ad @ WAY S

ik
i1
ol
ok

o

kI

flo &

o
o
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o

ol
o
2

o]

>
i
O'r‘

=
H

>~
o
st
P
i)
i)
Rl

ol
ok

4 B4 O o1 gk, S99 RE ZHREHC)
GSFHES ofL o= ofejxel AolH - by BES o B
o}, oA, oult ThEHS 20154 19 Bkl et 2744 AE ks BE
92 WESATS 5 PYFAL B A5 &Ho]3 Bl BIGE o]

St AFAR et A, 53] 20149 11897} 12€9] wpj Aol 7321 AlolH
Gl

AlolH P Rol et 9f=9] SiAE Ak A =AM T PA] et
WA JEH/SH(objective territoriality jurisdiction)T} B34 T&-H(protective
jurisdiction) @& W& Ao g HIth &, Ato|HPHFFol wt AAE W=
A, A, Eo] vl HollA AXH O R Ei= APgEE HAEAY vl=; g
2AIRE ZFef A|AJof| whE AlolH] - 7hs EFol Higt Aol glojof skaL, ot
AloH] - 7hs &-5o] m=o] =7IRHH 5o SR AES 7S Aol dEFor
AAE, E3F AY7IAIE BZ22] st o] AAE A H¥sk= AFEU AHFE
HEYZ] oJgt AH|A Al5-2 sishs E2oly avs 7HAof $ith

2) Barack Obama, “A New Tool Against Cyber Threats”, <https://medium.com/@President
Obama/a-new-tool-against-cyber-threats-1a30c188bc4).

3) Michael Daniel, Special Assistant to the President and Cybersecurity Coordinator2]
9, The White House Office of the Press Secretary, “On-the-Record Press Call on
the President’s Executive Order, “Blocking the Property of Certain Persons Engaging
in Significant Malicious Cyber-Enabled Activities”™, April 1, 2015, <https://www.
whitehouse.gov/the-press-office/2015/04/01/record-press-call-president-s-executi
ve-order-blocking-property-certain-persons-engaging-significant-my.

4) The White House Office of the Press Secretary, “Executive Order-Imposing Addi-
tional Sanctions with Respect to North Korea”, January 02, 2015, <https://www.white
house.gov/the-press-office/2015/01/02/executive-order-imposing-additional-sanct
ions-respect-north-korea).
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S0t AO[H{#HE o EOF XY

L. Atolei g g & o] AA

1) MIXH CH&XL

AF-Rgo] Mg S5t A9sto] AT o] A (person)y= Al
HPEH B tiidol Hohd vl=9] 7IREE, AuAA, E= FAA - A-A P
izt St YdS dElF o= of7|d S-27F AW gl AEA R T]ofshaL,
o= gioflA AR = A FHE WAYSAY, l= Hioll 24t A7E KJAIRE Afo]H -
7Fs 5ol disto] 282 E= AR o] YAY T Ee FofTt A=A,
olZgt AlolH - 7hs E5-E thZ] FAolu AvE 7hAoF gtk (A) ’5““71?_}/\162
F2olA St ol 3o AAIE Aldske HFE T AFEH HEHZA 2t A
s setAYU 22 SsHA &dstAY, (B) HAU7IHIAAE FzollA Skt o149
Ao o3t MBIA AlFS S &45HAU, (O AFE E= AE HEAZLY
°o]& 7Fs/gdol Sttt At o7|sHAU, Ee (D) FUA B BAA oY Ee
A AHPA olole fIste] AW Ee AR AL, FAHID, AMAA AlLAEA
(personal identifier) = Fg4H9 ZU5t 882 o}r|slofof 3ic}.o

AFrgo] Mg S5 Folste] 2%t v A Aol
Fol AA o] Eoh) (4) vl= Bl AloH - 7k e Boko] 785 U]
EZ, oj2fRt FAHITo] F-8EH S LA, AUE T B4 o] B A
Hé—. o]e}Z floto] 7 T o8] Higt AIo] AUAY o] E= Fofet AzA,
o] I l” o] f§-8ol =9 =7IRtE, qw A, AAA - A g et
S AdS T o= o A ZAU, AFA0g 73t AP, (B) Sec.1(@)()
F= Sec. 1(@)i)A)NA 71&E Eaolut Aol gol wet Aitat Aito] Higt
ofejo] FAH Ao tigt A4, =94 Ee 7Ied A, Be AF T AHIAE
AAZ 07 A Ee FUPAU AT B (O) AleIHPBE ol whet Ajitat

r°"

o

5) Cyber Order, Sec. 1(a)(i). Alo|HFAEHNA A (person)= 7Nl E= AA (an individ-

ual or entity)Z 2Ju|gtt}. Cyber Order, Sec. 6(a). “AA| (entity)= TE/FA3AL, B3,
EAAA, FREARL, 719, A, sHI-E B 7]8f 23] (a partnership, association, trust,
joint venture, corporation, group, subgroup, or other organization)& 2Ju|gtc}, Cyber
Order, Sec. 6(b).

6) Cyber Order, Sec. 1(a)(i)(A)-(D).

7) Cyber Order, Sec. 1(a)(ii).
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Aitel]l thgt o]Q]o] FAE Aol 9fsto] A E= IHHH0RE AREAY FA|E]
A, e ARA Be AR o] AE {5t E= tiilste] FEsHAY
PEoH L g B (D) Sec. 1@D)TF Sec. 1()A)-(O)°NA 71&H S50l Fojsts
L] g R
o}7]A FoiRt aiFo] &8 FAH IS FX| 9 AFAE o|dt EEH Ee=
71ed DS AFT A0E Holof sh=A] 9ol A7|d 4= Qlrh EIF FUiet
BE BASk: H olgeE & & U ToolHA] Be A9 AFAE o]
ot ZA0R & 4 iAol toto] ool AI71E 4= Utk E3] Sec. 1()H(A)7}
ahS BARE A 2] 287 %2 Sec.1(()®)2] A & FFHH] A
o] ul= "fo] AAfstojof & R gl ZOE Helrh

2) M theb=

A AA HFA] Ao A wl=o] A SHAY, o]F n|=og o EAY,

=919 & E= A Skl AW olF B He R Ak Aito] digh

0]’ (all property and interests in property)S SAE1, oJd, A& $& HA
E= 7ERe] RO R AP EA] FRITh) Aoy Rol uhet Ak ALkl et
ofejo] FAE= Aol 2stAL, o]2fgt AofA| FoIRX AL, ol2fet AE fI%t A,
AE E= AH|A9] 7)o] T AT (making of any contribution or provision of
funds, goods, or services)¥} O|2|gt AAZHFE] AT, AFE E= AH|AL] 7]o] E=
A 52 4% (receipt of any contribution or provision of funds, goods, or ser-

vices) 5°| FAE}.10

3) AAHQl A -7ts &S

Ato|H A 9] thido] El= ‘2 HQl AtolH - 7Hs &5 (malicious cyber-

8) Cyber Order, Sec. 1(a)(ii)(A)-(D).

9) Cyber Order, Sec. 1(a). P1=%I (United States person} ‘Hl=F Al9l, =R, Q= A
AF 2ot} vl e vs ] T w2t 9E AR, B vls Wi A4Sk A (any
United States citizen, permanent resident alien, entity organized under the laws of
the United States or any jurisdiction within the United States (including foreign
branches), or any person in the United States)& 2]u|gtc}. Cyber Order Sec. 6(c).

10) Cyber Order Sec. 3.



20

Ly

S0 AtojtfE 2 Hot XlojEwer

enabled activitiesk> T Al 7HA 845 $55t0{oF k1D AA, =2 =71k
H uwgd, B FAA A- Be AAE gl it St fdE geldem
Zde A ZAY AEH oz 7]ofRt 5otk &4, vl= HolM HAR E= Aot
A F2A 0= FAHAY vl= Hiof] AA1eE A2 AAIE W2 EEolet. AlA, o]2gt
AfolH - 715 B2 thZ9] HAolu adtE 7HAoF T i) A7 NI FZollA
St o] AAIE AYste AFE B ARE HEHZ ot AH|A Alg=
SHAAY 2] FSHSHA EABHAY, i) AAU7|HIAIE B0l A Sk o]/4e] Ao
Ot AH|A AlSS FHSH &3, 1i) FFE E= AFE HEAZS ol&
7Fs/3oll FUiet XS of7IstAY, E= iv) AU E= FAA 09 E= AHY
A oS flste] AR Ee AAA AL, JAuE, A ALAEAL e
645 SR §-82 oF7IstoioF Firt

oFolA Rl AloH - 71 EE0] Al WA @94 HFE Ee AFE HEHAY
ol-& 7Fs/gol TRt LTS ol'she ole ‘(4D AHIAAR (Distributed Denial
of Service: DDoS) &-4°] & Zlo|t}12) Est Al HA QA4 B8 (misappropri-
ation} ‘BAT $rro g F7ht 59 glo] EE F9E A& A'(any taking or
obtaining by improper means, without permission or consent, or under false
pretenses)< ESHSHCE13)

whebA], APIHPA Y P> Hs 2Rl AloH - 7Hs B55 d o= SHA| ¢
3, Hop A0 g 5 FFEHAA FASE Sfiharms)E oF 1ok EEkE WA
O = 3t} o]t EE2 vl FVIRHE, WA, E= AR A Be A
Pl FFE £ A== Fctolof etk 53] Quft tiETS AoH gl vl
of tigt 7P ARt AR F7IREE ] T 59 shubEal AAStaL, AtolH
Ago] 7 AZFsE 35 AlelH 918’ (the most serious malicious cyber threats)
<= A5 fjote] M2 AS FTRICEN b= PFFo FHAT d==
A Qtekal Ytk 14

11) o] Al 7k4] 84 9] AA ciidAtol] st AollA &I 4= QJtt. Cyber Order, Sec.
1@0) F=.

)

12) The White House Office of the Press Secretary, ¥ F 4.
13) Cyber Order, Sec. 6(e).
14) The White House Office of the Press Secretary, &9 F 4
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I3y, Alo|HPAHHL ‘Alo|H - 715 (cyber-enabled) -&-ofof thst
7 A gk 1 Aol mEE, Aol - 7Ry @] =
A4 8 ol L ol sl 4 5% Sl el

1) 29 022

Aolsag g He] AR o] St otolAel AlolH - s BEY Fiatri-
bution)& 137 418 AlQle] obd Zolck. %, wl= el BEak A7} 7l
A st e BAHOR 7] g AololA, B PHEAY ojgoz AR
WA S o] Sl Sletel 49 AUAAT 2L Bgo] WA Zolt

15) U.S. Department of the Treasury, “447. What will significant malicious “cyber-
enabled” activities mean for the purposes of Executive Order (E.O.) 13694?" in
Cyber-related Sanctions: Blocking the Property of Certain Persons Engaging in
Significant Malicious Cyber-Enabled Activities (Executive Order 13694), OFAC
FAQs: Other Sanctions Programs, <http://www.treasury.gov/resource- center/faqs/
Sanctions/Pages/faq_other.aspx#cyber).

16) 9] 3.

17) k9] &

21
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SE20t AIO|HHE 2 HOt X|Hizdutot

2) el o2

Ao H o] Hostaial sk T8 thA2 vl=o] HA7|RAIERIH], vl=e]
SAAZINIA S T A AlAE] B Y EQH 7T vlsof] HgZo]ojA o]o] FEst
T m7} QtH I7PEAIRP, =735 T P T o9 Ak oslo}
= a5 7= Aolt}.18) u|=9] thEFHAHAMR|A 21(Presidential Policy Direct-
ive 21: PPD-21)2 “HA7|HFA A T} 31&"(Critical Infrastructure Security and
Resilience)ol] ¥t ZAH|, FAstaL, 4240l 31&EE = AR Ee 35}
Skl fAShE S7HAS BAA = S 520 STl PPD-212 W FEQd
AREHA A 7(Homeland Security Presidential Directive 7)< thAISFH, 16719
SHAZNEALE F2Z st Uoh20 v=9] SAA7IRIAIE ] jfle Ads] W2,
EAE 539 side B2 A4 Faiel F2 FREFAFHL, 7ot &
T HOEe AIAEEA FAZIRIAES] otk

J

0101‘

i)

3) Z40| 0f2f3
AolHP YA AE WA HFT W/ B2l T BIFIY ANES @
Lo A ket AdeAE 2 o] @ 4 ik

(¢

4) =M il 299l Jtsd

18) U.S Department of Homeland Security, Critical Infrastructure Sectors, <http://
www.dhs.gov/critical-infrastructure-sectors).

19) The White House Office of the Press Secretary, ‘Presidential Policy Directive-
Critical Infrastructure Security and Resilience”, <https://www.whitehouse.gov/the-
press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-secu
rity-and-resil).(2013.2.23.).

20) U.S Department of Homeland Security, Critical Infrastructure Sectors, <http://
www.dhs.gov/critical-infrastructure-sectors).
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3. AO|HHZ| FH
7h AFEAPIEEE e

FHAZFEH(Computer Fraud and Abuse Act, |5} ‘CFAA'EF TH HAFE
ALEE o8 sk RFPAE SAISTH2D CFAAE A AFE, 23 3
FH 9 Y] AZ4H AFEHE Hosk= HolA AtolHQEH(cyber security
laW)O]]q-.ZZ)

CFAAE SZo|A] FA9E A% FHo] AlFste B2 lo] $24= E3o,
HAFEE T3} o] Kot AR AFEY si7 5 HE U U(computer tres-
passing)?). 54 BF, A&, 56 E= HAFH A JE &2 25t i

5 AFH AY(computer trespassing)?¥, H, FHFEHIo|E A, ERo0| Baf Ast
g, AR|AARZ A, 7]e Alo|H g4, Ao F = AloHEH|Y 5 FF AFE,
< HAFH B 7 1 Be d98/00A ol &EAY old FFE = HFE
Fl&(damaging)?y), FF- AIFE, 23 AFE, Ee F 7 B WSH0lA o5
A ol FFE F= HFHA At EHA LS pHlste 44849 AV
(committing fraud)20), FH HFE, 23 AFEH, E= F 7F E= HelB5A A

[-8EAY o]of] JFE F+= AFEY & Y (threatening to damage)??), FH
e Q] vEH T " (rafficking in) B & B57F 5 7 B 90l IF=
F= 498 9 JE 9 et HAFE HS(accessing)29.

o]@jof] CFAAC] 2J51d 919] A FHo] vl E= wojx WAy} Frk30 E3

—_

o

21) 18 U.S.C. 1030. °Js} W& F& Charles Doyle, Cybercrime: An Overview of the
Federal Computer Fraud and Abuse Statute and Related Federal Criminal Laws,
CRS Report 97-1025, October 15, 2014(°]3} ‘Cybercrime: an Overview 2 )& A
3k Aol

22) Cybercrime: an Overview, Summary.

23) 18 U.S.C. 1030(2)(3).

24) 18 U.S.C. 1030(2)(2).

25) 18 U.S.C. 1030(2)(5).

26) 18 U.S.C. 1030(a)(4).

27) 18 U.S.C. 1030(a)(7).

28) 18 U.S.C. 1030(2)(6).

29) 18 U.S.C. 1030(a)(1).

30) 18 U.S.C. 1030(b).
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19
e
i
oz
re

F=3h AtolHFTE Fdol tigh 19 olste] AR 104 HFE F&o] gt
Aol thgt 5717 ol o]2& o] 17g= o] Utk Egh FEQHE A Ats} HY
7327 (Secret Service)©| O Ato|HHF | et ZARIRNS ZEETE32) EIE ol

Fysiab= WSS AZTE 4= Qlehsd) 919] MER Qlste] AAEEHAY MFE

H
=
9Iste] ol8H Aue B 4 9Urk

it

. Aboliz el 4
1) 2 AMO|HIZ S| EU3H)

1 a4

2 A3
149 ol5k9] A E= Ao 49 104 o5t A9 W/ A|18(Title 18)°
2]/ (felonies)oll tHEt 25

P
w2 HEF0 2 A AHF(misdemeanors)©l] Tgt 109
T} g MR op7|H $ofu o]Qle] T v F Hroh F F9] AN =

o Aol Wet fiiste] dgrizet gol olg WHe FHYY Alds Yett

31) 18 U.S.C. 1030(0).

32) 18 U.S.C. 1030(d).

33) 18 U.S.C. 1030(g).

34) 18 U.S.C. 10300) & ().

35) 18 U.S.C. 1030(2)(3). Y& th2d Zth “(a) Whoever - (3) intentionally, without
authorization to access any nonpublic computer of a department or agency of the
United States, accesses such a computer of that department or agency that is
exclusively for the use of the Government of the United States or, in the case of
a computer not exclusively for such use, is used by or for the Government of the
United States and such conduct affects that use by or for the Government of the
United States -+ shall be punished as provided in subsection (c) of this section.”

36) 18 U.S.C. 1030(2)(3).

37) 18 U.S.C. 3571.
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£ HF o] tiste] B2, ¥ESKrestitution), = A8 (money laundering), WA}
9, @ B(acketcering®] 70| F74402 48 % et e W] v}
& Aadios
E0kA] AU ARl WSS FA] AU siA7F olode ¥A]
g wen A GEdel Y AIE S A9l Al s
£’ (hacking-and-acquiring-information) &X]2] $J8to] Ht}.39) 3} oj= ‘F H

FEHA (state computer crime)’} 8 4 Ut

o P
st
10

o
3
i
>
l >
m ﬂllo
—(oh

2) Si71R| ¢i2 ARH TEM o YE 540
n 84

ot S theo] dAlE A oR S7PA] o2 &0 —43}¢] Hoge
BEE 5ot Aol o]2|dt FEo= Al 7HA fFol Atk AR FE,
= UE 3645, 4 HoH= AFEEREH 53 A, ol
BL7F f1Hst7] fiste] v vl 7HA] 947 SEEojof jitk. H ATt AA,
grAoz =4, HosHe HAFEHE A, 371 glol A&stiAY 57k HeE
ZYsto] H&sto], YA, JEE gSs3io]of qit
e Htgol mhad Ao g fiduciary obligation)E &5HA] RAY Ee
AES AU D35k Yot dohs Aol A=A, 571 %2 AFH
&0l ofsto] HHE S5t A19] AHoll= EH 2l%=(larcenous intent)”} 87FA]
g=than

l‘(

l

ol

38) 18 U.S.C. 1030(b). Y& 23 Ztk: “(b) Whoever attempts to commit an offense
under subsection (a) of this section shall be punished as provided in subsection
(0) of this section.”

39) 18 U.S.C. 1030(a)(2).

40) 18 U.S.C. 1030(2)(2). 92 t23} Zt}: “(a) Whoever - (2) intentionally accesses a

computer without authorization or exceeds authorized access, and thereby
obtains—
(A) information contained in a financial record of a financial institution, or of a
card issuer as defined in section 1602(n) [1] of title 15, or contained in a file of
a consumer reporting agency on a consumer, as such terms are defined in the
Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); (B) information from any
department or agency of the United States; or (C) information from any protected
computer;”
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S0t AlOIHEE ¥ wot X|ool

2 A¥
e 9IRke] A% 149 ojske] AY Y/E= A18°HTitle 18)0]] W= Hgo| Fapd

% Qe, s3] ol4fe] o]] T oleiet Folg sk o] A% 59 ol
o 49} /L A1ggo] TE W3] HakE 4 9lor], A AL 104 o]t
o] /e A1gao] B o] HakE 4 olrks) SR gk AEE Pl
ofste] AuE AT AL VAL A 5 9ekéd

o ARE A&

(1 84

% (vorms)o|ut Hol2| A8 HUA|L 5 Thest 2 AR AeL FAH
A, PANE HEHE FHES AGAA HA e WS Eaos 2y
SPAL, B4, BB ARE] JEHoR Yolel Trsh] e ZefetAL,
9, BEE AFe] JEHoR Haslel FEAYOA L3S ekt A4S

5 0l Qlstel BEEL PR 7} fEHE A9olu st Ge. olet
2ol BEFE ARl 0Al /A BR7F ok AA, 01F BRE 9Pkl B

v Rl Qlgte] et O AGEL ARE, B4, oY B U2 F9/1BL
9Jsto] E ofo] ofstof HjEH R AAGE HFE, A, FEAOE vl HRE
SJ3te] Ex= ole] Sfeto] AGHE FP, olelFt FHE ko] FRO Mg Er
HRE ST AG YT FE FHe, WA, BRAOE o i 02 F87IBe
SJste] L olo] ofstel AGHE A9, olefet AR Flko] 23 52 skt

41) o] oA AFE APl Motz FEd 18 U.S.C. 1030@)4) Fx.

42) 18 U.S.C. 1030(c)Q)(A).

43) 18 U.S.C. 1030(0).

44) 18 U.S.C. 1030(g).

45) 18 U.S.C. 1030(2)(5). €& 23 Atk “(a) Whoever - (5) (A) knowingly causes the
transmission of a program, information, code, or command, and as a result of
such conduct, intentionally causes damage without authorization, to a protected
computer; (B) intentionally accesses a protected computer without authorization,
and as a result of such conduct, recklessly causes damage; or (C) intentionally
accesses a protected computer without authorization, and as a result of such
conduct, causes damage and loss;”
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Mg 2P 2HL 5 ofste] Yoz QEY 5 AT, A 204 ol
99 E/3 255 e olslr1 Y] A 502 2 ofsh WEeE AEd 4 gt
UL BEE ARE0] dEHoR UAS 2est] YuA B FushA 42
& S 2o AL 204 olste] A E:/P 255 2 olskr|He B

46) 18 U.S.C. 1030(e)(2).
47) 18 U.S.C. 1030(e)2)(B).
48) 18 U.S.C. 1030(c)(4).
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1) 84

ARE Ao 93t A7), 2 AEE AF|(computer fraud)s ZX|HT AREH
AZlE T2 Al 7HA] 847F SEEoof itk AA|, dHA E AP]9] O%E 71
I, B4, 37} glo] e ke HAE 2¥sle] HaEe AfE] Hasid, AlA,
7I%gsto] gt A7 sHGY oY AAAE g5 A

49) 18 U.S.C. 844(D.

50) 18 U.S.C. 1853.

51) 18 U.S.C. 2071.

52) 18 U.S.C. 1361.

53) 18 U.S.C. 1362.

54) 18 U.S.C. 32.

55) 18 U.S.C. 33.

56) 18 U.S.C. 2280.

57) 18 U.S.C. 1992.

58) 18 U.S.C. 1367.

59) 18 U.S.C. 1030(a)(4). Y& tt2 2tk “(a) Whoever -+ (4) knowingly and with in-
tent to defraud, accesses a protected computer without authorization, or exceeds
authorized access, and by means of such conduct furthers the intended fraud and
obtains anything of value, unless the object of the fraud and the thing obtained
consists only of the use of the computer and the value of such use is not more
than $5,000 in any 1-year period;”
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@ A

AFE APl 59 olske] A A5 109 olste] A9Y) 9/E= A18%
(Title 18)°] W& HFo& AHE 4= Itho0 FFE AZ|9] Hsirb=s HAFA] EsfjHl
Y compensatory damage) ¥/E+= FAIHH A (injunctive relie)Q] &F A7|S
G qeke ol e 9 BuE Awar

AFE A2 Tste] AFE & Qe v AT vt Ak AAA]
(wire fraud)e2), AF ApAHO] F 7F SHk(interstate transportation of stolen prop-
erty)63), F 7t 2550 2 HE AF(theft from interstate carriers)od, A4 HE
(economic espionage)6>), BAH| VY| AF60)theft of trade secrets), A-&7T=2}
A& b AP7|67), AApsRe] AFes), AT TS AR et S 9%
£69), A HZ &} 418 Aol TRt 5191%1570 HUDA o Bt 51 91%1&7D),
sloll St 9] H0, 2 AT, R, A 9 HelE A9l 8 Ee
P74, 27 7IIAP175), AAE 71 7HIAR 170, Aol aE E-8-AHFederal De-
posit Insurance Corporation)°] Y T+ X&), AZ4E 578, A=A

S99, 40, BUYF SolRo) B 52 et 3 7 E S)9] of o] 38

60) 18 U.S.C. 1030(c)(4).
61) 18 U.S.C. 1030(g).
62) 18 U.S.C. 1343,

63) 18 U.S.C. 2314.

64) 18 U.S.C. 659.

65) 18 U.S.C. 1832.

66) 18 U.S.C. 1832.

67) 18 U.S.C. 1029.

68) 18 U.S.C. 641.

69) 18 U.S.C. 1001.

70) 18 U.S.C. 1014.

71) 18 U.S.C. 1010, 1012.
72) 18 U.S.C. 287.

73) 18 U.S.C. 1344.

74) 18 U.S.C. 657.

75) 18 U.S.C. 1005.

76) 18 U.S.C. 1006.

77) 18 U.S.C. 1007.

78) 18 U.S.C. 2319.

79) 18 U.S.C. 1956, 1957.
80) 18 U.S.C. 1962.
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t}. o]E st 4% Y& (extortionate threats)o A ‘F|<’ (damage)
oA 19 SRt HATE 53 gl Dot EoiE oA, T 1 ol Al
g FAL Ad, AAE 4 B AdstAY, 4 B Ao 27 A
ArollA E84 AsiE AU, e 35 HA B PE Yt HlolE,
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15
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27 9199 2L 59 olste] A9 B AEE 109 ofste] A WEL 1850
U2 W3] AU W 5 Urksd WAL WSS AV & ks mlg,
29 W uE AU

23 SIS et 2L ATl guo] B 4 k. BA] QR F=
7 Hextortion)0, F 7F BAIA ASHE 8, SIF el 9559, 2ol
AF N8O 9589, 2H £0l0] 57 )

81) 18 U.S.C. 1952.

82) 18 U.S.C. 1030(2)(7). ¥ 23} Zt}h: “(a) Whoever - (7) with intent to extort
from any person any money or other thing of value, transmits in interstate or
foreign commerce any communication containing any—

(A) threat to cause damage to a protected computer; (B) threat to obtain informa-
tion from a protected computer without authorization or in excess of authoriza-
tion or to impair the confidentiality of information obtained from a protected
computer without authorization or by exceeding authorized access; or (C) de-
mand or request for money or other thing of value in relation to damage to a
protected computer, where such damage was caused to facilitate the extortion;”

83) 18 U.S.C. 1030(e)(®).

84) 18 U.S.C. 1030(0).

85) 18 U.S.C. 1030(g).

86) 18 U.S.C. 1951.

87) 18 U.S.C. 875.

88) 18 U.S.C. 876.

89) 18 U.S.C. 877.
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Section 10299] F&FA] A9 FARE AFE H&EANAM Y A (trafficking
in computer access)’t SAE T} AFHEHo|A|qE, o] 3t FA|= oS3 T EAS
7HIY. AA, Section 10299 F-¢-Hot © HEstA AHE HFE ol dith oo
ZgH} A4, Section 10299] F9-Hr} ] Wo| APIEZFEH(plea bargaining)®)
NS} Sick. AV, S AR ek Aste A8 el ok vl
AFEAILHO] diste] I8 R &Sk S HEste a2 ARt U
A, o] Kok AEsHA AT 4+ UeE WA Y] AHA ZYgPo] 755t

AHE &MY Adlls th2e] 84 FEH AR, IHAE AP ges
7HAAL, B, A AFEY F 7 Be d9Edel 992 = AR, A,
AT 42 e FARE AFE 715 YA, Ak Aolth o714 Adf(traf-
ficking/= A& E= AR =8 7L AF, == A2 B SAE 5k RS
Sheiicton

2 A¥
AFE HAHoA 9 A= 239 4% 19 olste] A A% 109 olste]
Ao W/EL 18%Title 18)0] T2 HE

o5 A¥y 4 qIthos) ysiabs YARY
o] HT= g 4 Uehod m|S, 1ol 9 Fne AT ARE FHEoA A
A= ABTIE AZ19] FA1999F HAIAZ19] FA]909F -FALSILE. ESE, o5 FAE]
Mo RICO} AFZAE®o 2T AHE 2 9jrh

o 1o

rr

90) 18 U.S.C. 880.

91) 18 U.S.C. 1030(2)(6). ¥F2 o123} &tk “(a) Whoever -+ (6) knowingly and with intent
to defraud traffics (as defined in section 1029) in any password or similar informa-
tion through which a computer may be accessed without authorization, if—

(A) such trafficking affects interstate or foreign commerce; or (B) such computer
is used by or for the Government of the United States;”

92) 18 U.S.C. 1029(e)(5).

93) 18 U.S.C. 1030(c)().

94) 18 U.S.C. 1030(g).

95) 18 U.S.C. 1029(a)(2).

96) 18 U.S.C. 1343.
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38 A (computer espionage)?] A= U= =T EX|o {57 2
We R I FA9 22 AnfolP9lE Ao AR A3t HES 7|2
A o8 [AFeITE100 HiFE HEY 42 JHol ARE F8o 8459 AFer
E 5 Qloh AfE JEe o9 P95 SR A, =, Qu B AR
Bt HGAEE, B4, olEi’t ARV} 52 SR AREE 4 AU, =l
olejo] H=E AREE 4= Qlrhal WS olf7} QlaL, AlA, o2t Hu} 57|

OFS FFH W0 ASE T, YA, olet AuE 1olz 2, 102 T w4

X

@ A2
AR Aut 299 3% 104 ofste] JACH B9 204 olste] F) L/E
£ A18%(Tite 190] T2 B30 AL e 4 odrkio) v, 2O Wl FRE

AHE} RICO1029}F AFAeH03)9] FAHE o] A8d 2 9ok,

97) 18 U.S.C. 1962. RICO(Racketeer Influenced and Corrupt Organizations Act)s= &

AW ofRe] BAE g3t

98) 18 U.S.C. 1956, 1957.

99) 18 U.S.C. 1030(a)(1). Y& o2 &tk “(a) Whoever—
(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information
that has been determined by the United States Government pursuant to an Ex-
ecutive order or statute to require protection against unauthorized disclosure
for reasons of national defense or foreign relations, or any restricted data, as
defined in paragraph y. of section 11 of the Atomic Energy Act of 1954, with
reason to believe that such information so obtained could be used to the injury
of the United States, or to the advantage of any foreign nation willfully commu-
nicates, delivers, transmits, or causes to be communicated, delivered, or trans-
mitted, or attempts to communicate, deliver, transmit or cause to be communi-
cated, delivered, or transmitted the same to any person not entitled to receive
it, or willfully retains the same and fails to deliver it to the officer or employee
of the United States entitled to receive it)”

100) 18 U.S.C. 793, 794, 798 H=x.

101) 18 U.S.C. 1030(c)(1).

102) 18 U.S.C. 1962.

103) 18 U.S.C. 1956, 1957.
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SASHA| Eltk. Ato|H B HH-L sfe]oll A WASH= ot HQl AlolH - 7hs et
22 Aol FE BAlst e 7o R 588 Alkolt). E3E w=9] =7}
QtHOL QuAFHLE EE AAA AMoly A ol thet ST AlolH I E
7ML R 173ttt £5] AP HE P2 UNT Al2(H)20] FHAREoIL
A5120] FHFA9] 7129 offol] U= FHQ Alo]H - 7hs S5 FAHoR
E}—rJ_ = Aol Fa3 997t Qirt. vl=2 UNTF A51R0] w2 8342
£ T (illegal use of force)oll Thoto] FHANES 1= AH9IAY]

PARE T Ql=d], 109 Aoy FS TR0l ofd A Azt & iR}
o] dg S T2 AAE FaFto =y 5 FgEEFo] YR o= ol
Aol - 7hs 5o FEFZolu FEAEo| sidotA] g 2 0= oJsiE 4= Sith
E35] Alo|H AP o] it AAE eubt tiEwo] H5to] 9%t &Y iHE
AP LY 7} obd ‘At 57| &< (cyber vandalism)2= O|sfet= A} U
/JETtch105 Alo|H P g2 B3} A|9] oFoj A<l Alo]H - 75 sl tisto] A
AE FAFo M KT AlolH FEFE0 AUAA JF5H =44 B

—_

=

Mol Hold £ AEekal & 4 Utk AL BE 1SS Alo]H R3S
RsAe A s Yeols AAE FANERO EE QAN 482 WS

RIS AfolH] REFES MAska 94 k. oleid o)A Aola g of
Ao] S ofelaIgl AlolH] - 7R TES AllHBZIoNA Bl Alo]HB7RS B FE

104) Harold Hongju Koh, Legal Advisor U.S. Department of State, “International Law
in Cyberspace”, USCYBERCOM Inter-Agency Legal Conference at Ft. Meade, MD,
September 18, 2012, <http://www.state.gov/s/l/releases/remarks/197924.htm).

105) Sean Sullivan, “Obama: North Korea hack ‘cyber-vandalism,” not ‘act of war’”,
Washington Post, December 21, 2014, <http://www.washingtonpost.com/news/
post-politics/wp/2014/12/21/obama-north-korea-hack-cyber-vandalism-not-act
-of-war/).
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rence) 835 & Z0E 7|dHtt. k3 & FHFHl wEt A3 AAE A 2
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106) Michael Daniel, Special Assistant to the President and Cybersecurity Coordinator
9] ¥, The White House Office of the Press Secretary, “On-the-Record Press
Call on the President’'s Executive Order, “Blocking the Property of Certain
Persons Engaging in Significant Malicious Cyber-Enabled Activities””, April 1,
2015, <https://www.whitehouse.gov/the-press-office/2015/04/01/record-press-call-
president-s-executive-order-blocking-property-certain-).
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B 459 ARoRA 20154 19 Wl Aol e g 45
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3 =77t A=et golg IR AMgs]= gt
108) AMER it 2 ) 7« BRHBEEOFREIC >\ T, WEIFEEAEDE(2000.2.29).
109) fi#tx 2V 7 4 FREC ) OB ORE] - Bt RIE L o rid €, TTRISASTIGE(004.12.7.).
110) Wit o) 7 1 £ 2 —OFREICRT 2 8], ARMEREE(005.4.20.).
111) A4 x—%Fx 2V 7 « B, WET A ~—2X 207 44> 4%—(2015.9.4.), p.1.

112) WA N—X VT 4v 97—, NEV AN —2X 1) T 1> 2 —(NISO&KEF THft
#, <(http://www.nisc.go.jp/about/details. html).
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198) ti5E ¥ A|537%, (2009.5.12.), <http://www.scrf.gov.ru/documents/99.html).
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HWE oA AR tEAE 79 YRS F7IREEARF 202004 4
T IR fAEL oy, 7129 2EA QHH o] Hoh FA|SkE i
I7WMEO] = Q FAQARLE FH Zlo) Two] ol @Alo} ZRE9] 4lo] A
WA, AAAR, el 7|E- w80 745t AR 715l B, AEA B, dEF
A QPR A FHIRIee] PEet WA 5 0= 11 Ulgo] FAIFCE AAH
31 9t} 199

SHH, 242 200049, 20084, 201390 HEE AR YANE Konmennua
Buemneii [Tonurtuku Poccuiickoit Pengepanun)> 2A°F]

7|8 LA A QAN B}l 7F X HAHGF 52 HolZRE FA 2200

SIRhizize] g TS QIeh20) olo] mm BAlole] e AL 71E
A7) A TRl S0l AR, AR, T F1enh 28 vlgAld glow
WSl QoS & 4 gl Ea HlEjes, 2ol 2L ulaE R gelo]x o]
T EAS0] YT Y-S FEST o, FANIA AT S
olAl8] 5 UNS| ofito] FR 3} olo] Tiet £% 94| A&How st vt

U Aol Heh et

=7 Ao QA A (national cyber security strategy)¥ H#E A= 20004 ‘A
HFAA W 202)(Information Security Doctrine of the Russian Federation)©] &3

Hct o]F 20119 FHZTHA HAoREe] E-5 7i'd 203 (Conceptual Views

199) A4l ZAAA.

200) KoEHnmennud BHemmHe NonXuTuku Poccuiickoit Pegepanuun,
2000.6.28.; 2008.7.15.; 2013.2.12., <http://archive.mid.ru//brp_4.nsf/0/6D84DD
EDEDBF7DA644257B160051BF7F;
http://archive.mid.ru//brp_4.nsf/0/76389FEC168189 ED44257B2E0039B16D).

201) Cyber Security Strategy Documents—Russia, NATO Cooperative Cyber Defence
Centre of Excellence (CCDCOE), <https://ccdcoe.org/strategies-policies.html).

202) Information Security Doctrine of the Russian Federation (2000.9.9.), <http://
archive.mid.ru//bdomp/ns-osndoc.nsf/1e5f0de28fe77fdcc32575d900298676/2de
aa9eel5ddd24bc32575d9002c442b!OpenDocument).

203) Conceptual Views Regarding the Activities of the Armed Forces of the Russian
Federation in the Information Space, <https://ccdcoe.org/strategies/Russian_Fe
deration_unofficial_translation.pdf).
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Regarding the Activities of the Armed Forces of the Russian Federation in the
Information Space)®] $8E 0™, 2013H0l= 2020 71X] 9] =41 Hobd Eof
L7 7)1 Q2] '204)(Basic Principles for State Policy of the Russian Federation
in the Field of International Information Security to 2020, ‘©]5} =A|FHUA 7=
2 ojzt eho] TREUT. BA] =7HACIHII =7 205)(Concept of Russia’s
Cyber Security Strategy)®] ZRto] 2= l=d|, THE 35 FF Aoty
AfoHQP A O] S0 583 FFS vl ACE oiJHh

FTAYEPA7 2D A2 TAFELE ZopollA F2 AR SHAloF =7 H
B3 B0 4% 9 1 oS fItt AYUSS Eelsteirt200 7] 9]
HAAE Aot A, AP EOA S{Alotdrfo] A ATt A Zzof
7, YW, Aot EZH AYHFY A, VI HARAE ZARd 72
A2 202092 PR FAJoFARYS] =vItEAR 4, 2jAlote] HHEIPI=ELT
Aot W] T, 7IEr HEFEAE AAIS] HFaL St

ol 71EYA2 AA, WA, A=A A ¢e T FAGE/JAAAE st
+ Aot OJUYMEIEE IAIA R S8k, FA, IAIFELA FofollA Aot
| B 57 ARt Bl 2RO A7 AR, B0 5P olfS
ARt FH7IEE ¥ 55, YA, AEBA0NA ICTl 82 SHAH =M
AA F8 d=E39] 7led $5482 A4FIskL ol fAlsks Aol

S YROIA FAFEPA o2} TR HE FFoNA A, A E =7He] A
el 7Fs/dS AR, 7R EY A Higt w34, EHA IS WA
she 22 JEINS A 2A0® Aot 1Al ofet SAIEL o
gt Fafdor ol Hl 7HAE S 3tk AA|, ICTE Al Sfutste] 2AH,

s

204) OcHOBB TOCYyAapPCTBeHHON NONUTHKHE Poccuiickoit Pen
epanuu B OOMTAaCTHU MeXAYHAPOAHON MHOOPMANMUOHHOI
6ezomnacHocTu Ha nepuoxg go 2020 romxa, PR-1753, (2013.7.24.),
<¢http://www.scrf.gov.ru/documents/6/114.html); <https://ccdcoe.org/sites/default/
files/ strategy/RU_state-policy.pdf).

205) OcHOBB FTocyAapcTBeHHOl nNonutuku Poccuitickoit Pen
ePanuu B 06TaCTH MEeXAYHaAaPOAHONH MHHGOPMAaNMUOHHOM
6ezonmacHocTu Ha nepuox xmo 2020 ropga, <http://council.gov.ru/
media/files/41d4b3dfbdb25cea8a73.pdf).

206) FAFEIE 7| YA para.2.
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B 57]2 Ag3He Zolth ofrlols Fte] Fu JES P

Agt 344 B, AN b U A AL Adst
£ B9 3k B, (T2 Hle| BHOR ol85Hs Zlolth. Fa AR/
of BaHel A A HeerES 25oT HFIAE B A So|

mPE) A, [CT2 83710 B3 TG, 3394 9 5 AslA 2
i £ oP|T B O o g3t Aol YA, ICTE WA HH07 o8k

olt}. of7jofiz A Hxo] Reroz HalAL, ofolxl ARE LLEgo]
A, AHgSET ISR BelS Eaa
F PR BEE FAYEAMA A48 UYL BHOF S TAFAAAS
S8k Aol web SAlolt A, The, A} 9 B Se] AR
W 498 BHow ojde AaH 75 1] Folsks 4, 1CTS 7k F
E A8 9 =4 Bojel ohde R Bhow she Ajagd] o8 Jue
AN A R ek A 52 gl FAFRAR 2L g elxlote]
S0 dstol FAH WL AN Ak

ARSIl oA FAlok= AjoluB o] tet BIEE FRAISE g, Aol
B7t0] Bat Almg DAL AHe ZTo SIck $2, epAy|AT 9 o=
7|2k} 22 F750] ol2igt Bxlote] Y NS Yov, Astolger] T
(Shanghai Cooperation Organization, SCO) 3L=E2 FAAOIHIHS S5t
eJxjote] Akt - SAFet UhBo] Solet vl Qe o] Aok b4 il
2 % Aol 2T Y= ATI/IETE jofet =0]0] Fol A FAIAJo]HISHA
et disks sk lovt Fi et 2elA o Aol 241 Sl dAE el

S

o2 l)‘l

\l

_4

2. AfOIBIOHY T3
7 78 9

2Alote] AtolHRbdy} HE trAQl Yo rs TIFHETO B3t AYH
Hd

o
fol

A|1525°207)(Federal Law 152 on Personal Data Protection, ©]5} ‘7i<Ql
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et EHYAE A R ISP SAO] e A A11392208)(Federal Law 139
on Blacklisting and ISP Control, °]3} ‘AEYIHAH )7} St
HA] A A152%, & MAFEETHE 20064 A E] 2007URE AR
I QU & 2 AR USRI S 771 AARREA| Y] A1
H A2 (processing)?t HHE B FAISH ]| $13t 202,209 F 67] BHChapter)
257 ZEo 2 FAEo] At} A1 AutE3HGenreal Provision)2.2 HEQ] A
SR 54, F8 oo digt 49|, 18 YHIAE Wl Urh A2
A EHA o] et A2 3 &5, A3 NAYEFA 2] 2L, A4
&2 Y Hoperaton)®] SFE THASHL ok A5 A EA Q] A, A=
2 HE AEEY] #Qlof diste] a5k, Aot HAEXTE HAL AUk
UHEAL mefoHAIH, 7lQl 9 7159] vof| tigt deE Ebole 7R
£ AFsk= 52t 1 719 Aot AR-E HASh=T| Qlrh2i0 & HE QIR E
B4 T AEE 2o Ay B AR HEEE Be JEE Fofekal
= AR 7RI HE tigt UurAQl Holof mErtal & &= Sl
theo s AH A139%, & ABUARS 201249 748 ZAEE =T ¢ 245
A HFgRo] “HA, Hd W 2jAlo} ARte] 5ol fofet YEERE ofsZ Host
71§19t AP A8 oleke w21 A= AL Sltk 1 AEAR] ‘419*— HEA

o
A 8] A Qe B G| Yoto] QIEYE AKrestrictiond 4+ 2 il

39,
o

o
4
ol
ox
1o

207) PenepanbHBHE 3aK0H 0T 26.07.2006 No 152-®3 O nepcoHaIbH
BIX g aHHBX, Federal Law of 27 July 2006 N 152-FZ on Personal Data.
AHARE 22 Ao ‘A4l - B Y| % - i AEEY (Roscomnadzor) EH|O|X] &
AR A% http://pd.rkn.gov.ru/authority/p146/p164/,

208) PemepanbHBil 3ak0H Poccuiickoit Pegepanuu oT 28 HIOIA
2012 7. N139-®3 “O BHecenuu nusmenenuit B PemepanbHHHA 3a
koH O 3amuTe feTeif OT UHGOPMAINHUYU, IPUUYUHAMeH BPe
AX 3J0POBBI M PAa3BUTHIO U OTAENbHBIEe 3aKOHOAATEIbHBI
e akTe Poccuiickot ®enmepanuu. Poccuiicxasg raserTa,
30/07/2012; Federal law No. 139-FZ “On Amendments to Federal Law On Pro-
tecting Children from Information Harmful to Their Health and Development
and Certain Legislative Acts of the Russian Federation”, July 28, 2012.

209) MAIRHESH A1z

210) /HAAEESTH A2z

211) a particular or identified individual, A9 & o|& “WAAHEFA"(personal data
subject)@ 7|5l Y2
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& Hol = FR= AR d=S 215t EE9 714 glo] Apdsfiok sk IEHl
ABIAAIFANISP) FARIES] H52 2MdE 4= o Z2AR1 FA= ofFs ZE21:,
opok W Am e SR WE-2 Eolohs B EHI29} Al Eof| tieh Fd=
Agtstz] {5k Aoy, P A1 AIE T 5 Rof wt ATE T Qitk= NGO
59 HlE T Qlth212)

A7) = WY AL %E EAl-ujAu| T o] B (Ministry of Telecom and Mass
Communications)?t AYFFL| A sto] AFSA-FE7|& Agg=d
(Roscomnadzor)°] HERITE213) & 7|32 53| QAEHlH#AHo] /‘]63%&”\1 ey
gt A ZA HA &, of® A|ETL Rio] =
offto] 7]utste] s A|ES] At RS AT 4 %1 & HAsHA €
A, olHgt A4 el A 5Qe HAE SHA 9—3—'3&‘:}. Aoz
Roscomnadzors= QITEUIAYS] HHE AUl A= ®ofllA 5HAQ 347t
i = Aol

offl e

ru°l'

. 71E B Al

SAlol ool Asi 7R Y Sl AolMebie F751] Ffdte] theel
FoH HAUAT 5 YRl FR et BE, 453k /)Y Hoje BE, Yuus
A 59 ot Amg 2t Yok AT 2 |Be BE N &2

22 7R A
E'_T ™ T
4 glojg] B35 93t AAAQl ?l%(certification) v @ AL ZkET Qi) 1

& AFPA a7do] A2 S SAHIE, 9% A Holsh] of
B8 2 e oo, d4elel Aol T A BB 085 2

212) A v=e] FAJAFHA R Freedom House?b 7|Z 02 Wafsh= H iAo o2y
S Hol A 28R ol FFHA TS TX] Ao HA A7 oY, HFHO
2 eolel Zel=E Aeked] A8 5 odrke 22 ATeke wEe] Baels) Qlrke
L ¥9]aL Qlt}. Freedom on the Net 2013-Russia, Key Developments: May 2012-
April 2013, https://freedomhouse.org/report/freedom-net/2013/russia.

213) PegepanpbHadg caIyxba 0O Hag30PYy B chbepPe MacCCOBBX
komMMmMyuHukanuit m cBa3u (Pockxomuansop); The Federal Service
for Supervision of Communications, Information Technology, and Mass Media
(Roskomnadzor).
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(E 2-4-1) 2{A|O}2Q] AJO[HIQFH A M= digt

AoIHSH 221 HiE S

=

| AYSM-YT|E HAHASY

491’2 25 (Personal Data Protection (Roscomnadzon)(CILrs X1523)
od

HHIEAN - HH T |& - I|AZAUSH
OIE{4I M| (Blacklist & ISP Control) (Roossomn:dzol)zt'ti”* ;I?SQi)
[N |

SRt HS 7= - EEMB(FSTEC)219
(Critical Infrastructure Protection: CIP) et HOF=(FSB)216)
oS 3K(Cryptography) HEEH O (FSB)

HE HOkK(Information Security) —
HE H2(in Gov't sector)

L OIS (FSB)
L7 |& - +EEHH(FSTEC)
HLZS=(FS0)217)

HEEO HOAN BRI (B HE el EE 2 SVRIZIO

g 219)
HE 2Ot — 8B (Ministry of Defence, ‘MoD’) = &7(MoD)

HEEH O (FSB)
HEEO-7|Y G0|H £5 o
geol -2 HOlH 22 o117] % £ ESHRAFSTEC)
(confidential data protection)
HEHHOF 2 M(ATEY N 2 5H=9|0]) 2t _
OEEI_ ETI_( - 'F"O-IK OI' ‘FHO'D AI’ gg7|%'¢%%ﬂl%(FSTEC)
(Information Security solutions compliance)
ALO|H & X|2=AKCybercrimes investigations) L2 E(Mol)220)

214) Global Cybersecurity Index & Cyberwellness Profiles, ABI Research, International
Telecommunication Union (ITU), 2015, p.25.

215) PenepanbHAad CAIyXk6a IO TEXHUNIECKOMY U 3KCIOPTHO
MYy KOHTDP onmw; Federal Service for Technical and Export Control of Russian
Federation (FSTEC). 3-8 1=} BES = 7|0 dfgstH, 5171 B2 7|4zt Adofqt uf
Era=)

216) PegepanbHasa ciyxba 6eszonacHocTu Poccuiickoit Pep
epanuu (Federal naya Sluzhba Bezopasnosti: FSB); Federal Security Service of
the Russian Federation. QHIHQFES ZQ Izl BS AR 49 WHg

217) Depmepanbuasg cayx6a oxpans (Federalnaya Sluzhba Okhrany: FSO);
Federal Guard Service of the Russian Federation T+ Federal Protective Service.

218) Cnyx6a BuémHeil pa3Bénku (Sluzhba Vneshney Razvedki: SVR); Foreign
Intelligence Service of the Russian Federation.

219) MusucTtepPcTBO 060pPoHH Poccuiickoit Pemgeparmnuu; Ministry
of Defence of the Russian Federation (MoD).

220) MuEECTepPCTBO BHYTPeHHHUX fei; Ministry of the Interior of the
Russian Federation (MOI).
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7164 $HOEA AOHRMAS 3t £2 "ok AFEHARL t-3E4] (Com-
puter Incident Response Team: CIRT)C. &+ 2AJo} F¥9] F-4] CERT22D)(GOV-
CERT), RRIE g5 TZHE CIRT222(RU-CERT), 121 7| HEY] AFLH-SARA
CIRT223(CERT-GIB) 5& -85l Ut} 2 SAH o2 AHH Af|HIN7 &S
o|gfst7] fIet =7F Aol T4 EFEZ §le AHlolH, AtolHbHT} Hesto] PR
Z1#olu 35 A7 IS5 St AAS Al ELE HRSkal QA ehrt224

3. AfoIbiEE T
7. 94

HAlotAR FH(Criminal Code of the Russian Federation)< 19964 5€ s}
oA =0l T 62 ALelZoA SAE F thEHol o5 A, 2=
SO F479] 1960 FHE UiAIet Ao & 19973 19 193 E] A= o] ARjo]

5
4 B Aol B o] BApsig] el e F3el o
o] H= AFEHHF LA E FA T "o sigstA] ot &l ot qirt
I of2fRt AR 19979 Al FHo] EAEHA A HAth &, 5
A28%0] ‘HFEH AR HE'(computer information crimes)S A=< HEFFO
B AT EHN Aol A7} Bl2A 2Alof FRio] W Yo s SASH |
Zoltt.

A28 37l 2FOE o]Fo|A Ut} A272%+= AFE FH| it E¥ H
A273%= AR A=AV fofiet 21O A AR B RE, A274
= P E ARZRSAI, T AL Be HEYA AMSAFA] SHkS 21ttt o5t
oA ZF 3ol diste] 2tes| A Et

X

221) http://gov-cert.ru.

222) http://www.cert.ru/ru/about.shtml.

223) http://cert-gib.com.

224) Global Cybersecurity Index & Cyberwellness Profiles, ABI Research, International
Telecommunication Union (ITU), 2015, p.389.

225) FU- LS AFE, BAotAdY, SHFAYATY, 2010, p.13.
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A272z%= A % A7EH YEYRIE Zdske A7H AlLde] LAkl Ee
£ Hoop] ek qgoltt. Hedid]l AE FHA EHder JIFE B¢
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S A dde] drt. & 2FM= 19} &2 BT o R st TAske HHo
B, A, Y B AR BAL AR ARReAd el AlLE B Y
A2 = 59 23 2o AL S5, whebd Qm=shA] gk de
o, A, Ee 270 ofgl ATl olFoHE Brole Aol HkER
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HM272Z% AFE YHO| st Y 220

O HEAN HosE AFEH JE, & 7|AL04, AR A7sAA, JAEE A
TSAIAY B O YEQAS] FHo| tigt &Y HIS S5t JHE ¥4, A}
o 2 BEe AR BAL AL R A27aAld 04“9} AAE Es HEYAY
o35 SRS § A= 200,000FE 0]5F B 18Y o]t dF EE Ve Y
of sidsh= Ha, E= 6¥ ol 149 oI5t wetes, B 2L‘1 °l ske] Ao
A gt}

@ 919 #HE AP w2t AT os HolAY, 22T osto] HeiAY, Ee
A4S FHAE o]gste] WetAY, FAYE H27tgAld Be AR A
TFEAAE B T UEYA] H&ol 7heRt A7 et wiofli= 100,000%E ©l4
300,000%%& ©oJst Ei= 14 o] 24 o|ste] d5 E= 7Ie ol sigste Ea
E= 6¥ ol 24 oI5t W, E= 3 o4 6¥ olste] 7, B 54 olst
o Ap-fHfehof A3ttt

226) Article 272. lllegal Accessing of Computer Information

1. Illegal accessing of legally-protected computer information, that is, informa-
tion on machine-readable media, in computers, computer systems, and their
networks, if this deed has involved the destruction, blocking, modification, or
copying of information, or the disruption of the work of the computers, com-
puter systems, or their networks, shall be punishable by a fine in the amount
up to 200 thousand roubles, or in the amount of the wage or salary, or any
other income of the convicted person for a period up to 18 months, or by
corrective labour for a term of six to twelve months, or by deprivation of lib-
erty for a term of up to two years.

2. The same deed, committed by a group of persons in a preliminary conspiracy
or by an organized group, or by a person through his official position, and
likewise by a person who has access to computers, computer systems, or their
networks, shall be punishable by a fine in the amount of 100 thousand to 300
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O© AR HHAQ] A A7 - BEAF B AR A7ESAIE 9] 2oy
A E AE7hgAlde] Aad 9 O YEYF 0ty 58 1930z Agst]
oste], AAHR AT7FEAAHL 2 WS ZRsHAY, I FQ T2 IS ¥
AstAY, olfjst T2 03 T T2 tiHE ARSSHAY BHEAZ] A= 34
o]3}9] A}-gutetol XJ5}E] 200,000%E ©]st Ei= 18¥ 0|59 U E= 7]EF 5
ol sfFotes EaS Wit

@ 91 B7 AR Qsto] Fohet s WA g wol= 39 o4 749 o5t
Ap-arero] Attt

thousand roubles, or in the amount of the wage or salary, or any other
income of the convicted person for a period of one to two years, or by
corrective labour for a term of one to two years, or by deprivation of liberty
for a term of up to five years.
% GEIEL UNHIFHHAREA(UNODC) AR|EdA Agshs ARE o83 ot
5. (https://www.unodc.org/tldb/showDocument.do?documentUid=8546).
227) Article 273. Creation, Use, and Dissemination of Harmful Computer Viruses

1. Creation of computer viruses for the introduction of changes to existing
programmes, which knowingly leads to the unsanctioned destruction,
blocking, modification, or copying of information, the disruption of the work
of computers, computer systems, or their networks, and also the use or
dissemination of such viruses or machine-readable media with such viruses,
shall be punishable by deprivation of liberty for a term of up to three years,
with a fine in the amount up to 200 thousand roubles, or in the amount of
the wage or salary, or any other income of the convicted person for a period
up to 18 months.

2. The same acts, which have involved by negligence grave consequences, shall
be punishable by deprivation of liberty for a term of three to seven years.
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A274%+= AFE, AAE, YEHZ 5o F HeS 71 A7F AR Jsh
sto] }Fog Howes FJHE fIstAY s4ck= 59 I S5t ST
Hog 73S 3% LRt AolA FAHUS Fofstke FEo=, AJA”o] kst
A §A" S glojoF sH= 282k9] AeE Basty 1 o] gtk A274Rs
WA AHE A272%8F AFT] AR HH8AS A Qe HE L Zpol= Ajt

R A EHAEIUA det fle A EHFIAA A 0

274X HAHE M2|7SAIY, O AAH E= UESYT AEFE| 429

O AR AYAAEAY, 1 A2 B YEQTC] 45T 4 e A7t AAER
He7FBAA, T A2 ER WEILY AHEC] IR W91 Bstol WS
g BEE AR He7lRAAY uel BA, Ao Eb WS s & o)
ol s olste] 717t B AR B EE W] BA A AL,
180417 o4 240417} olte] A=, EL 2 ol5te] ARAT] it

@ 91 WI/L FAE Aste] et 23S WS & ol 44 ofshe] Ak
At

4. ANAFE

#ixjote] Afolu 2} Fat AlolHieha L AolH ¥R thsto] st 2,
of) HoIME & 4 Qo] Tt HokolAl AL 2 grlsle] Urky ke
% 9k

Sajote] Aolu] el AAe AR Qo] ik Belel Brol g Rk

228) Article 274. Violation of Rules for the Operation of Computers, Computer

Systems, or Their Networks

1. Violation of rules for the operation of computers, computer systems, or their
networks by a person who has access to computers, computer systems, or
their networks, which has involved the destruction, blocking, or modification
of legally-protected computer information, if this act has inflicted substantial
damage, shall be punishable by disqualification to hold specified offices or to
engage in specified activities for a term of up to five years, or by compulsory
works for a term of 180 to 240 hours, or by restraint of liberty for a term of
up to two years.

2. The same act, which has involved by negligence grave consequences, shall be
punishable by deprivation of liberty for a term of up to four years.
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1o

H 2-4-2) 2{A|OF AO[HEHFHO| XA

=71t 7HE(2000)

2710t 22X | 2710rE FEF 2009-2020(2008)
QAN E(2013)

I-IEEE—I‘I iH(ZOOO)
HETZI0A 2JA|OFRZO] SHETHE(2011)

& =HEZEHE0F 77 P 7| =3 EI(2013)
=7IAO|HHHI (=2t HES)
SHYAOIHEZE TE)
ij;g'a_‘? W JjoIEE R 5 (2000)

QIHUITAIE(2012)

& GOV-CERT, RU-CERT, CERT-GIB
o= ZIHeE: ITU-T Study Group Question 17
=742t CET-GIB
7|22t FSB, MoD, MVD £

Atolufz|ot HRAs|A SfAlole Atolw FZtoA o] ZEER] S 5ol
e 2 w2 AoR AHA lom, AlHHd| tigh A EYoie} 7|E ANE
o o} AAE Arstar ot FOlET 7P FEA]= £42 FEg=0]

517} glo] AHilo Aol whet IE Ul A wHAAE
Holet. ERE HIAA| BAlot] AR RS2 BAol IS oz HAE
AOTHHE7E obd 734 AR AEEA] eloltt. HAloks Ijefd oz AlojuH
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SAE AT Atk A2 AolH#H] Hig #HS 7I2olH HSstal e
Z& Ut Aok 8 4= Sltk 53] 1<t Akl &alf lh AlolHiedhs:
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SRl
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£ g 5 At
A Aol Fof| tfgt theFAQl BAISAE AuEH A 1047F thagte] 4
A19] 5ol EAfskaL IARE Ale|H o] WAYE = FES] SIS Qe A
g 5= Qlrk. 20049 ¥ WAL 77,09970010E Ao 201340k 155,366
oz T 71 ZUkstth AA A4S B 2004800 82%, 2009F00E 89%
o[ UATE, 20120]= 78%, 2013WNl= 55%% 25|12 HAF RolA| 1L Sl FA] 0]

olX

Y SAplae] S48, Rt WEe o) figebbx ks Hol 218
A FE ek

EE AojmjorH

Ato|uE2] 2 AARS Ato|etHE| HESARIE) AtO[HtE 2| HESA(HTE)

22 27 AOIB{EIR ] HROIH B
E2r #7 g #A g #3
# 218l 2 218l EiES a8
2004 77,009 63,384 70,143 15,390 10,993 11,892 61,709 52,391 58,251
2005 88.731 72.421 81.338 21.389 15.874 17.371 67.342 56.547 63.967
2006 82.186 70.545 89.248 20.186 15.979 17.498 62.000 54.566 71.750
2007 88.847 78.890 88,549 17.671 14,037 15,302 71.176 64,853 73.247
2008 136,819 122,227 128,635 20,077 16,953 17.649 116,742 105,274 110,986
2009 164,536 147.069 160.656 16.601 13.152 13.619 147.935 133.917 147.037
2010 122,902 103.809 111,772 18.287 14.874 16.777 104.615 88.935 94,995
201 116,961 91,496 95,795 13,396 10,299 11,399 103,565 81,197 384,396
2012 108,223 24,032 86,513 9,607 6,371 7.239 98,616 78.561 79.274
2013 155,366 86.105 92.621 10.407 4,532 5514 144,959 81.573 87.107
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chgow AoliEo] $3Y BHE Avn o7 @ vlojelac 22 Aolue]
o9 s W T ol A sk, AAA Aol 3718 velsh
2518 AHoz SoiEn Utk ST 1 BEE T AelAn U] e
B8] X7t SUTHL ST S 4+ U AL ORItk QIEY AL Aol E
5% REG 51 Kol glom, ko Bt AL Jlete] WA} 1E oty
9tk Zolth. 5, Aoliae] So] Boteln ety & 4 U ol

Atojuti £ 2l HAg ApoufE2] YA SARIE) AtojuiE 2| A SAH(HG'E)

2= 27 S QAFE Ajo]t £ ] 7€
Hloj2iA a7l =3 AOIERE oy
2004 63.334 10.993 30.288 5.816 2410 1.244 12.633
2005 72,41 15,874 33.112 9.227 1.850 1.233 11,125
2006 70,545 15,979 26,711 9,436 7.322 2,284 8,813
2007 78.830 14,037 28.081 12,905 5.505 8.167 10.195
2008 122.227 16.953 29.290 13.819 8.056 32.084 22.025
2009 147.069 13,152 31.814 10,936 31101 34,575 25,491
2010 103,809 14,874 35,104 8.638 2,611 17.885 18,697
2011 91.496 10.299 32.803 10.354 6.678 15.087 16.275
2012 84,932 6.371 33.093 9.055 3.551 15.111 17.751
2013 86,105 4,532 39.282 7.873 2,953 13,567 17.898
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23 Afolu ] AE BAE ¥ 200890l 10002} 20009 HIFo] =5k
=t W AESE A7 2oL Qe A2 £ 5 S ole 27] AlolHEt
< o183t A7t wolE Holztel et A SAAE @ olEst] wiielzt
g 4 ok wEkA 201390l 20019} 30H7F 8 ASol Ha len, 19t
e FAlE ALSIA HERA Elof AolHEF ] APk Eold Zo® o=
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T2 A 10CH 20Cy 3004 40CHO| 2 7IEt

2008 100 26.6 389 718 1.8 0.9
2009 100 19.4 340 29.6 16.5 0.5
2010 100 19.5 39,5 25.4 144 1.2
2011 100 17.4 401 271 14.6 0.8
2012 100 19.9 40,9 24,5 12,9 1.8

2013 100 16.4 416 259 95 6.6
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ot7] fJote] BRI 148G 51, 71EATAL %) AR S
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A A9z 20 M= HHEE TekpAbRol BekpAN - TekeAR - T A H At
T 9 A HPAINE Fa1, ekpabiy dof HelpA| gt 197E Feg o3l
A1), o714 TEAI B @ HeAIG R 718 E FRAIE Y] 9
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ES QAEPARE O AR S79] B4 B3t ARY, @ AR S0 £471
ol ot Aol ek AR, O AR IelpAlrIe] At AEe] Het AR,
@ FekpArE e A TR Ao Bt ARY, G Al12FE A4zt
A1) Gret HHE A w50 I ARG 52 ARFE ske T F= SEAS
A AFES T 223 AoHpAThE O AtolHHE] AR AR o]
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Ut ARG, @ Afolu 2| w9 ShE - A 5l 2ol w3t
AN, G AZHE A4o71A| 9 BHE SAlPARE R 5 FAEH ATl Tt AR,
©ANSHE A527HA2 GFet THHE A w- w5 Aol B3 AR} 5 F= Alo]
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A2RE 7ol Aolszie] thgotal JAFHAI3E AR, o] W, F+ FA= O AP
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286) http://www.spo.go.kr/spo/major/forensics/forensicsO1.jsp, 2015.10.31. &
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291) 2479 691, ATHHAIA P50l B3t A+, F=FAPZAATY, 2010, 1279,



H2E S0t 2719 AIO[HH I | Y™ HwATL 123

AME = AFEo R HAleR shal QI oHAIR), AlelHtd=e] FadreE
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A2 AlE,295) @ HE FHE 27] 248 B AAE 18290 O AT ARE
SOl AIHHR 7 ©5.297) @ 5Uie] §Y ARRE S AfolH AAAT A|aL28)
® A2y} FAILE e AR 11=30h299 ® 24 7iH 3 A7 /Y R&D)=
B 552 diA300 5 ot IS AAstal k300

olF {8l FEAS AtolHbd=E AL, AfolHbd= ol AtolHet
Atole{iF S, 18] HAE 24 AHE Fal . B AfoHed o=
AROTHRPA 7| & |, AfCIHRPAMHIAH, Alo]HAEEZHH, AIHIAgHHE +
. Ao TlS o= AlelHAR Y, ITARIER, AloIHE =AM, ITH
sHFTAES 7, HAE Zd4 A dle 2d4718d, Jared, 2t

QEAAY, Teln AFHEAYELS 3 gk

R

204) AZH, AlolHerd gE 71E AE, 2014, 69.

295) o710 “AtolHZTtol A 9] A TS At WA Fu], F9-5HA- 7Y T Wi
AYMALE A3}, =l Alo|H=] nlsf o 33}t & X1, Ato|HF] Tl AT
4 gzt 5 B58E A 59 AF &0l Atk AEH, 49 2, 7TH.

296) ololl&= “FYPT A|AHS B9 HE JH 27| B4 &8 B4 A X4 I d FRE
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Wohs 9, AT AlelH FE54, Aol 59 9] 3l Ao digt =7kt
So7F FEoRAL, AfolHgtol] digt = 7HE 143t AA olsfEATt Adolstr] w
ol AtelHEZ oA e 9 FAIE IRt =A] 7ol B = A =
A0z 7St lnt. ot 20159 A43F UN AEPE Aot ARAZ7HIE(UN
Group of Government Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security)?] B4l &,
AfoH o] A-g7hest Aol w3t 2 Wiwd AW, AJsteld#717H(Shanghai
Cooperation Organization), EA(BRICs) 432|204 AHHJIHE HK(Informa-
tion Security Convention) A&} G of2] A 7|70 A Alo|H-I7hE F&ot= A
1 5 90l AlXE dielng, ofdt IAIA el F=E "art
At

SOt A FoA AlolHHE, B, FESES A5 WA AN | 71l
el "ash, A s&ore] Ay d2 =7hE 14 B g3 gFA Aol
A FEd FU, 4= AF 75 59 olFE B A[Ff Hsf vefeitial &
= Sltt. ofo Hroh ap#Ql AtolH #oFo] A QFHE A= ASEAN, SCO,
APEC 5 71E9 et g9 dAUS 2 3= ¥ 9 UN 59 =414 A2
A92 Hdg Adske ted 98 ZHAYALE vhshks ol diste] aisfsto]
of Qt.

T AolH ZopollA| ok A F9] A& FEle fsiie, et 22 A1

=0 AR AR AR =9 A @A FA8) Yok et
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A, ArelHgztel] 7|E =AH e 482 AsiM= AtolEitel FH 249
228 F3ARA Y] S99 FHE 1t A5 fote] AEske Aol Bast
o 5oL 98 Aol =AH O ofmet Wi-go] ofgA #-g=ofoF & Al
i3t =217} o] FofAok jltt. o] £AlE AelHEZoAe] =7 =] Hel A9t
= e #™ol Sl

=4, AtolH gl dit ot oS Aol A 5ot Il 7R disAIA
gk gke7k Basity. AelH AH] AR HE2 AsiM= 7E =7k 71eH
A o =7F 3F 329 AloF 5ol JleER, =AY B A=Y A& Al AloH
FAE dohs AU ol asta, olF fIgh AP FE FRet AlF 75
3 AT dokE o7 9ol 27"

AA, AR Abdef| A AlR7of digh el 723 SA42] 2400 HisiA = 52
]l ggo] "asitt. Ao]w £7]9] 4%, wjsfe] avt SHoA dAZ Y8t =4
ghe 845 BF ol ske TE, AlelH 7led 544 BSETE

Aol B70IA19] ZALA o] § Aol 23& T3 FASK: Aol HiFAshk o

G, HAE Aol sk A B0 ANt A0 diE =ow Wastth
A7) BA5IE dol UXE BAoIHE AHE Azjust oz}, txd A
20| 77t o] 53} AolulEIlN B8, o7, e A4 50 Ago] FHsae
wehd AR BT 24, PR A% AE @ et] HE B B
So] WAL 9tk EHol Ay Fizke] TN el BB AL ol
g FEAAC] e 2717 Gt ot Whdow gy

AR, ARdA Aol Aolsaziol gt At BAIE olsln @elsi
AoigeA 75 2 B st A&l Gk wasith Aol u)H
£ oku Hopw A Ao x|eid 2}lo] Felo] Boldt Hokw 715E T Itk
Tt A4 EHok AoIHe] Aol Hoko] X|oH FeAe mxt § Kol
ulsto] mlulsto, 7120 thape oy @ /|7 2 9] JAEE anHos
ggat Wotw wefa & 9ok

XA, Aol H Ao 2] 7ol B3t AU 7=l 52 olsfiA el Het
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w=27F BasT}. AR 720 =S SHoR WHE o
W EE mls, 48, 2F AUt S vield=e] ZHd HlEo] oo Qe
Fgl wet, 5ot Gul =7HEC] HE ARl o] Al A %539} BRE
Aol M & FeFolel 7ol tidt A& B 35 tidke A 4= 3le Zlo|Hh310

Atolef = 11 ] AT FAof wet AlelH R34, AlolH HFEE,
APOIHHE, = AfolH ALl SO= ERE 5 Ut APIHEE S disiie =7E

o] 71&9] JH¥ 7 Ee HE Pl tiek S AFE S5t o= A= A
WS vhE 23 Qo FAlE Al ARG FAIZE ARRIA] RIZHRER]
Aof Hiet Bt BAE 5] o FERE A|HYHE SAEH ] FHA
=2|=ojof Jit.

Avd B3] A WP U FAA 3
1. AtO|H{ £t H2HO| bakut 1bA|

Aolsaso] s E @A FAASIZE A ek Aol dso] ek A
A Aot A9 AtolH MAZ Yol A AN A AolH] FHNH BE
27} 789 AolH] HAe] G BolFm Sick. Aol o] o] Bate} o]
2 olgA §AT AW
S Ao]H g2, AlolHelE @ Al HH0] ANA WIS AL e
A Aole] BRI FAA 0] 2412 oISt WUk HET Wast gtk
30| AlolHels AAL HoTht AES B9l oS sk glom WA
PEE PR o] 4ok Fe olRolA itk 1 FIHE FAEBAL A
Ax oz AolHg=iet BT Ao|HIR AR S 4oka Glom, gk pie
AQre: RIS et St BeE 4R B 9dstn gl
olo} e T Sol YZoAE FHgR o] YA AES B2 BE

316) FHH3] Alolu kS| U AWPHE] Bstol= U3t -ol5E -4
HYAE fet SATZIRAAT, A, 2009 =

Aol

rlo
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R4 SS0F WatHAS 93t HAE Hf

HEO] S} HiEe] Tt UIRS ZHA W, Alo]H EofofA o] Hgto] slto
7130l AU A HAEHE 939 Ase A71E Yok wlEo] opgdS F7H
o] AfojHeti o] AEE B ALE 3T 5 U=E o = ZA7} He HEY
Aol WS Skl 3L, = RIS AfeHRtEe} WHE Fa7 AATE HED
ol o 2F= U= EFET ¥l A& k.

SEAIRE QFA] ARt el o] FRH O R Fh=to] 8- AfoHFte] HES
o] HjESEE F/d5tal e AoA I RAH o= AAet #Fol 28
U AAE 251 ek whEha] I et vt Ao e 4
TFAHQ AARE vidsh= Zlole). 187] flsiAE sk 9] WEe Bl
Ql 718& Adstoiof sinf, @A gH=9] Ao|Hobdo] o] wn|E Qls) WEgS
ol do] olAlE ¢ € Zolth. 1™ 7hed &df Woll Yro] A= Y=
=7F Afo|HQER 7R o] SA46] APE 4 AEE A9 S 71ZoloF & Zlo|ch

ESE AtolH{HF || QoI E Thget ko] Fasittal sHAlth AEAHL 7L
Ao SATEE AfoHIE=T0 2 SAst0] Alo|H{H o] K} olA tf-&
5t7] 913 B 71201 itk 12y, 53] Alo|HilF = A Qo] WIXFdEt
9] EFo] AAgH Hofo|t}. I ERE Thrs| AMHE(Government)2] AHHofA] 3
17| ks AMYA(Governance) A M o7} Ak &, AfolHoti
= & ofygt et B 719E, 7iQl ARV, Eob #E i), Eob ¥R Avh
5o AtojuE|9] Ao g -3 "art = Zolth B2 19 T2 e
A AFTE APO[HIEHA & H8H 5> Q1 Zlolth o] AfoHeH T} Alo]HH]
#9] 7% T<es] 7R A7} ofdet BE ARSlY] EA2k= Q14lo] Aol 7]
ufj o]t

A27GoNA FEOF F8=7k0] AbolHQhd 9l HF] -5 S Boto] AW EYR
o], FRAELZ Afo|HFTIA 9 AlFelE] EAIE =7 IRPHEAGERE ofy2} A3
3} 9 QPgo] AdS oA HHola AAgE AR QlAlska Sk FUjF o R
AtolHetd SR E 3t WAE vk, h3AA 15, 25 dulek AR ok
g5 9 {1, AEAY P 52 8 FHIAR A o, ey ors 7t

A5 AHTE R 9, A9F 4SS d 9, A =0)2 L9 U]
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JE O TR D)
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At A 74, 2= A E e ool dasirtal xSl i
o3t 7] 2ol ul=e] Ao WP PP} S Ato]HA, Ao Ato]H Al 2]
B 71253 Al AolHAltElE] A, S=9] S7IRPIH Aol HP <L, &
of9] A7 ELA T F7 AR HPAM N A 22 AtolHebd W |
o] 712 50| A F5 e P2, T=o FF AtolH] HH 1
ol 2= AlARo] e Aekal Sl
ERF F8 F7ME2 AfolHig il gt A4 @] golde A4St |FA]
A9 gojAiet 2ol FEot A W =AGAA ] 73t AIFF A el
Ao A=e] A 9 7lofgA o] B2 TS 2 Jg_ﬁrzm AfolH]| Hokol
A9EEE AsiA ASEAN, SCO, APEC 5 71| bt 9 WAYE 1 3=
ok 9 UN 59 =A1 Haw A9E HTs ddske e 98 TEdfas
TSk WUeke WA s, k=] Aol ok SAF O et 11 W
Ao ishA = vt Rt ®go] AAE|ojof sttt SAEY ZokollM =2 IF
o 27 BARE ol AT AHIE HIEoR ARE FR5kaL AR b8l
et FFge At AFE 75 SAOl, ¢ 1T 7€ Ef=o2A
LRE ke F71l diste] 7lenst ol & AFele] P £ 92 Aol

_:

2. MOIHHZE| & HOF Z0F X[ HHQ| AARY

7). @252 -Quo g

20144 10¢¥ 219 EA0lA AXH A12} g L-F Ato|HAH P 3ofAf=
Ato]H] o]qpo] 3t Zh=ro] Mg S Aokl AL FFE =9ttt ESF
UN ZEH FRAE7HIF(UNGGE) T obAIQt AL H(ARF) &5 =414 AxE
B3 AlolH TR ko] o] oAS wetgtt 20159 109 159U Al&0A]
MR A2} g POM%JZ“, H3Jo M= FT AHAFES TG Alo]H]
RS, Zhs Aol Mk A A AfolHZ k] S Al R AlEHE 4], A|Y
A=A A AtolH HE A}Olﬂi‘%u 4 AolHE 2] 5 A7} ==

ole} Zo] 3715 AlelHA A Holol= Zh=9] Alo|H A 2 [ 5 HE IHE

i
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%- 9 330 AP FRoix|e] Aoluingt NARLR A W]
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U A ApolE Aol Bl oA F

20139 10990 20119 #9, 20121 FOHHAES ofo] Alol¥] A o|RE
S or =ooke =A| QI A& Alo|HATo]A FIE AHFSIAH. S3] 7
W1 QPASH AfolH BT B3t 22 WY (Global Prosperity through an Open
and Secure Cyberspace)C|2t= FAIE A7sto], JFEETE ofe}t A%, ASlE
514 Sf&, Alo|HEQE Alo|HHE] A7 T AT APE] e HATt oS
=olst3lon, FR e ofyt B JA|, SHA|, HIAFTIFE, ARIALE] 5]
A Zojsto] AtolH olgr T o] R F 2O g AL|uisk= AZ|7t
A

olF B3l AtolHE7t T A ool et =olRFE AXTFOZHA oA Fe
H(Agenda-Setter) 2419 $H9] ARS ThR|= A7|E uldld Aog 7|yt

odzk
=0

o} 520} Waj et Aol et A2

20159 119 1Y 3H- 9% 352 EEOMBIFEE S A3t 35AdE S
g AfolH ], Eﬂrﬂﬂl% A Jo7F A QMR Azt /lFo] =1 A
< QA5 (5] AYsf g Aolw, olZ’t AHdflA 20159
5¥ A3zt 3= dEHE g9t 10€ A&} 33 Alo|HPAE S/} A" AL
ey 1 Tt g HopdR A SRk Wt 35 W8S ol AR}
AAH, HHlolE 5-& AT FRAA BopollA s Alebr| R ok, A2
A 7129 FEolA ARIAN Y F248S Ajbele], Iy Al9] A E &
1BE WE= Aol 39 BRA dEo] Hrbe AlZtE FRokgirt 318)

rlot

S~
[o

FLI

317) o} BalFPe 93t FHAAE, Holth Heat=(2015.11.1.) <http://wwwl.president.
go.kr/news/newsList. php?srh%5Bview_mode%5D=detail&srh%5Bseq%5D=12808)
FE&EAE 201549 11€ 29)
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o4 AolH| Rt HHS FRolHSFAATAC B oo XA gOzH A4
Q1 @Y 79 A Av)t @ AoR gt

3. SE0F X|%) AO|H{EQF FH2furor

]

Atoluf ] Bl HQl Foko] FRoPystd e At AFAHYLRA =]

Zstolo} she A thew} ol AT 4 Utk

12t 3=9]Ql Track 1 YL} WRFAEIZE =0)9]
389 4 oIt oA, - U-F Aol Foyg]
7 QJEEE SO SR Track 1 AU 2014858 AZen it Aol
2] 9 3o} HololA TR} AW, 121 FHYo| Track 12 FHE 4 U,
AnAon Yrrol 80| Track 10] A3 Folg Bart Uk Track 1914=
Aolsae] 434 24 d Bet 4o Pelo) AHHel BHow sne 4uF
% W W0, FAREI =019 Hao] B Zolth. Track 2 AHAIAE Afo]H]
Hof ol W, A A mY L T UG =0j5] Ysle] et HEvt
2504 Fola Bk oAt A48 R (economic espionage)?] B Ajelo]
HHEA R Yohs Aol AojHsido] i, P FEAOR SH Aol
Hueolsl Wrh FHOWIRLEYO] Track 13} Track 2 AL Tasjo] 274
BEE 35 49, AolHadnslel WA % Xue] it FATE Eolot W,
ke A29] 719 ool §ste] The Fte) /UL U FEE Yol o)F
ol Zo] Wastc

. A A 75
FHoRIRRY S A9 U A ol DR, NAPAL BAH| Ao 55
obFSFAHEY ) YA We) Al FHo] WA, Y s1Ee] v, Al

318) EHot FaFES A% TAAE, BASY Foll ¥ A AwF(2015.11.1.).
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7 <2o] Masich. Web olol Felslel T n]- Ak WA A E= 377 P
=0} o} vhEo R thAizt Beow S Ui 4 9g Aol =3t 9
%%, oL, B30l oA W AP Sesi] Sl M) Z7HAl ATt
A WAzt ok, ole} Lol Gt A ARE W AL TESL sl Lkt
W, SRolsi Ry v, ¥ 5 %0 92 ofenk AP
2% 71540] Itk UNGGE] =0labgolq & 4 glo] Ajolu] Hofo] koj

ol F419) A SFET} BjAlor B40] AR SrhSe] thyshy Gk, B2
XA AR 4 FHOR o]ZolIrk Aolw iz B Rt Hololq ZA A
o 2L ApIRA AlFHo] B 5 S Aol

ol m[o

ﬂl

o}, 4] Aol 2ok YA E

AtolHZ Eobe] 712 =AIERHR] FHHO|e] o] Afo|uriF| okl Hiet 7Hde
Tz o fEstoiof it wj= AR on] & o] 7iiste] AlsiaL 3le
™, =t g1 A SA|5(like-minded) ZHAOA ofof tigt 79| B ol RE
ASsH HED 287t 3o ol fsiMe SANEESH e Sota] HH
FARE PRt AAIZE BAIREO] ofFold = U 3flof ofal, f=TRe] AlolHH |
JE 177t o]Fojd & eF HAEE Hstolof gt

2t A&7 A

Aoljya] @ 3ot Fopo] S A7t o] Wasitl. o] Hopoliis 714l
AE7le} yEol AEVP} BE Bagh, GRS [T RO T4 HETl o
HhEEIT Sl W, ¥ WEH B9 44 Wekgo] 39A) ANEge) 2age
ASEE @ Ao SHEFSAe] o] ofehec] B ek ik webd B

o ARIE L4517 SIat AL hsto] AlFsht. ¥ AR 24 e
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Ag2 Basitt. 2ok A AH X

o, 2ald QAAA R

S0t A1 W Aol F 3l Hotyt fiste], dnt AR, 719, JEal ARE
grde= o AfolHRiz 5l Hebo] tigt /14 Avt BRsheh AfolH Zoke] oz
< ols7t vl FHASILL, 7R A - BA Al 29H wiel wheE Aldehe
olsroll tiek A9 40] thEAl YEhdthe Mot BE olwE SAll =3l
AL, AR} 22 54 F8 olroll tied o7t 4 oot UNTt
B2 FAAEA BRI RA Y] IS 719U & e Aot

vt S HAIE AH|

Sz 0% AR Bgo] AlFstct. oA ARgiRe] Ale]u % Bek
Beistol v=e WaA|uit YUY 52 LA A WAL vhin 4y Al
Zo] YAL gloH, YR U FIE A2 WAES vHstL ek FAokE 5
siof g iR Alste] FAHR AL mheie 34 oIk, gHo] B4 thel
o NHoE 1 G AfolH Hopo] AR 2011do] WS F7pAo|HIgt
slaEEdolt. T FhEIe] AL S 25| SEiE FhHos Bl
¥ 9 F7bdeo] AeE BAEo] AT FIhe Eastelol Sk SH o]
A E2E SAYSYRLS S Aol HhAeo] th B
T @A 5] Qi g0 AolHeld AAE A4
2} 719k sksiof sk, o} 9o 941 Bl o 3
Hobdo] 2ol Frhat Alolu B2 A ol goig B4 el MES 52
KAk & Zolt. za 7} 7\ggo] AR WAL ¥ 4 U= AN
AEE B9)9] AYS 29T 5 e AAZ Bulstolol T
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A7t dger X949y 9 SAgg ¢ 52 99 7 e Aotk &, =Y
ABATLL Track 25 E319] A52Q0 =2J0f] FrofslA Ato|Hrs] gl Het
27t < ot 27t 15S B0, Track 19149] =o€ #fsto] ¥+

EE FEES AYshs AEAF7IEY 922 sfoF & Zlolth

oF. 71¢%F B3t

Aols ok} Ao ] -2 ML 7144 S92 Hstolof e, S
739 Aol 74 ol QIO AL 1.9 955t BIHS WA A Bob)
53t BN o A3 AAEe] FAHA Ak oleh. A0 2 Aol
9e)0] AjojHiehg lolo] 7|40 Ojstof s, A UES Aol B Az
o] A=) =efo] HA19A) B RPRE WA Hk. TeE FARE] A4
AT FASAAL RO B 7|47 o] SIS bt 2k H e
ALY E HAY =L o ot T Zolek. FFEY 71e7pte FHE A
O EREREY] 714U SEE Uk 4 gl ZE Yk T8nE Aol
Aolua= Thgol SlojAl shA Qi ulet Zo] AMHE oA AN 2 §7

7HL e FAIEQ FAE wrgdlior & Aojct.

J2 Heolel S0 S5t POl B 9] AlelHerie daHos

sl k. wEhA S ol W] 2% Aolulekd AAS AMo sk
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AolHiebd 2 W] T8-S e BNHQ teelrrks AAQ el7t 2 gl
oF & Zlolct. o] Aol o]l vzAw Q8] g 7lo] BH BAR AATS
SrRALE 4 Bast ook G0 Ando] F 5old UefekE, AW
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AolHiebde 91t Ealo] S & Bavt glon], A 9elo] Aolugha U Ao]H]
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UN-International Cooperation and Research for Crime Prevention (XI): Studies in Criminal

Justice Policy for Northeast Asia Peace and Cooperation Innitiative III

Northeast Asia Regional Cooperantion in Cyber Security Policy

Kim Han-kyun * Park Rho-hyung,
Chung Myung-hyun * Ahn Min-ho

Chapter 1. The Objectives and Methods of the Study

Cyberspace is under threat of malicious cyber activities, such as cyber-
terrorism and cyber crime. Malicious cyber activities are becoming diverse in
size and type and the impact is very significant. Since the cyberspace issues
are transboundary in nature, it is important to establish the national cooper-
ation response system to respond to cyber-security and cyber-crime issues.
Currently, South Korea is promoting trust process through the national dialogue
and cooperation among the Northeast Asia region including United States. In
the Northeast Asia, however, a regional cross-border political and security co-
operation has continued short of interdependence as compared to economic,
social and cultural interdependence trends, so called “Asian Paradox” phenom-
enon, and a multilateral partnership mechanism is not formed to deal with
disputes between states.

In 2014, South Korea held “2014 Northeast Asia Peace and Cooperation



162

S0 AtojufE 2 Hot X|ojE et

Forum” and experts from United States, China, Russia, Japan, Mongolia, and
Korea participated to discuss the current issues of the energy security, nuclear
safety, and the cyberspace and worked to improve mutual understanding.
However, in the field of cyberspace, South Korea does not have a systematic
view about the national cybersecurity and cybercrime. Therefore it is necessary
to explore policy analysis and responses to cybersecurity and cybercrime for
cooperation in Northeast Asia. This study will review of the recent policy stance
on cybersecurity and cybercrime in the United States, China, Russia, Japan,
and South Korea, and draw cooperative response measure through the implica-
tions of those policies which South Korea may suggest in the Northeast Asia

region.

Chapter 2. Comparative Study on Cybersecurity and Cybercrime Policy
in Northeast Asia Countries

I. The United States

The United States has developed cyber policy through ‘international strategy
in cyberspace’ in 2011, and affirmed that the use of military force as a last
resort in accordance with international law when necessary in response to
hostile acts in cyberspace. In particular, the U.S. has embodied the response
to malicious cyber threats and released national security strategy, President
executive order, and the Department of Defense cyber strategy in 2015. The
executive order of U.S. President Barack Obama announced on April 1, 2015
urged to respond actively about the source disclosed the cyber threat to the
United States, regardless of the state or private sector. In addition, the Depart-
ment of Defense amended 'DoD strategy in cyberspace’ in 2011 and released
a new DoD Cyber Strategy on April 23, 2015.

US policy to respond to cybercrime on the internet and computer systems
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is governed through the Computer Fraud Abuse Act to supplement the defi-
ciency of the federal criminal law. In addition, by having the investigation au-
thority to the Department of Homeland Security agencies, as well as cybercrime
police, prompt response is to be done by mutual cooperation of the relevant

authorities.

II. Japan

Japan enacted the Basic Law of the cyber security in 2014, presented a basic
principle within the law, and provided legal basis for promoting a national
cybersecurity initiatives. The law provides the responsibilities of each entity,
such as local governments, critical infrastructure operators, cyber-related busi-
nesses, educational institutions, public, and specifies basic policy applicable
to industrial development, research and development, human resource devel-
opment, international cooperation, including all relevant sectors. In addition,
by establishment of the Strategy Headquarters to oversee cybersecurity policy
to the Cabinet, it is expected to strengthen international cooperation, cross-
border confidence-building and information sharing, developing countries sup-
port, including technical cooperation and criminal enforcement.

Japan also released new “Cybersecurity Strategy’ in September 2015 to pro-
mote international cooperation to secure in cyberspace, free flow of informa-
tion, establishment of international norms, confidence building, including re-

sponse to the cybercrime and cyber terror.

ITI. China

For the purpose of strengthening the governance of cyber security, China
has changed the competent authorities to the joint governance system with
the State Council and the Central Committee of the Communist Party of China.

China expressly provided China's Internet sovereignty and jurisdiction over the
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region through national security law in force since July 2015, The draft of
Cybersecurity Act also provides the definition of cybersecurity and principle
of cyber sovereignty. On the other hand, in the Criminal Code responds to
cybercrime and defines the acts violating the human trafficking, such as
legitimate property rights of individuals, corporations and other organizations,
response to the criminal acts that infringe upon the cybersecurity operation
using a cyber, acts that infringe upon national security and social stability using
a cyber, acts that destroy socialist market economic and social management
order.

The draft Cybersecurity Act currently under review is to strengthen the
control over the whole network, defense and cyber attacks, and aims to
capacity building of the government to protect Chinese users information. This
Act will apply from domestic politics and national security to foreign operators,

and reflect recent trend of Chinese government policy.

IV. Russia

Russian cyber related policies focuses to ensure cybersecurity by governing
and controlling the flow of information with a physical protection of the
information infrastructure. The main differences of Russia policy with the West
that focuses on the free flow of information is pursuit of cybersecurity through
the intervention of public authorities to cyberspace. With regard to cybercrime,
Russia is known to be a very high level in comprehensive evidence gathering
capabilities in cyber space, and has been leading country in the software and
technology for cyber crime.

The most prominent feature is that it has the authority to shut down Internet
resources according to their own discretion, without the permission of the
court authorities. In addition, until the recent cases Russian cyber criminals

were not de fact punishment if they did not committed by targeting the Russian
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nationals. Russia is a situation that gradually increases penalties for enforce-
ment, such as a shared resource on the Internet that infringes the intellectual
property rights since recently increased pressure on the prosecution in national

and international cybercrime.

V. South Korea

In South Korea, cyberwarfare is governed by the Ministry of Defence, cyber
terrorism is by National Intelligence Service, and the cyber attacks in the
private sector is governed by the Ministry of Science, ICT, and Future Planning.

In addition,as presidential secretary for cyber security was established, it
made the organization more practical to build a cyber security control tower.
Regarding cybercrime, Cyber Bureau of Korea National Police Agency is the
main competent authority since 2014.

On the other hand Korea has not yet established legal mechanism in response
to cybersecurity and cybercrime except for the guidelines under the competent
authority. In this regards, it is urgent to enact a cybersecurity basic law which
defines basic principles and concepts. Also it is necessary to establish a

mechanism for educating capable cybersecurity experts in this field.

Chapter 3. Issues and Developments of 2014 Northeast Asia Peace
Cooperation Forum and Regional Cooperation in Cybercrime

I. Discussions in 2014 Northeast Asia Peace Cooperation Forum

The need to gradually build trust among countries by establishing a common
definition and international norms for “cyber space” and “sharing of informa-
tion” has been emphasized. In this regard, the ROK Government will first exert
efforts to expand cooperation with the newly launched ROK-China-Japan

Cyber Policy Consultation held in October 2014 as a basis, and to make use
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of the opportunities presented by such occasions.

A considerable number of international seminars have been held bringing
together representatives from the governmental and nongovernmental sector,
such as the ROK-NATO NAPCI(Northeast Asia Peace Cooperation Initiative)
Seminar on July 9, 2014; the Joint ROK-EU Seminar held on September 18-19;
and the Northeast Asia Peace and Cooperation Forum held on October 28-30.
These have served to further foster consensus on NAPCI among experts and
to gather opinions on feasible areas of cooperation and the future direction
for NAPCI. In 2015 also through the holding of joint seminars with NATO,
the EU, the OSCE, and ASEAN, the ROK Government will seek to deepen co-
operation with these organizations and to garner wisdom with regard to the
full pursuit of projects for cooperation on various issues in the context of
NAPCI.

The first High-level Intergovernmental Meeting was held on October 28, 2014
with the US, China, Japan, Russia, and Mongolia attending as official partici-
pants and the UN, the EU, and NATO attending as dialogue partners.

Welcoming the efforts by the ROK Government to overcome the Asian
Paradox through functional cooperation, the participants shared the view that
such efforts should also address the following matters: how to complement
existing mechanisms for cooperation (such as the ARF and the EAS); how to
encourage the participation of North Korea; how to improve ROK-China-Japan
relations; how to identify issues of common interest; and how to bridge such

efforts with cooperation in hard security areas.

II. Northeast Asia Peace Cooperation Initiative and The Need of
Regional Cooperative Mechanism for Cybersecurity

There is a need to make concerted efforts to effectively respond to trans-

national cyber threats. Transnational threats, which respect no national or
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regional boundaries, are ones that cannot be tackled by the efforts of a single
country alone. It is desirable to seek to effectively deal with such issues through
cooperative efforts. There is a need to address such issues as transboundary
an increase in malicious cyber activities and cybercrime, through information
sharing and the effective use of human and material technological resources.
To deal with unforeseen crises resulting from natural or human disasters, it
is important to prepare in advance by building a mechanism for multinational
and pan-governmental cooperation so that the countries in the region can

promptly respond to and minimize the impact of crisis situations.

Chapter 4. Policy Suggestions for Peace and Cooperation in Northeast
Asia

The issues arising in cyberspace including illegal and malicious cyber
activities require the collaboration of international dimension not only among
states but non-state actors. In this process, it is necessary to note that
international norms and principles suggested by several international organiza-
tions to govern cyberspace including the adoption of the report of the fourth
UN Group of Government Experts in the field of Information Security, revision
of Tallinn Manual on international law applicable to the cyber warfare, Code
of Conduct of Shanghai Cooperation Organization, and Information Security
Convention adopted in BRICs.

The agenda for the future discussion are as following. First, which part of
the international law is applicable to cyberspace in what form. Second, it is
necessary to have agreed response mechanism against the cyber threats in
Northeast Asia. Third. governing rules and control system regarding to cyber
weapons. Fourth, international cooperation and discussion about the legal

mechanism of digital trade issues. Fifth, establishment of regional cooperative

167



168 S=O0t AO|HEHZE H 2

e
Pl
12
o
I
1
0

mechanism and competent authorities in the governance view point. Sixth,
common understanding and discussion about accession to the Cyber Crime

Convention under the discussion of mutual assistance and cooperation.
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