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1. g9 bl AZ} 2|9

20229 1Y = AR 22 F8 Al tig Ale|HE49] S0l mEt AtoH
AEAFO| T8/ AL, AolH HSAet dEfeer =7F 4E AF 8
(National Security Memorandum 8)& W®ch.D

s AY FVIIEEA AIHRE, SE B HEAA (Improving  the
Cybersecurity of National Security, Department of Defense and Intelligence
Community Systems)< =7FOFEH(NSA)S] 7[OFEA|A(National — Security
Systems) PAEZTA A=27 HS G2 & I7IREE=S =7IQEHEA|
AL 45t e sIgio] tetol Ajoluichis 1T Fokol el 4 Qe
2AZ P 5 YES ST FPAA BE ST AolHekn 9Jd ol

ARt 57 Aolsigh sigARle] et kg2 9 il thel Friehasto]
ok e}, Eat 5 AW FREA Wb|glo] Sk Aojuiekr Ys) Aot

ARE 3R0 34T & UES AAS P

1) “President Biden Signs Cybersecurity National Security Memorandum”

(https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2904637/president-biden

-signs-cybersecurity-national-security-memorandum/ 2022 8€ 15 X|F34)

2) Memorandum on Improving the Cybersecurity of National Security, Department of Defense,
and Intelligence Community Systems (https://www.whitehouse.gov/briefing-room/presidential

-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-
department-of-defense-and-intelligence-community-systems/2022%d 8¥ 15¥¢ ZZ7A)



18 "F7IMOIHLIE TS AZZSH YLK O|-S AT HAMI7 |2 A HH]

5 obdEt 20221 7 =2 WHeA|2F 8P (Chips and Science Act) & Al
oty TS AT AR 71e8A8E - FHE At Ve i AS A BAL
= 55, 1 104 S 71eclle AlelHiERME 2. S A A= 71s
u gAgo] ALSAEA, 7F FA o] A 4k Bl #He-Hrke v
Atolu} QEELS] 7]&2] 7IRkE T3] 1’ MAIVE =7 ARdofA] Au| = AL
Ne HT AR

ShH, 20228 54 0| GBI = Ato|HER Afo|sH7} B3] A2
Th5 o] AlelHEREE S7IQHE Aelof Al ol et Ql4le 2ol o
AtoTHiQE. 7] o2 TS =g Aot ofF SRSk %ol iz Azl
L 247 AR 20228 3EFE 8U AR ARl 71 I A2 AJEHI7H
A&EAL ot Fo| HdAo] Atolw] Aol HPEE SlojHIE A FJom
ANEHEA =71k FFE v = W] Eeltho

TS h] = 21t ofEl SAARloIA Aol geR ERto] AEEE et
G5 RIEokL Qe =219 WY Are7F A7]oke A, vt -Ae g4 <
7} BFE|AL o] & QIS Afo|HERto] Fefsil AdRte Heto] ofstal Sl Aot
52 si71E FAstaL HEshEA =7 &S| o 12 4o Dl “AelH
elghdolE shal ks A Utk I8y 98] AR ARIHAE ZoF 712 WA
7t 2E01A QA ghotr] AR Ao AEEERY ol T Ao]HRtE g
= AZE Sl FHolw)

ol @

m

3) FACT SHEET: CHIPS and Science Act Will Lower Costs, Create Jobs, Strengthen Supply Chains,
and Counter China (https://www.whitehouse.gov/briefing-room/statements-releases/2022/
08/09/fact-sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-
chains-and-counter-china/2022¥ 8¥ 15¢ &7 A)

4) 10 I71E2 ABAE, W3 HFE E WA, A A1 A5h 2REA 9 Ho A2,
ArAAgs] o 9 o], Het 54l vl el 2 /A8 ES) HolE € Ato]HERE M oy
A(E ], EAE), Fd ANE DAtk A3, vl=r RREAQF T o] A AR, A
Aol 1445, AT, 2022, 29

5) 9499 HERT} Hlol= TIEFS Aol HelAlE o), Wl s5k Ao) Ajoluek, Ao]u]
HE 9 olet WATE AFAE t8, 7HIEH 9@ E5AIQ AEHA A BE, g=F B3] Ale]
H 9, JE FF & &= 2 AlolH g2 9 Afol] FZHo| 9] of et AQME. Flte] w3t
S xFoto], G L A AtolH AAo] {3t 3| 7 FHE A& ASA WE 3
o022 5¥ 219 3-v] A F3E4E9)

6) https://www.ddaily.co.kr/news/article/?no=238507(2022\8 8% 15¢ ZZA4)

7) https://www.donga.com/news/article/all/20220811/114924535/1(2022¢ 8¥ 15 X57HAW)
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o RN A F= =7t AfoIHRIE Hi3F ol (A 1008 =4
A 9] stz AlASHT. AtolHtEy) B S] S S IAIR A Fee

oJrio] Aol

a9 9 =7F AlHAE tiSATF oV SHIA L] F_42 S F=E
a7 glon, AEd =71 FYolA BARME - =UAZ7HA] g FA1<L Ale]
HRIE w2t 75 9 HAR A FEAA SaLsk AlelH RofAlAl Bl =Als =
A2E] JoHE ST VIR B AlolHRbd & AT 52 B3 AtelHtE 7Rl
SaePt ZHE AAELY

olgt g A R Tl K] D AESELS] LIAA-7|E
A 5 P W ARE U FE Aol FAAA FokE 5 A
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8) Al20t B HAUFAYS], &4F FH 1100 FFIA, 2022 59, 1709,
9) Al20t HEFAAFAYS], S4F FH 1100 FFIA, 2022 59, 1709,
10) A20t] HEHH AL, |4E FF 1100 =FHTA|, 20229 59, 1709
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2 AT ook U sk A olRE 91k WAIN AAY
Hulg Sls) thHstor & BAML FAshoF T MAS BA, ANFOZH, 53
bRl elekE WA EQlzelo] MEAo2 s|ofe wuk ofe, 9] gre| =4
A8 AolHlT Sudols ot ATARE AUskas e

bt @RGP RATUY Aoluetil WARol 474U HYAFOE
A SFe Th B JRTORA, G Alo|HIehsiof 45k Fe S pAl]
= AT Fofshas G,

M2E | Aol dat B

1. g9 A IHA

2 Q7o) BHe 2RIARA Aoluk WA Jut AAH ol ol 9is
A AgeIAE TIAE A 7H5Slo] T Aloluele Fa 4T JAEAE U
o} 5 27} Aol QkE ko] ofop Rt AbolH k. clpgst Aol W
AT A3gelAE b AolH ok ofaF 43t Aue] Fa47E Helstn

SUPA] HsIoh AtolH ki A W AoluaE SARA HulE B

w20 HTsHe ACRE AL FHTA| [F7} AolHekn g A
oh o) a8 BA, AT 108 ARIAE FadL} JMl% 1=ofgi}

RAA S Alo]HIeke. AASH AL D 2 A, AL A3 ARz}
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2 Ao wete] B
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ok Aagstel WA 7|8k AHITARA, Aol
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H1E ME: EUMEZAM A0 HH 7|8 MAX 2= 21

THA|QL AtolHQEE. Fof Altle gH] Bl g2 230 IAIE =25t] {3f 718 =
MR, s, S7PRY, tiddd, SriEled A 5 e A et
=0| 7Yoo, AlelHIE FATHE ATt G THA oA, 2l oF AtoHRt
B AP} A, AIHAES] =AY T T, I7HESE ZoF AtolH <tE
NS B A Zof AfoIHREE thgofgrdet {Rt vl 7HA] FAe] EAeE T
SAARE, AT FALEIL, HEEA ARIHPARE, 7R AfolHtE g
W7t ofet EES B0, I7MAIHRIE e 9F Aoke A =gIA A0
AOPA] R FEFARE, A1 8t AT AAEE 240 Ba4dE Bl

shoict.

11) https://www.kicj.re.kr/gallery.es?mid=a10303000000&bid=0001(2022d 84 15¥¢ ZZA)
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F0] - Ad- A - H|gHE 7| ek A Zof Aol A=A A 35t 11
7IRE =AM dokE F= GATA 99 40 A%k 228 57 98 d9h
8 U7e AbedoflA] AlolHiRE Fofe] 717 |RE SAA A7 AbdeiA] S=H
o] Alokg A= Fte oM Aget uirk oAl F{rkd 4 Ut

H2& | 27} AlO|H OFH 2F7k5) XizHO| HYZ

1. ALO|HEHZE| 2 St HAHE ot
7t AtolHiF| o] FA1H A

F[13) AfolHR] WA Bl AR E}Eﬁ, AolHF e Alg 7t FA|
A=t HsY, T AIHHZTAY ] AAE2 23] FAstal ok Afo]HH2
SAVE EEATGOI S H ol 2 AlolH A H Q] BlFo] 7P A 53] Ab
o= Htel7|Ee] T ut B HF FF EF ML FHet e
2 Holshs e Eolal o

13) 20229 8¥ IA7HA] BE Alo|HHE] SARRS} e-UA AT Alo|HHz] WY 9 HA
SAREZ 7 HA A2E 20219 oY SEEH 20208 =7HK]9] BAZ P
14) 723 Ato|dpAlar Alo|v|4=A |8} Alo]BiRE] BARER 2011-2020.
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s [E2-1] AO[HHE| 2 2 Z4HE(2011~2020)

(#) (CHEL%)
300,000 %

(]
\.

80

200,000

i

2012 2013 2014 2015 2016 2017 2018 2019 2020

70

60

50

O W esdas @@ 2oHds B o 240 2N

(91 A, %)

2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020

2714~ 1116,961/108,223/ 155,366 110,109 114,679 153,075 131,734/ 149,604 180,499| 234,098
AH7SE 191,496 | 84,932 86,105 | 71,950 | 104,888 127,758 107,489 112,133/132,559| 157,909
A CHH
o 78.2 78.5 55.4 65.3 72.5 83.5 81.6 75.0 73.4 67.5
Fabat=

. SR 371

HERSAGAEF Q] S71 P15 Fhsiie, HRSATHHHE 617, Av

2AREH, SFYRRTW) 47 Sl 53] YU ASHOE F7kT Ak

15) 27 AolHs] SARE 2014-2020



[E 2-2] FESMUUEGHHE 3H U 2 AHH+(2014~2020)
(91 2)
2014 Ersy 2,291 1,648 26 130 487
4 846 540 16 69 221
2015 Ersy 3,154 2,247 40 166 701
4 842 524 19 74 225
2016 Ersy 2,770 1,847 192 137 594
4 1,047 537 164 98 248
2017 Ersy 3,156 2,430 43 167 516
A 1,398 990 28 122 258
2018 Ersy 2,888 2,178 20 119 571
4 902 584 14 50 254
2019 A 3,638 2,664 35 270 669
4 1,007 556 14 189 248
Ersy 4,344 3,176 25 169 974
2020
4 911 548 10 81 272

EQ, FEEAGOISH R S7H0 P BA FESAGO] 3 HH (AelH
A7), Ateletag iR, HAAAGELS, AlolHAzEAE) 7 & M B Aol
H AP E fEEAe7E S715ket wet AAEE EoMAIAL Al W Alo]
HEgHAY ¢ 2 7R =5kl A8 H2 ol

16) 7323 Ate|H s BARZE 2014-2020



H2F CIXE S 715310 MHE AfO|HRtE SQ-dnt HMEH 31

(2 2-3] FESUY0IZHE FYE LY A A724(2014~2020)

Aol | JHoIQIxl | Atol

asdz | HEF6] | MEHERG
Ersy 88,519 56,667 15,596 939 14,168 2,149
2014 4 56,461 40,657 6,567 635 7,198 1,404
Ersy 118,362 81,849 14,686 609 18,770 2,448
2010 a4 86,658 68,444 7,886 296 8,832 1,200
Ersy 121,867 | 100,369 6,721 2,410 9,796 2,571
2016 4 103,271 89,364 4,034 2,125 5,616 2,033
Ersy 107,271 92,636 6,066 413 6,667 1,489
2017 4 88,779 80,740 2,632 208 4,134 975
Ersy 123,677 | 112,000 5,621 246 3,856 1,954
2018 4 93,926 87,714 2,353 142 2,467 1,250
Ersy 151,916 | 136,074 10,542 179 2,562 2,559
2019 4 112,398 | 105,651 3,387 78 1,772 1,510
Ersy 199,594 | 174,328 20,248 241 2,183 2,594
2020 4 134,696 | 127,233 4,621 95 1,493 1,254

E3] 22 3= AR 8 Ft F iRl EREH=F S7HY S -
A EHEER HE 13 AIHSTE(FEFR), AelH Ikt AleH goflE,
AOTHAEZ] Fof| A AtolH G2 E T} Ao[HAEY] WA= Alo|HHI=A 29t
otz 1 HFF g sy FAo] HFo] 7t AAsial HHA o] 3 3%
= At

TR Ao|H/d2 3 2= gAE/dHFRA 7188 o] Sagt At
ol71% sitt. YA 4&2 "yAE 77| 9 AEEAVIES WHR & 2l
oA TAsE AY7HEHS FEA A, EHES, BlewE, & “%‘f—‘h
5 H(Fuo]9) 5ol BT E=H=A Aol Eot. uAE A&
o] ISt FFES A HE A S B8 AR JHRE AEEL AE} 19
17) 27 Aolws] SARE 2014-2020

18) TARA e, txE gz E4, 2020
19)

-+ 20103 4 MH-HM12Z 20|52 /5008H210(5F HF
- 20129 128 MEINH-M13=

HojEol St
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Oy 84

Mzt Ql -5 - 2012 128 HEINE M1 E 18

© 20209 68 URINY HM11EOLS - HLHIHFZY HIK-HHE

5) 18-27| L= 5H0[4HY

02t

YEMA-+-2E | - 20209 62 UHY ME M11E 7221 7HS
- 20009 22 KIH H11E 43
- 20124 128 MEWY H11E 63
S | ¥2sX mOi-Ohof- | - 2000 28 MIE HeZ 28-7H0(5t A

BHZE - AX[- 28-S | - 20121 128 HRIKY F11E 28-10E0[5H Y
A4 - 202014 62 YFIHY AM11x 28-6H018 FY

- 20064 128 URINH Lo RsZ38-3H0|5H HY 22THA0|5t
e

- 2012 128 FEINH F11% 38-7'H0(51 RS 5HAY 0|5 HI

- 2020 63 YRINE M11& 3%-3H0[d Y
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E 2-4] SYEHXHI QY @Y 2 AHUS (2014~2020)
(el )

Aol ol | o]t ‘

AE-2E 257
2014 R 18,299 4,354 4,271 8,880 363 431
4a7A 14,643 3,739 4,047 6,241 300 316
2015 R 23,163 4,244 3,352 15,043 134 390
4 17,388 3,475 3,365 10,202 124 222
2016 R 28,438 3,777 9,638 14,908 56 159
4 23,5639 3,435 9,394 10,539 53 118
2017 R 21,307 2,646 5,130 13,348 59 124
4a7A 17,312 2,329 5,080 9,756 52 95
2018 R 23,039 3,833 3,012 15,926 60 208
4 17,305 3,282 2,947 10,889 50 137
2019 R 24,945 2,690 5,346 16,633 25 251
U 19,154 2,164 5,162 11,632 20 176
2020 R 30,160 4,831 5,692 19,388 45 204
4a7A 22,302 4,063 5,436 12,638 39 126
HHESA Z0-A70 | - 20208 63 YLNE 71 HM11Z 3&-3H01 H
- 2000 2% M1 M|8Z 38-11014 1040|585} &
HRretA * 2007 88 USIHY HisZ 68
- 2011 oY YRIHA H8Z 63
- 20129 128 MEINE M2 48-3EH014 HY
AX] - 2007'4 8% ULINY A1M KIBE 45-2FCHI0(5t HF
- - 20124 12 E$7H§ A1 58-1:0|5 A 2MBHA0|5H HF
R RENEPNES! - 202014 62 YFIHY 11 6-1H018 Y
MNERRZ2X HHEA
0|8 H& SLU-X| | - 20219 33 ULINH 152202 18 414-30]|5} % 3HILRA0|
dEsMY Aglo? g Raer) sEs
0|8OISN |
A2(CH5t 16MI0|2ICHA HES
- AY0|8 M -4 | - 2021H 38 YEINE H15229)2 23 £14-31H0]|5 EY 3FTH0|
M-z QUM | oty
3} R0l
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2. O] F7|=t= QIgh ALO|HQtE 23 At

20209 COVID-19 AFgo] A|&EHA A5
om, AtolHetE Y F9 FA7F 2 A0 R aidEH. & covID-19 WY}
FARRE “AtolH] | ZRsA7A] A7 = *JQ}OIE} 20

T2 Hio|H AL} T B 2HUSH MFSHL B4 9 HFo] Hth= FARE

EXo] glon, o= AHY Ulnternet Worm)OlH} o]H|L 14 Fe, EZol=ute}
A58 A& FAPT) TAA AT 2) E3t vlo|gA Ho| E HEXNY s
@ HolH AR YERGAL Stk B A7 & e Ao w) QIEl ARg
ApolH Bt Eo] F7letA siAE] W73 % S7IstL ke A S
Eo0] W] AP =A WAl Al 5 Wl Aot Tsto] AlRES] TS
AFols 75 Yol wizd oM BAHARAE A S7hskith2

£35] Wy AgolA @ HdY stusge] mhE 291 wS EAE Yt @
AT gfjof] wE A AR F /& @71 Fl IALE71719] FHbde
183t I AE 25 A 5 TRt Aot Wi jiF s 919 do] S7IsHiH:
W oA vHd o5 g A JE Jsf, dolHE AT sy
AN AR FE BT HEE AP Stk

oﬁL‘

o} FA :]I:_’] OﬂﬂV]- u—i A171-OHX]

rEa _\:_ﬁ >"Ij

Hq O
rol

ok

3. =ete 7P |EAIE A0S ™SIt

F B3] AlelH] 37 P A sHAEHAEMPT) 54, Bt W A3 =27
oz Pt odutd Rt 2 HsiP A, £54 o o FAREA AlolH
SAY HHP A7 AFEHL Aot 5ot oz Y= AolH ¥ WA =

20) "FEU9 H=2 Afo]d dH9 Al 2o}
(https://scienceon.kisti.re.kr/srch/selectPORSrchTrend.do?cn=SCTM00208118&dbt=SCTM 2
0229 84 159 FHZHM)

21) “AHe] 719F Al e APT PA|9] E40] A3 FAUAE ol
(https://www.boannews.com/media/view.asp?idx=106113 2022¢ 8% 15Q FHZHA)

22) "T21H9 Hio|HA AR AnlA] F9] Qhy
(https://www.boho.or.kr/data/secNoticeView.do?bulletin_writing_sequence=35290 2022\
84 159 54M)

23) "FEL} ALl Atolu{rE )

(https://www.ajunews.com/view/20210731115916077 20224 8¥ 15¢ ZZHA)

lo
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F= 2015~20199742] 35749] SjFJ o2 209 Do Gol= HATNE X5t
oF. 53k 201449 AUIAL 7S Ao =R 2018¢ WrESHA S920] w5
1] a4l A AFLE si7sl 81008t BEE BFota, 2009d0l= ¢

3 u]=9] 28 713 AR HEADDoS) 348 At Zo& d#fA Qlrt.24

(33 2-1] S3te| AO|HS 2S5 2H2004~2021)

Statistics on North Korean Malicious Cyber Activity

1548 1462

2004 W 2005 = 2006 ™ 2007 = 2008 2009 2010 A11 ) M2 03 7" w2015 w2016 & 2017 = 2018 W 2019 W 2020 W 2021

H FARIHONDE F33} SAlol, ojzkat ] B Aol AdHt
B3 ole}. PR @A Ho] BTl 5 o Zed AL At
4] A B, S5 719 sk So] ol2e AolHelz ok nat
A A HOA AU FEHT G Aol 20179 A AAHOR B
2, 7199 A WEYLS sh|x7] Fuleto] Ao tste] niFnt SH
FEVS FAY HFE S0 ARSAED A Ao B FuFgeA |

N

=

24) B3t =4 Alo|Hg4, 2004F-H 2021974 3008] o4 STy
(https://www.boannews.com/media/view.asp?idx=106606 2022 8¥ 15¢ ZF|ZHAW); O]
A3"a, B3t 2005~2021 Alo|H FZF 543]
(https://www.voakorea.com/a/6659422.html 2022 8¥ 15¥¢ Z=S7AA)
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4. AO|HQtH RIGHQ} mIGHe| =X S5k

0

COVID-19 Weg] ofF Aolmyze] F7h Pyt BANE FAHo=
COVID199] Fgo] 714 WL FA 1|3 Aol §3L WA shepgic

(323 2-2] M2 Al7| MOIHRAY S

Distribution of the key COVID-19 inflicted cyberthreats based
on member countries’ feedback
59%

I

I

I

I

—

36% —

I I

I I

I I

I I

I I I

I I I
14%
-~ -~ -~ -~
Malicious Malware/ Phishing/ Fake
domains Ransomware Scam/ news

Fraud

Aot s S42 oury 7|7 o) dis] == A==t o= 7F
Z YHE 71 o U= FRHCZA HEFE £ 7HE7] geoE wikE
ot JEEH Teol(Data Harvesting Malware)ZA] U7 THo]2 A (Remote
Access Trojan), JEEF] ZYol(info stealers), 2T0]F0] (spyware) HE|7} Z715}
I 9lon, oRAgH gt Al w2 IS 7|82 coronavirus” “COVID™2}

N,

25) 6] PR B eAlo} ek Aol¥l fiE 34"
(https://www.bbc.com/korean/news-57140784 2022L:] 8¥ 15¢ FZAA)
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22 o7t 23 7P | Ql(Malicious Domainsy2 ©]-83 1S AAY 14

of o-goh= AHIE 3ok Atk 20204 AR 1S Lol MEE 569% S7H

E5] 724 (Misinformation)?] 5 AFSIERNS 23S 85t o2} AlolH
549] "WulE AFIchs FHojlA] Alo]HEe] S8 dto] E1 Atk AEHE FA;
d=9] 30%014 coviD19 #H 7PRA FAI7F AA I Qiek2n)

Afo|HZ AT} W o] wlsf = g whfsictes) A AlA Aol W
20208 6 9,390 (% 7,754% ¥)ollA 2025E°= 105 50009 2 (F 173
1.745% 3,0009 ¥D&E F7H ZACE oidHrt

20209 vl= Aol E] H3f| w2 HA] i = sjelEh WS FBI 20208 %®
QUEIHl W2 Hrxo] whEw 20209 AtolH HE AL} Hoj 7t AV HI1A]
£ 71530k rIol g s Auds 201998 69% STt oH, 1]
THE 459 Gejof G3ith Alo|H W 57 FollA BIZYA o|H|d AF|(Business
Email Compromise), °|HY A% AF7](e-mail Account Compromise) T#H Al A
+ 19+ 9,369710]9 »sff FHL2 199 Eof o]Eth. WA= 249 1,342710]H
ajHL 58005+, B0} wsh= 24747407 WAL 31005+ Dol Gitch
A% AtolH HF 2= 20209 1] ARPERC] o%t ZEU A A3t 1A A b
=Y ol% 7l AEE A 89 A T 719 FAALF 819 AF 59

A7k 2715t 9k

5. AMO[HEHZE| O =7IQtE 2 XH|St

2021 W15 oA bR ] e Rglel 34 Ws) B4 5 Qo) IS
QUsto] AoleF2t v]F, 3, iAol 5 1 FEUF F/IL et -5
9%o] o2 A5 WY 08 Bl AluBIeIN UBe] A2 WA /5971

A7) )= A7t 30

26) INTERPOL report on cyberattacks during COVID-19, 2020

27) INTERPOL report on cyberattacks during COVID-19, 2020

28) CyberSecurity Ventures, Special Report: Cyberwarfare In The C-Suite, 2020
29) FBI 2020 Internet Crime Report, 2020
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0= = 7FHREE H(NNSA) HAHE o7, wl=r AL EFo] A Sepadzo] &54
3a0S &8 24 17, vl= tiE Eet 4A| mholojofo] siF], mlw AFF
AFEE ARl oW a7, mlst Hdf S8 A S2UY thojxzekel o]
22, AA A 85 3 A JBS 115 ANl et Bele] FAY Hi 2o}
ARt AEH up Qleks

20219 69 I Hlol £ thEeo] Ful SAlo} thERT HABIRA 167] Lo}
Qe Aol Tt o7 A BES WSk Aol FAL UL AL Ast
A} 32)

ShH Z= 0 2RE|Q] Ao FAL gAotet T HRE YHoke 7ol 4o
kA Qloka A ek 20219 wRO]ARATLEMS) AAFRIA] AH G AR,
8 Aot AlAH S AR iR E Fa AR AZH v Qo)

20209 W= HEE= i gofo] Higt A 82 Bl Eohe el R o)
Skt HFRo] Al A2 RIS WIS AlolHH A Abdo] #sfo] MR
AFH W13 9 AHAAEHCCIPS) 3902 BIA|AE TOJQ}‘O]'—?— A Aol dist
o] T HE SR} AFAS CCIPSSt H7IQHE - AlolH] WF 2AFF o H sk,
AL NARE 7140 ol277HA] e IS HAlskil £&5HeS SIQITE3S) FBl=
WA A 2001 9-11 H2THE gH oo ekl AHarslth o= WA o]
FAF SAIERIE HE o= A4k, FR FAENE oYz} vI7E 7| A AlRl=

AU FHfoF et ofH|t36)

d

K

30) “A5Y By £, SF-of-F- olo] Aol F1t S Hsid FARHS A
(http://news.kmib.co.kr/article/ view.asp?arcid=0005162295&code=11141400 2022 8¥ 1
501 ;].-.7—1/&4)

3D "] 719 200997 Aol FADE -2 HHIF AP 7
(https://www.hankyung.com/international/article/202107034008Y 20224 8¥ 15¢ &4
)

32) “HlolE ofuix] A8 5 1622 A et
(https://www.chosun. com/1nternat1onal/1nternanonal_general/ZOZ1/06/18/DZULZXMU6VH
EPBBU3ARWGNSYDQ/ 20221 89 15 ZZ4A)

33) ", AM ASo® =g oF HdeR F4 AEIY
(https://www.boannews.com/media/view.asp?idx=99222 2022 8¥ 15 =74

34) https: //www justice.gov/criminal-ccips (20224 89 15¥¢ HZHM)

35) “H] HEE, WHNo] A EHIY FE E08 B
(httpsi//www.voakorea.Com/a/korea_korea politics_us-ransomware-attack/6059213.html 2
0229 84 159 FHZHM)



H27% CIXIY &bl 7H5310] ME AOHQHE Qg0 YMEXN 39

T 20219 5 vl5 HEBS AllH 34 dig BAIE #0171 sl BEEB(EO
14028y AP 1 FRWE-2 ARe} vzt B2, FHEA AH|A 7]]io] Ato]
H 9d AEE TR 5 LS olaL, STRE AHIA, AR EAE of7[HA]
(zero-trust architectures)3?), TFatA] Q1Z(Multi-Factor Authentication, MFA), &%
3} BY W Ao #ES HRIT AARITHE Aolth ARE o] S5 Het
= /NASHL, AtolHERE ARLE AR 02 rlsly] Hs) FRet 1Tt AEvtE
T/l Afo|HHQE QAU E AT T17|al AR AHoflA A=RRIE
2] 9 - 8(Endpoint Detection and Response, EDR)38) A|AES &AJ35)61a1, AlO]

HEoE A1 ] A AES AAET 39

36) “F.B.I. Director Compares Danger of Ransomware to 9/11 Terror Threat”
(https://www.nytimes.com/2021/06/04/us/politics/ransomware-cyberattacks-sept-11-fbi.html
20229 8¥ 15¢ HE A

37) AR EfAEE AR ¥ P 43T Aolgks Y3 v R YEYT AES ¢
PAZE BAA Alojo} 22 YE T Het B ot A& EFAE YEYIE= 3493t Ho]
H, 2L ofEgAold 9 AMHIAR FAEE BS HE Aok, DAASTHIE it
(https://www.vmware.com/kr/topics/glossary/content/zero-trust.html 2022 8% 15¥ &
24)

39) chaet oAl e ST o] ohel MIESIIAS] B AR SIEF] TlufolAg A9

A5 AR AEO2 ATIES TSt 27k 2ANE SIo a4 HlolelE A 2

OF =5 &3t} (https://www.itworld.co.kr/news/136271#csidx823850a543e66e195d201bf

a3a01df7 20223 8¢¥ 152 FZHA)

Executive Order on Improving the Nation's Cybersecurity, 2021

(https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-

order-on-improving-the-nations-cybersecurity/ 20224 8¥ 15¢ ZZHA)
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HI3%

/7L AO[HQtE ek et FA2| B

|
H1E | =7t Ato]H QtE APk Z=t Yol = Fut
1. 20198 =7HALO|H QR =} 7 IAO|H QHE 7 | = A| &
20199 4¢ THE HTALO|HIE A 2 Ao HE S AHAFOE Q14I5}0]

BE g2 27 U884 UES SR o ueh SYE Hxel Aot
F7h Aol kL. Afo]ulokie] nlel vlAn BES AASIL AR-71Y - H5
7H 33 FA800F & A AL AN oS Fol 271 A Apo]uigo]
5elo] AT, Ao]Hg o RN H Ao|Hg7he Bustel Sl B} o Qhlt
I RE 4 A e BEot Uk o

% Sbere] A 3, S71 94l Qlxet okay Al B, Alo]H B
kg st A, A= B2 7N AL HY, DA, Ao]REet A A
79 %, SRR, AolEuet B3t 4, o}s, Aoluete FAEY Mz A

olo] whe} Srbatol ot e TAS ZA3] skl WA AHUoIA o]y
TAHS ARALS T Aol ek F1EAL, L 20199 9% ST
o= 22 AEl] B B, AT o5EAGE) 294 A8 Ao T
JHAQ Sl 5 F7} Afoluiotio] et Sdo] Z7Kdol wet WHBY, 2R,

40) Aol I7IRIEA, =71 Ato|wQtRAEE, 20199 4€, 109,
41) TARATSE, =7F Al|HQEE. 71EAE, 20199 9¥
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711:‘,:741’2101] THE AT H HE7eh 75 31 Al o= 2o

A, Alo]HB AL A BERHOR ASHT ALY AT S5H 0
93T 4 UES W-T-F TF FSAAS Pt 5 Aol He gl
A4 nEoke FATH

EA, T BE7} Alo]Bioha Fa9S QAT Ak 33 59 oA
7RBG £FUI TS Foloh NS BT 5 U Aolunot IS 37
A1,

E
ol-_J °
olo
JR

£35] Ao]uie]7] ot Ao % 75kE S AolHgA o1
shr7} FRsic vAled 52 %%—f& B9 AFEAAAS FE T, Fu
A %5 2ALY 19 ﬁx}e} 7158 vl T AlolH gt B e
e F- AR A B ARS FES T, -T2 FEHSAA A

al
3 7] dEEde ARG B 2EE 554 o FEE Aot 2=, =4

Lw

Stal R 23] Ato|H R FE 2K (Buropean Convention on Cybercrimes) 7+ %1
o] AEAL Aol 3710 L] AL TA AolHiAEE
REVA AH L B2 B Aol AN B35 A THE FUSL

U= ‘_l

AL AelHRH th3dst B SAlE R dg2d] g, AlolHel7] & dgx
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2. 20174 Z7IAL0| Ot B K EHO}

20199 =€ %ﬂ%@lﬂi?&iﬂ—“&ﬂl@% 8 IAFY shhs =71 Afo]H<QtHE
A=F 9 3 H3 < 913t §A7I8E F5ole}. T2u ST kAo H_HE 9] ] EH
Al ARG AR okl Qs ATk 20159 FEERE ofd2t 20169 Fo%
7P R AhoflA] AtolHQtR 7| EHAIE ZE5=0] 7k Ql=d], T
We9] 9171, 123 53] AlolHgA fIYolw Eslal ofHs] =9] YA wE
2] Sl Aot

20179 BE7F AESHWE =7l HbE Rl O] )W 21 HA| = that 2o
e 4 Atk

A, o|A7HA =7h AF9] Atolw 917] e S HAH dF 2
o|Fo|A 7} FA9] JEH = HEAFA Z|REA o] gt oAl oS H E
of =L SlTh

=4, @A 7ol Ao]HetE | Bl FLAQl AES = skl e
F7 ALoTHREATE g 0] Q1o o= =7t W I HoNt AEE s REHED
o8 YIRS E3RE FAAo L AAARI thgo] <A MY oEAE Wit

A, 27 R AL oA Alo]H B2 Fofl thet &4 9 tf-gof qlof X119

71&8 % ok AL, e &Rl wet AfolH QR Fofofl A Z71AHYlo] A%
FEA A%E SYsta Qi

A, Seueis AAR IR IEE JEEA7|E geo] A7 AE A i
A\ R QIARE A0 OnkE Ato|HF A9 tiido] FrfE o] 91d
/HE 7_];(]_]—1 oh;]‘.

THA, AtolHZ7tollA S-Ejuehs e UelolA 38408 W 134 2o
E3tolgk=z W47t siu B Q7] Wigol| B v 3 o' PR Hasithy

_,d
b

r
-|u:
_>\J_r‘
e

42) =9 HE L] 7P HARHRMNA R AE]HEREL, 2017. 2, 9-109.
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Mok A162 WA A1720] e S71gu o] AoluE 2 et A4
2 T2 9isto] BAN AolHI9 | RS WSS 311, FYPY/U L A2
5 AUV S BY WA ol Aurt BYEAL AolHFA0R Qstel

1 w57t Asittal dashs d-ole A7, X971 9 AP Ee] Fofst
= ATHA RS 74-29T & LS s
THEbA G5 7 AP HRIE 7| A AP Aol JloiM 53] AtolsgAd it
AAH g2 718924 EEZENE Hote wAl AlHs A ts U7,
A7, AP At A5 2R £A, AeTHA7IHHE o] 7] 7-2] HA]
oF ZYEAE AtoIHRE], Af[HERYSIAAL, AlelHE |2 E EEdle =7HAeIH
IR AHAGH Ao A =ef=ojof & Aolnt.

3. TAIALR]Q] ALO|H Ot HZFZst OfA|

20109 3] At 65/23000 wet S U=E] B8N} 71EAEE B
Aol TS Astelr] 91t Ale|HHHdls 22 T2 (Global
Programme on Cybercrime)©| X1l Qltt. 43) HFol= A|HAFH 1 =7}
2 BAE et AdmAte oAt 93 vz dake] Y FRE L Sl
44) AfolHitE = A ALS] Ao HHQ] QHEL} H3lo] QlojA] 8 AR A2
A =k

AfolHQEE. A3 Wl 891 5 sl vl=y F=el gkt = Ao}
oF Fot, 53 R ufRol] Qe AW 229 34 HF thdol HA Utk=
Aole}. E9] wl=2 AtolH 34 a7t FYFEErl, Bt 719 NSHCS tha 4
AP 7HA] S| w2, 20199 5EHE 137 Aol FES Fol Tk
o FE7F 25 719 718o] AA| wsf A5 53.7% &

43) Resolution adopted by the General Assembly on 21 December 2010: 65/230. Twelfth Unite
d Nations Congress on Crime Prevention and Criminal Justice
44) UNODC and the private sector partner to train cybersecurity professionals

(https://www.unodc.org/roseap/en/2021/06/private-sector-partner-cybersecurity-professio
nals/story.html 20224 8% 15¢ ZEHA)
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Edj=E A4Sz Root DNS AH] tif-2o] ml=] fi]sh7] whzol, A AlAl Edi
o] 70%7} W= AXEE FATo] Ei= Zolct. oo w2t nlat AR Alo]H
2 ee 95 224 dg 7JlE 22517 9} 20209 129 U] ey}
APRIHERS(CISAS = THAPRIHEJMIE(NCSORF  FHARFE7|F
(Europol), =A|I REA 7195 A AHA A 22& AA5HArt0

H2E | =LHER Helef Ato[H QFE &iX|| HH

1. LB 740 T2 ALOIH{ R X|A| ZH|

S7hAEA AUl B ) AolHots. A2 ST FAITEIE FAR Aol
W, 3F R R Wi HES ARUAHUNEY, 2 Aol
B gl ik A2 W7 Aol Zxw kAol WAAA 73 A%
A F7h AolHighe AR Au] UolA g Bt ek

T, Afolieh AHHA gu] BAlo] glold F414 G Wolok I FHYR
A2 g Aol 919 Fol 5 B8 BNA AT WY St 4%
4o A|go] gt ol wet F7hgE ol thiskeln QI the] AFozNE
b QhRg Sushe ARl Wusiop Bk 23] SIglth HRE o
315 Sh] 7| B0 HRSge] YFIHES FozA TR HOZA]
Shake AR 919 202049 129 SR Lo AHE

5 A3zl 2w SHRYe 2o oo} AXA FYAL fA8kL, of
MolA ot Aol 7 o] AR PRE Sk, 57
9o] 8wz A8 oSS £ AHE Aok Arh(5E A

Oll

o)

(i,
o
HT
i
)
Ja

=
i
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=

45) ‘o324 WHFo] HARZ ] Fet o wef=2 vl
(https //www.boannews.com/media/view.asp?idx=99061 2022 8% 15 ZHZHA)

46) “A% lue} o= WO Zh= Aol Hif 15 B
(http://economychosun.com/client/news/view.php?boardName=C00&t_num=13611276 202
249 8¥ 159 FZAM)



48 "RIIAOIHRIE TS AZLSH YA O|fS I3 HAM7 |2 A X HH]

B35 RS PR AT HAE =9 B S]tof et HE, 7, oiEl
2, A F 2] B3 HE, Aot 9l YAt A 5o 52 -,
HRF AR, Ay B SR, AfelH 54 H Al tiet o 3 b, R
g HQE 4] 71824 So= §E| S (Hl4x).

olo] wzh SY2 A R 7S S| 5 AfolHRIE e FHo| 4.2}
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I3

2. L=0 H /HY H =LHOIY At

Qo] €oF 719) & ofay QI Al vlLs) B, YR HRE 20019 ©OF
A8, 20044 23] Blz0] olo] 20114l o ol WS SIet WY U WAASY NS

ST}
el whw, R A 7|S2ER AR A6 2, A168%)
3), ek 7487 SR 1752 ), B 5 w1H A s
(% Aoez A%, AATBNR A ach b Aol 2 A4, Aoczel
3 A1), 24 AR I @ Aosxe 5 Aol ulseict. ok
Aozo) A 08 Hot Pelstol AAAN] &3] 5 Gwgale] sy A 74
AA@Y A23420 A2, B A7 B glo] A¥ ARH AES BAb
EE ARG G4 QA AFE o] Aol U Az Pk
3857 grokont /1S Esjol Eek A8z @ A1oz: o]l 231 Aoldt
E3 AABABHO R P U JISHARZRE Y B @ALEH AR
), 71 EEE R PRBALEN Aoox0] 2 AV, HAHA 7120 P Z1=ehA
| @Ak A0 2 A14), BAlolY] A4 78 BAg

4 48l ([@BALSH A1972 WR)7F olFUHEA] el
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1
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[oNe]
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Sk, @30 b9 Baxel gete] FAH AE EANE oot Pk
A, Aol F40) TS ol A B4 4 9lrks E4o] o]

Hoke =31 A LR WQAo] AL

R4

89) o|HE, Alolv] Wz zoku} AE O] HQlF AH] CLIS Monthly, 2003(4), FEBAGAALLY,
2003, 39-419.; AG, Ato[HHFRF B3-S 5t 2| FAFANAEST A, =4S
3 AZE 2010, 381-419H9.
A Yol Edo 2L Mgkt AAg2-ol5d, TAlHEALRE At FAITIHL AT
- fEA AR EoRS FAlo R, tHEY ATEIA, 2008 4SS F9E Alo|Hd
A dof A2 I Sy AH-HAE o-SHe), SR JHIARA, 2020; 83043 -
2d, Aol EKLY ROHAE 29 71U Y5t A2, A} Al4035, 201
9; o] "ZFVFE Aol F 0| et FAITE ST O AATA" FARS AlE
gF 21, HiEEA, 2009
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£, Selttehs APER IS AP RE WOk Wk glout AR ofsie
AL 2 BeIAo] Gl A B aple) 434 B27} 44 R B A7lo]
485 o] BB FoF 71| Wasi,

AR, ok FAE0lE Ex BARSHIEY] AARE 4 BATHL Aol
Ao 2% AWARNE 95 AR AL 9lo] B 8 Auzd Yt

AR LRF A Yk

.
2
]IBL'
o
l
ftl

ko Qlste] 71919 ARAE RS WASSH ARAER WA
% 9l 7199 WPAHG o] WA S glom, AolusAl BHSE Qg WA
Paogon AHUAHAAZATL AR e We £ gk

ol ksl 7tdell AFsHor Trte AEWFS =70 thadt Zo
A, gok2 SAlHolH e SAIWEHoIH Y AARE 4
ot 7Rle] A Beo g Had 37 ok
=4, gorell met P HEE sAlskal AlEd el S5l Hlske] dHH
AEIAAZARS] AEAZAE 9 B2l Sk AAA o] 28 ATk,
AR, SU JEAE T8 F7HIA J2E 4 o] 7R d¥2 € =+

o]
AR

e
b

Ool‘

4. 3o

J'rr
N

IS /I8 AEL

AEHoR FHEY AT AFTEY G T2 1 7] o4RE
wAsHE, 7Hdol FmE SWEA AR A 4

A, doF Aloxo] AA19] .83 o] APHY EHAA =4 52 AFEZ
2 Az 5ol oiet AEAd, AAHelE ] B, 2 59 B A Aol
Zasitt.

=4, A A2zxe FobS HRIRE ArdRlo] &3t ¥l A A Aokl
A=l FoF A7zt Algxo e HH A=xR-AP] MH dshe FEE
91 AFE YFY] FCRE U 9, Aol FF o] FAMAT, HHHEH, 2015 A

oI, Holsdsom A AuBa e rﬂohzu HE 9 9B S
FHoz FARAAT 250), BHIAAAATY, 2014
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Alido] B asie

AR, Ao Al1622] ArEldlols & westo] Holgt A AAE &= A
= FTEe st IS Eeo] B 4ldo] dasit

A, goF Al1729] SAlElelE BE 9 AR AEH dste] MAeAE ft
AR ERIAEAT AAHEANLESH A13%), M7 5AAAAe] RO F

| EAALERIRZ O] AT BIOJ (A 152 229 B Al A412)E 7795}

mE

oA, FoF Al18x] HFEHolE ASE P TAste] S EIARAF
A EESH A13%) B D askal, 7IUAPYE &gt wste] 4
AR AT RSN AB2ARRD A 22 Ego] Lasit)

XA, FoF A19FA2TS Y-8 tjAIRte] AFE A|AH|A FREEAITO
2 d2d oE AFE A"l HEshs 44542 sl8ske 23, Y
HASFAEG PAIH O & 5-&ots 2P glom FAAEHFFo wet st
Zasitt.

LEA, B A2029] SAlHlolE AARY 47153 wHst] HHFAE A%
A ERIAIEAI AAHEATHEE S A135)= AAZE0] ofd ofu] AAfeo]
= HAQ FAlGelE 9] S et 2Fo|BR sfge] Lasitt

AGA, FeF Al2129] FAUGHolE HARE - 7|53 Biste] SAIHERE
S As2A BAA R FF A2z WA Aozl 8% WE F F94-
shFEe] 2 HMAE ZoAd Eart 9l
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S Aolu¥iE HoF Zhelo] WAHEA I Sl AN 20224 49 =3lo]
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7 ik, g e A9 AR B A 392
2ol 23718 Y22 23 gom, AFE ARl TP FLYOE Qlsto]
SAlgt 37 2, 5 27 50 Yol olegol 97 wolcta

webd § PoF 110R 23/be A4t 0% FATEE F OAD 4
A2 28 AVIVL D 5 US AOE Hof, et o) Aoluye] det
2249) FABE YLowA A 197 Aol x| Fohol 2453] 1T
Ag ARo| Adsh, daka 2ot UAD AEE 2L stel YAES

WA AR NS AET A FPokuAt Aksh 8 Holckey

w
39,
i
rir
e
e,
iy
=
)

% Aoigto] R He tAY PHNY g 2 BA F Shpt o9 AuE
Sl 5/5) QgSol fEDTRE A9l o] uhe] Aol Salelglold FE
YAAPEZEE A45PA FEoHE Aol w9 Aotk BAA A Rolnrhe

HjZo], T8 Fuo] MR 3ol gl Aol BAolt. Wb 230z At
T A0S FAFEE T 5 YA IAY GHL] T 24 e FokE &
9lom, olg Fal T JuA o L 249 A7 s & ek Aojcksy
6. REWOI| AJO[HHAITOF ME{O A TIAZE

20219 23] ARG GAE2 SERF-E & ARSA FH,
AAgRe) Bak 22, 4927193 A B, RS HEA el
ZE &R Z7(evidence in the cloud) ABIHA] (Second Additional Protocol

to the Convention on Cybercrime) 9+ 245 th95) 2001 Ato|HHZ WA ok

92) 4 Al F WA doF 71 F7 ARt (GFHE 15339% 2022. 4. 20)

93) - AtolHHE WA ok 71Q] S ARt (YIS 153395 2022. 4. 20)

94) FH Aol WA HeF 71 F7 A (AIFHET 15339% 2022. 4. 20)

95) “Second Additional Protocol to the Cybercrime Convention adopted by the Committee of
Ministers of the Council of Europe”https://www.coe.int/en/web/cybercrime/-/second-addit
ional-protocol-to-the-cybercrime-convention-adopted-by-the-committee-of-ministers-of-
the-council-of-europe (2022 8¥ 15¢ FHZHA)
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o] olo], Aol g7Hge] AFAE, AT W] WSS R FH AR
FHE|O Ao olo], SetQEAR SAC] B3k AR IR HA ] 2ol AT
S5 Aol ARG Aol Ho] Tt B AAHR FA|20]
Aolet.

ApAEo)gAe] Y8 EALS HEAEEEE B8 A8A AR 23R 7
452 EW SARSY AR ol oloh TSl FAAET

(international production orders), AFHT=ZF Z1HEZ (direct cooperation

—_

|

between judicial authorities in mutual legal assistance requests), &2AHKjoint
investigations), GOJAME-8 A(requests in English language), 91, Tax}, A&7}
20e U vt A E(audio/video hearing of witnesses, victims and experts), &
AP 2 Hemergency MLA procedures) T3S Fth=d Qlc}. E3SH el
Au|I2AS AT A g2 S5 ARAIERA, HERA, I1E84S 7Iedt
A sh, 71& 25714 glolEE ARl Histe] xRS Aetstal RS
§e3] ST

T2 metolwA|o] s, EOE FHO R 4]
Ao et =7t et ¥ R3] A PAE B3 Aol o
St A AP R A= T159] uigo] m=9] CLOUDHOY HIsf & ¢ QA&

29 igto] B ASAHE ek 9

%

—

of

ol S 715-g AstotA

¢

0

Am

ofy

Wls

~

U R

rio

ol MH

Ofm
1o

HE|AZ YK 2ot ZMZEf MIZ =2 &0

20199 12¢ 27, 77l S8 AlolHH R Eope] M2 SAFHoRA JHE
Al7|&9] HE g ®FR|of| It FA| X (International Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes)
Ade =2st7] A8l Aerte=m 49 EBAYL 2AE AYotAtt®)

96) U, Aoluiz] TAZtS] FF - HTPIAE Wk AR 27IOIHA L $20 Aoluly
ZokS 08 AAE|A 185%, FHEHEY, 2021, 2549,

97) B, AtolHRlE =A==k B3 265-266.

98) UN General Assembly, Proposed outline and modalities for the further activities of the Ad
Hoc Committee to Elaborate a Comprehensive International Convention on Countering the
Use of Information and Communications Technologies for Criminal Purposes, A/AC.291/2



20199 Aojle] FAIL AUEN/SL e WPstto R oFgElo] 93
SET BRAMS ST, ABASS ERS AW IEL 1 oM80) 14T &
A AREAIE] MR b8 MRS sk SetoAle] FsHE 91
e, TAY Bl A WYLt thpgel SR St 7170145 7]
919] Qb Bat offet o] 4] WolE AL mIXT U, AATHE 1|2t
chke MAAE0] Mol AREA/1ES oFgak YUeke Zlolch. ole] wet 5
Aojote] B s Bxo] HuEA|E kel Al IHETe) 24E SHe]
Bo4e Fxste, ol AR aHe] uret /124 AU AR, W
S, G, Ak} 714S Tk Sae) vk thgeleke SAshe, A
W 71EAAS Adached] gleke

71& $UBOI3] Aol A Fore] FAEoRse] WASHE T 2 TS
st S9 SUWOIs] Zok} WA Aol Hof SAzr] 4]
42 2L BAlol, F3 5ol the] Qgolgirhi0 B AL SUFY]
goto] 39S FAOR olFolzy] tEel, ALEATE PAo] HiiEA 23t
A, S WA 247k itk S HTSIgch olo] A it YA ARe
S0 FA|z0b0] BAlol, 53 53t Zo] JIEle] e FHEAE Aststele ot
Sol o8 Axo] EAIS AAES Fefel] gk Ak A Ewsiolh 100

fl0) e 2OF B Ak=olol Al TS AHoF sz Aol A
FHoRA0) FaS LAY, 1 A AT TAS} 0] 4L W3] Al
1 o] Bolat FANS] A9S Tefet Y Tol A Folrt Wag Aol
o3 AlolA A Fokrt Tel §9l (A0 AL ZA A} Afo|Hgh. Bof
SAFEOR Al AR glony, ARE mouARy H3How Poigt
oRK Aze FATFEAA Aol EHAE A T3t Ao AR
A 259 YL YRS Ard APL Lolof & Holth10)

i)
2
iz
s}

(15 June 2020)
99) Countering the use of information and communications technologies for criminal purpose
s, UN General Assembly Resolution 74/247 (27 December 2019)
100) H]-XH/\‘] A]-O]H-"[H-]ﬂ g—x-ﬂZOT:_,] 550‘; 2674,
101) FBE, 7 Al F & sARF =05 A, SAY 53 AF Ae2®, 202
1, QQuF, 15-169.
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H2E | AMOIHOAE ZHHHAUEST Z=t

AETA 8 : AelHAHE A S2E Y vEHIE At

1. 72, REAY S TH7|72 AO|HRHE S HIEXS Zst

’

FHB 3] Aol E G} AAKE 2] Ato]H QHE FHo] o]27]7HR] = A
T2 B3 A AL Aol Qb A= 33} Ao FAo| tigk AR %9}7}
Zasitt. E3] ] Al FLS Al RO Tkt 2hk=oje}t 345
Ao Higt HE7F 525 APE] Foug FHshe AlAA AtolHLtE A
) 7HdE o ol vIFA Hal A= FED Zlofy, oo FuE i et
ofiet o AH1e] FRAA A, 5% 5 Fe WIS BAA FIE AT
A AAROZ s ok & Aot

T3 Q= SEuetrt ofAobd 25 RE = (Asian Partners for Co-operation)
241090 2 Holske SUAHH/IHOSCET} F50.2 opilol-fA99] Ajo]
Wik HS 915 A% 7 Tk W AR TRET AT AE 2] e
3. it} 104)

U F= Ato|HQEE, HF-ZY A ST, AVeftE & 25744 A 99
8- =9l517] $H-0SCE Ato]HQtE AW A A(Inter-Regional Conference on
Cyber/ICT Security)E 7HZ|sl] &t 202149 62 AHHAME FL <A Alo]Ht
H g0l Z2uh19 RS o8t PRS0l s IS Tl okl x| A5,
ofo] t-g3t7] fIsl thet olsiBARNE Este IAEE R/l ARt FxH

HE QIth. E3E A Alo]HiQtE SR 913k ¥l- 1 FEo] IR, AtolHetE A
274 WOl HBSA FAol TRAE AHE]ITt.105

. = b

i I~>

l‘

ok

102) 22 FHAZE 94, Aol FA|RFe] 53, 278-2794.

103) ‘i, FHAEFH|TL} 257 T oA AL g F
(https://cm.asiae.co.kr/article/nationaldefense-diplomacy/2020101318220523791 2022
8 159 34

104) Yui Hexg FHUJEFE7|F 9 oproldEsitAlmat 2L ¢HE AE ds =9
(2021.9.22)
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of- O] AfO|HEZE| S et

20219 7€ =7l AR o]0 A HF ke == AlelH g &
Hsf o) 7 F5HA R FHAAE deteh] fsh o] Aol 9 1E Sl
27 HF e ol ] BAEE SO ol A=A TA FATE Fofste
o] Atol¥ F5e SHAIA v=T FYAAE Al Adoltt100

20219 94 U= I7IIEIS]Q(NSOR= =3 Aol |1 A F94E M
oz, RHAE BT Aol HH A oA ggdetE S r| 58
3& HolE Zlolgta Bk vl==2 Nscoll o] tg AERAE T WA
flol 24 Wole 28 AH B Al SAPIEY] 34A% 34, 24 HHed] &

& A FATEE AL et 107

|

¢

I

3. 0|7 CLOUDY g

oL
=
oy,

7.9

S A (cloud computing) 2HF0)A= dloE|7} o | HQ] AJujof EAk
Sjo] Agel] o] 23714 2492 © AlEE) 24 BH9) 23A4H AR
HX(cross-border access to data)?] @AZF £Q o] AXHA HAMAL Hslrl Q
AE}. E39] A% HlolE|(data at resti= °|HY, A8 HEYA ¢ SR A%
ST Qs TSk BHEE AR, 7 3 #AMJ?%O] Baz e FAGRE
EE olarHEdy et JEFAVGE0] Aok AdgelAl Aol ME
XA LR Fgolu M AALE Bolixds sid AR TlolE T oldHolH
o o Hol ojeie BA} W

olo] wheh WRAEe] 44 EYT Aulx 2 22 7]9le] ol Aulx o)g
105) https://www.osce.org/secretariat/490955 (2022 8¥ 15¥ ﬂz“}“ﬂ
106) “AlolBiRRHAZ ATl 2| Afols| Sha Ael o

(http://www.polinews.co.kr/m/article. html?no=491459 2022"‘] 89 15¢ FHZHEA):
W, Alo|HtE A 23] 9] hX]. Jhu] AlolH F1FE EH
(https://www.etnews. com/20210716000051 20224 8¢¥ 159 FFHA)

107) 39| AHo] EX] &Fgdeh-A A IE I AF
(https://www.mk.co.kr/news/world/view/2021/09/880185/ 2022 8¥ 15¥¢ ZZ7A)
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o] Z7IHHA Zt= AEoIM= B HlolH ] A4 =7 325 87517 Hot
= F= 57| Y9<] Google, Facebook, Microsoft & BAIAH|A AZALA A4
Hole] AR LA Q. TeE SariHo] FAGAAEZRARE AR
&l Aejof] YA glolH o Fshe A7V Solual e AROIA I AR
gk ofyzh, AJRle] Zeto|MA] B FAI7E Al71E 4 Hioll {iet.108)

1. CLOUDH¥ 9 FaU&

2018 AFE A =9 dolg -8 AH(Clarifying Lawful Overseas Use
of Data Act,%F% CLOUD Act)"1092 Seh-E7E B7olA AR5k H&s)
71EY] AMERAARL IR HoAl R HAE Sltks Q4 B C®, vls
W AESAAHAASAE B e Bkl e B4 Ui, ESY dlolE, 71
A} Sofl disiA 71380l AA| dlole7F AgE HAIel TARle] Als 878
< AT PARE Aot 110

SHE EAIHHH(Stored Communication Act 33 FHo] thE 7o) AAE
o = 574 dolHole =28 4= e SISt I EE S 9l AJRle]

ARE AT o Aot et wst ¥ Y 84 Al SAHEH +Ed
HE 28 W FA9 delg e f3out st & At 4 2 E2he =
A B4 U8 715 ASa ARAF AR JE 5 A | Hloly 2w 58T
# HE 799 /1Y wlol &2 v=Y2 glofEef Hiek M2 5-83HA] ofeith

ol YxAE 1A HRE VAR FAIL A5t U= 17199 B A=
o] ¥ Y 7oA =2 et sig =71 Hlolg Hee E5sfor & o F

Aol WEH YeviE WHo AstA olet
CLOUDHZ 7|& A BAF AFEEZR ARl thgh thRte 24 w|=att sfej=717}
P (executive agreement)= A ET 4L F= FAP|HO| oo LAsI] T

108) ¥4, T= CLOUD Act 53} 99| tlolg] ol that AAR, FAPSAAT A20¢ A2
3, 2018, 1504,

109) https://www.justice.gov/dag/cloudact (2022 8¥ 15¥¢ FZHM)

110) U.S. Department of Justice, “ Promoting Public Safety, Privacy, and the Rule of Law Arou
nd the World: The Purpose and Impact of the CLOUD Act,” White Paper (April 2019)



gt HolHE AE T/ & A=E geth i 9 FHEZEAPEY A
2523% A 2571 AE AF RS AT vimT o= AR 7] 4 FF
(executive agreement)] & A7} Hrt. o]of w} vj= FEFAIAHIA AZA7L
71E AGEAIEERS QIehelA] ar P F el wet o= o] HE Alg-a7gol
S 4 A "ot 39 A2523F = i o= FE S AA AR} HlolE
APHH o ® Ao BAgsl: M4 a1

2 FEIAE 49, VT PUTIIL G IR Y BHS AZY 5 As

AA, vl= R == Y goly 4 g5 Wt sig o= ARt
‘Tto|HA|Q} AlWA] R0 73S AA| & o)1l Ax}FAQl B (robust substantive
and procedural protections for privacy and civil liberties)& A& TITIIL AHOZ
elstojof gt

A, g = FAHE w|=elo] W3 RO FE HG W AL (the acquisition,
retention, and dissemination of information concerning United States persons)=
Mgk AAg Aeafor s

Y E Y (executive agreement)= & Ol =7} HEFHIALo]Q] FAHO A AW
3o] ojg xoPIEAAE AAA) ket MHoR FEAYE Tk} el HAH
TS 71 29l olEolN FHPAL Sl AEnRUToRA 1)
A RS 2] Aok viES 89k EA 2ule] AR R IFFEHA]
2 = FAEHAETE 2] iRt 590l
A o= e IFo= vx LAY AES W AHIAAISAA A
Al 8T & A Hrh11d)

s 82 M =71 IS E5cte] TEEAL, 4 A9l A5,
HHE Zeet SHF Al BHEIL w59l o]9] =59 Vo= ot T

l">4

rr
0
i)
D)
o

olN
Yy
il
>

111) B7g% o] SE-EAFYE HARE 5 vl= CLOUD Act®} ofl9] SEH-E 27 B
st Ad 2 29 o]F At EAIE T4, SEEAFE ARXISHAIR A, FR
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Review of the New Government Action Plans on the National
Strategy for Cyber—Security

Kim, Han-Kyun!2D

The research project on the New Government Action Plans on the National
Strategy for Cyber-Security of 2022 aims to review the plan and to propose 10
main tasks for implementing the task No. 101: Strengthning the National Capacity
on Cyber-Security.

The task is one of the 110 national tasks to be pursued by the Yoon Suk-yeol
administration. The initiatives are designed to promote national interests,
pragmatism, fairness and common sense.

The No. 101 task proposes new paradigm of cyber-security; Cybersecurity is
the protection of internet-connected systems such as hardware, software and data
from cyberthreats. Cyber-security has become the matter of safety for people
and security for national economy beyond the traditional notion of national
security.

5 core mandates of the task of strengthning the national cyber-cecurity
capacities are: (D Reforming cyber-security system; @ Strengthening cyber-
security as a matter of economy-security; @ Strengthening cyber-security for
people’s safety; @ Strengthening international cooperation in cyber-security and
developing high technology for cyber-security; ® Buiding up human resources

specializing cyber-security.
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10 main tasks for implementing the task of strengthning the national
cyber-cecurity capacities are : (O Establishment of National Cyber-Security
Council and control-tower of national cyber-security system and policy; @
Introduction of National Cyber-Security Act as the legal basis of cooperative
system for promoting cyber-security; 3 Strengthening public-private cooperation
on cyber-security and contributing to economy security; @ Implemetation of
Digital Platform Government secured against cyber-threats; & Securing of safe
IT environment which impacts on peolple’s life; ® Support of research and
development on high-technology in the field of cyber-security; (@ Positive
participation in the process of building international norms on cyber-security:
® Promotion of international cooperative network against cyber-threats; ©
Promotion of education and training progrmas for cyber-security specilaists;
Preparing cyber-warfare including cyber-reserved army.

Above all, the Council of Europe Convention on Cybercrime is a framework
that permits practitioners from Parties to share experience and create
relationships that facilitate cooperation in specific cases, including in emergency
situations. The UN General Assembly voted in December 2019 to begin negotiating
a new UN treaty on cybercrime. The treaty is an important step towards helping
countries realize national capacity building on cyber-security. Korean
Government needs to consider sign the European Convention, and also to

participate in the process of drafting new UN norms on cyber-security.
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