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Abstract

Criminological scholarship has long examined the ways that illicit goods and
services are traded through underground economies, such as narcotics and
stolen goods. In the last two decades, researchers have explored the ways
that online spaces, such as forums, are used by actors to engage in the sale
of digital goods, including stolen personal information and malicious software.
Additionally, research has begun to explore the ways that a global network for
the sale of drugs has emerged in online markets operating on the so-—called
Dark Web. Though these studies improve our understanding of the basic social
structures that drive online transactions for various criminal services, myriad
guestions remain as to what drives engagement in online markets and the
ways that they persist and evolve over time. This work provides an overview
of the various illicit markets operating on the Open and Dark Web, and their
relationship to open and closed economically-motivated illicit goods and services
markets in the real world. This work also explores the range of research
questions that must be addressed to improve our understanding of the actors
who shape the processes of online markets, inclusive of buyers, sellers, and
website operators.
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NEW DIRECTIONS IN ONLINE ILLICIT MARKET RESEARCH

Criminological scholarship has historically focused on the distribution of a
variety of illicit goods and services, ranging from prostitution (e.g. Cunningham &
Shah, 2016), drugs (Adler, 1993; Jacobs, 1996; Sterk, 1999; Turnbull, 2002), and
weapons (Cook, Cukier, & Krause, 2009; Hureau & Braga, 2018), to more exotic
items such as endangered wildlife (Lavorgna, 2014; Sollund, 2019). These studies
provided rich insights into not only the practices of buyers, sellers, and market
facilitators (Adler, 1993; Jacobs, 1996; Wright & Decker, 1994; 1996), but also
into the social and economic factors that influence involvement in illicit exchanges
(Cunningham & Shah, 2016; Jacobs, 2000). Scholars have also examined the
efficacy of law enforcement efforts to dismantle illicit economies (Eck, 1995; May
& Hough, 2004), and the ways that offender behaviors evolve to reduce the risk
of arrest (Cross 2000; Jacobs 1996; 2010; Johnson et al. 2000; Johnson &
Nataranjan 1995; Knowles 1999; Topalli et al. 2002; VanNostrand & Tewksbury 1999).

In recent years, offenders have seized upon the opportunities afforded by the
Internet and mobile devices to expand the scope of illicit market operations (Holt
& Bossler, 2015; Mann & Sutton, 1998). The communications, finance, and retail
tools available through the World Wide Web and social media application made it
possible for illicit markets that traditionally existed in physical spaces to move
their operations into virtual spaces (Barratt, 2012; Franklin et al., 2007; Holt et
al.,, 2016; Martin, 2014). In fact, there are now services selling access to sex
(Cunningham & Kendall, 2010; Weitzer, 2012), narcotics (Barratt, 2012; Martin,
2014; Moeller et al., 2017; Tzanetakis et al., 2017), counterfeit documents (Holt
& Lee, 2020), and even hitmen and contract violence providers (Roddy & Holt,
2020). These activities may be viewed by some as cybercrimes by virtue of the
use of technology in the offense, though they may be defined more as
cyber-enabled crimes as they can be performed without technology, but are made
easier through this medium (Dowling & McGuire, 2013; Holt & Bossler, 2016).

There are also forms of cybercrime that may be referred to as cyber-dependent
crimes, like computer hacking, as they cannot be performed without the use of
computers and the Internet (Dowling & McGuire, 2013; Holt & Bossler, 2016).

Individuals involved in these offenses have created underground economies where



Invitation Article : New Directions in Online Illicit Market Research 3

malware, attack services, and access to sensitive data are available on a
fee-for-service basis (Dupont et al., 2017; Franklin et al., 2007; Holt, 2012; Holt,
2013; Hutchings & Holt, 2015). Online markets selling email lists for spam
campaigns, global distribution of malicious software, and access to stolen credit
card numbers emerged in the early 2000s and have evolved in tandem with the
applications and services on the Internet (Dupont et al., 2017; Holt & Dupont,
2019; Hutchings & Clayton, 2016; Smirnova & Holt, 2017).

Research exploring the online markets for physical and digital goods has
increased dramatically over the last decade, examining aspects of market operations
and the utility of some theories to account for these offenses (Holt & Bossler,
2015; Hutchings & Holt, 2017). Though valuable, there is a need for a systematic
review of the literature related to online illicit markets to identify gaps in the
literature that must be addressed. Such work is essential to improve our
fundamental understanding of the participants of markets, whether as vendors,
buyers, or facilitators, as well as their technical and social structure. This work
will provide an analysis of the state of virtual market research and its operations
on both the Open and Dark Web based on the existing body of empirical
research. A series of recommendations are provided for future research in the
hopes of improving the capacities of policy makers and practitioners in cybersecurity

and law enforcement around the world.

DIFFERENTIATING PHYSICAL AND VIRTUAL MARKETS

Criminological and sociological inquiry into the nature of illicit goods markets
has been particularly useful to understand the structural distribution models at play
for different products and services (Adler, 1993; Jacobs, 1996; Klockars, 1974;
Potter, 2009). The dynamics that shape the practices of markets are due in part to
the visibility that their illicit exchanges may have to the general public. The most
often examined illicit markets are those which occur in relatively public settings,
whether in street corners, alleys, or the front porches of homes and apartment
buildings as with drug sales (Jacobs 1996; 2000; Johnson, Dunlap, & Torginy
2000; Johnson & Nataranjan 1995; Knowles 1999; Topalli, Wright, & Fornango
2002; VanNostrand & Tewksbury 1999; Weitzer, 2012). Such exchanges are
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typically referred to as open markets by virtue of the public visibility of the
activities (Eck, 1995; May & Hough, 2004). Involvement in transactions in open
markets creates risk for both buyers and sellers, as both parties can be observed
by police and other informal agents of social control, such as neighbors or
community watch groups (Jacobs, 2010; May & Hough, 2004). In addition, the
presence of drugs, weapons, and cash creates a point of risk for market
participants from other criminals who would target them for robbery or theft
(Gibbs, 1997; Jacobs, 1996, 2010).

Due to the range of risks present in open illicit markets, a portion of actors
shifted their practices to reduce the risk of detection (e.g. Gibbs, 1996; May &
Hough, 2004). Specifically, sellers began to engage in transactions with only those
individuals who they knew or trusted in some way (Johnson et al., 2000; May &
Hough, 2004). They also began to operate in low visibility environments, such as
in residences or other controlled and enclosed spaces (Hammid, 1998; Johnson et
al.,, 2000; May & Hough, 2004). Some also continued to operate in public spaces,
though they dramatically reduced their visibility and vending practices. Such
markets came to be known as closed markets due to their restrictions and limited
access to outsiders (May & Hough, 2004).

The organization and practices of actors involved in physical illicit markets
are replicated to some degree in virtual spaces. Many of the advertisements for
illicit products in online spaces operate in a quasi-open state in that they can be
identified with relatively little difficulty through search engines or other publicly
accessible means (Franklin et al., 2007; Holt & Lampke, 2010; Holt & Lee,
2020; Tzanetsakis et al., 2016; Yip et al, 2013). Additionally, the public
statements made by vendors regarding their products and services are similar to
open air illicit markets in that they are hawking their wares to any interested
parties (Holt & Dupont, 2019; Odabas et al., 2017).

There are minor differences in the operating environments where buyers and
sellers congregate online. First, illicit products can be identified for sale via online
platforms that can be accessed using a traditional web browser, search engine, and
appropriate key terms (Holt & Lampke, 2010; Hutchings & Holt, 2015; Odabas et
al.,, 2017; Yip et al., 2013). This environment is often referred to as the Open
Web, in that anyone can access website content through the use of any browser

software, and this information may be indexed and retained by search engines and
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historical web archives (Smirnova & Holt, 2017).

Various illegal products and services are also readily available on the
so-called Dark Web, which is an encrypted portion of the Web that can only be
accessed through the use of specialized browser software (Barratt, 2012;
Decary-Hetu et al., 2016; Martin, 2014; Smirnova & Holt, 2017). There are
various tools that can be used to access the Dark Web, though the most
prominent software is called TOR, or The Onion Router, which is a free software
program incorporating encryption software with a Firefox browser plugin (Martin,
2014). TOR functions by routing user web traffic through other TOR users’
internet connections at multiple points to effectively hide the IP address and
information of all within the network (Barratt, 2012). Websites hosted on servers
connected to TOR utilize similar processes which makes it exceedingly difficult to
identify the physical location of websites to shut down their operations
(Decary-Hetu et al., 2016).

Regardless of platform, there are two primary modes of selling products. The
first involves the use of single-operator e-commerce style platforms to facilitate
transactions. These sites are typically referred to as “shops” as they provide
access to various goods and services sold by one individual (Copeland et al.,
2020; Holt & Lee, 2020; Smirnova & Holt, 2017). Customers can identify shops
through various search engines or links posted on dark web indexes, though they
may have to register with the site in order to complete a purchase or see their
exact products for sale (Copeland et al., 2020; Holt & Lee, 2020; Smirnova &
Holt, 2017). Registration systems vary based on the vendor, but typically require
an individual to provide a username and password in order to create an account
that can give them access to site content (Holt & Lampke, 2010; Smirnova &
Holt, 2017).

The second model involves the use of forum software, which provides an
asynchronous communications platform hosted on the websites designed to connect
participants from around the world (Dupont et al., 2017; Holt, 2007; Hutchings &
Holt, 2015; Mann & Sutton, 1998). Forums comprise an online discussion group
with a specific topic focus, segmented by sub-topic (Holt, 2007; Holt & Bossler,
2015; Mann & Sutton, 1998). Conversations begin when an individual makes a
post about a specific issue, which in the context of illicit markets involves the

products or services they have for sale, or may be seeking. Responses to that
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post are threaded together sequentially to provide an ongoing dialogue (Holt,
2007; Holt & Lampke, 2010; Mann & Sutton, 1998).

Forums used to sell illegal good and services have been observed since the
early 2000s, and can operate in a similar fashion to a retail mall in physical
space (Dupont et al., 2017; Holt & Lampke, 2010; Odabas et al., 2017). The site
operators provide a communications space via the forums, and vendors can post
ads directly next to their competitors. Customers can then review all
advertisements and ask questions about the products, before selecting a vendor
with whom to engage in a transaction (Odabas et al., 2017). The actual exchange
takes place outside of the forum, though customers can provide reviews of the
quality of the vendor and their services within their thread after a transaction is
complete (Dupont et al., 2017; Holt & Lampke, 2010; Hutchings & Holt, 2015).

Variants of forums also exist on the Dark Web which are called
cyrptomarkets, referencing the notion that the site is hosted on an encrypted
portion of the Internet and utilizes encrypted payment methods to facilitate illicit
commerce (Barratt, 2012; Decary-Hetu et al., 2017; Moeller et al, 2017).
Cryptomarkets can provide a space for multiple vendors to sell products
simultaneously, as with forums, though there are some that are single operator
shops selling multiple products (Decary-Hetu et al., 2017, Moeller et al., 2017;
Tzanetakis et al., 2017).

Forums and cryptomarkets typically require participants to register with the
forum in order to post messages, and may also hide posted content from outsiders
until they register. Such a practice still fits within the notion of a quasi-open
market (Holt & Dupont, 2019), as these sites may be identified on the basis of
their involvement in the sale of illicit goods, like stolen credit card data
(Decary-Hetu & Leppanen, 2013; Holt & Lampke, 2010), hacking tools (Holt,
2013), or drugs (Decary-Hetu & Gommoni, 2017; Decary-Hetu et al., 2016).

To reduce the risk of registration by law enforcement and the research
community, some forums and cryptomarkets have adopted strategies that mirror
the characteristics of closed markets in physical space. For instance, some sites
require potential participants to pay for access to the market in order to increase
the likelihood that they will complete a transaction (Decary-Hetu et al., 2017
Dupont et al., 2017; Holt & Dupont, 2019). Others have adopted social vetting

schemes, where anyone who attempts to register with the site are required to
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provide details about their involvement in other online communities and illicitactivities
(Dupont et al.,, 2017; Holt & Dupont, 2019; Meyer, 1989). The applications are
then reviewed by the existing members who can provide feedback and essentially
vouch for the individual’s claims (Dupont et al., 2017; Holt & Dupont, 2019).

UNDERSTANDING THE PRACTICES OF
PARTICIPANTS IN ONLINE ILLICIT MARKETS

The differences observed in the structure of the forums and shops operating
on the Open and Dark Web call to question how participants engage in illicit
exchanges online. Research indicates there are substantial similarities in the ways
that vendors advertise and engage in transactions (Holt & Lee, 2020; Smirnova &
Holt, 2017). The process of beginning a transaction are quite similar, regardless of
whether the vendor offers physical goods, such as drugs, or virtual commodities
like credit card numbers. Studies utilizing crime script analyses illustrate that
vendors must first make their advertisement and provide an overall description of
their products, pricing, and purchasing details (Copeland et al., 2020; Decary-Hetu
et al., 2016; Holt & Lee, 2020; Hutchings & Holt, 2015; Roddy & Holt, 2020).

Advertisements that provide concise details as to the nature of their products
are often seen as being more legitimate, particularly if they can provide photos of
the items that are not taken from other websites or stock photos (Copeland et al.,
2020; Tzanetakis et al., 2017). Variations in the nature of products also creates
differences in the language included in advertisements. For instance, individuals
offering stolen credit and debit card information often provide specific details as
to the bank that issued the card, and the state and country of origin for the data
(Franklin et al.,, 2007; Holt & Lampke, 2010; Smirnova & Holt, 2017). Vendors
selling passports and identity documents often identify the exactpersonal
information potential customers need to provide in order to create the document
(Holt & Lee, 2020). Sellers may also provide information on their shipping
procedures, particularly in the case of firearms and narcotics, so that customers
understand how products may arrive (Copeland et al., 2020; Decary-Hetu et al.,
2017).

Once an advertisement has been created, customers are then required to reach
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out to the vendor to complete a transaction. In the case of forums and cryptomarkets,
customers may contact the vendor via private messaging applications or email
(Decary-Hetu et al., 2017; Martin et al.,, 2014). This is also true for some shops
on both the open and dark web, which may use website-based contact forms or
internal ticketing and communications tools that allow customers to connect with
vendors (Copeland et al., 2020; Holt & Lee, 2020; Roddy & Holt, 2020).
Vendors are also increasingly using encrypted email systems, like Protonmail, on
both the open and dark web as they provide end-to-end protection for the
contents of emails in transit (Decary-Hetu et al., 2016; Martin, 2014). Should law
enforcement or other entities intercept messages as they move between email
servers, it is not possible to read its contents without the decryption key which is
available only to the account holder (Decary-Hetu et al., 2016; Martin, 2014).
Some services will also not log personal information, including IP address details,
reducing the potential for loss of sensitive details to outsiders (Decary-Hetu et al.,
2016).

Next, potential customers must attempt to place an order with the vendor
through whatever preferred contact method they may indicate. Buyers must be
exact in their order, stating the quantity of product and any specifics associated
with design or customization, as is the case with fraudulent identity documents
(Decary-Hetu et al., 2016; Holt & Lee, 2020; Odabas et al., 2017). It is also
possible for customers to negotiate price when purchasing in bulk quantities, or
should the vendor allow for discount codes or coupons to reduce the final price
(Barratt, 2012; Dupont et al., 2017; Holt & Lampke, 2010; Holt & Lee, 2020;
Hutchings & Holt, 2015). The use of discounts is thought to be a way for
reputable vendors to retain customers over the long term and provide a degree of
customer service, akin to legitimate e-commerce models (Decary-Hetu &
Leppannen, 2013; Holt et al., 2015; Hutchings & Holt, 2015).

Once the final price is set, customers must then pay the vendor as no goods
are tendered until payment is received. It may take days or weeks for vendors to
deliver a customer’s purchased goods in the case of drugs, firearms or other
physical items (Copeland et al., 2020; Decary-Hetu et al., 2017; Moeller et al.,
2017). Digital items, such as data, malicious software, or cybercrime services, can
typically be accessed within minutes or hours of purchase depending (Franklin et
al., 2007; Holt, 2012; Holt & Lampke, 2010). Regardless, there is a clear risk
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that vendors may either simply fail to send the goods purchased, or provide
adulterated or unusable items. For instance, stolen data vendors who fail to
deliver customer products are referred to as “rippers” or rip off artists, and are
viewed as a scourge on the market (Holt, 2012; Holt & Lampke, 2010; Hutchings
& Holt, 2015). It is also possible that goods may be detected in transit and either
seized or used to enable an arrest, as has been observed in the sale of both
drugs and guns that are shipped through common package delivery services like
DHL, UPS, and FedEx (Copeland et al., 2020; Decary-Hetu et al., 2016). In fact,
a number of arrests have occurred in the US and UK because US Homeland
Security investigators identify the weapons in transit and notify the appropriate
law enforcement agencies at the destination residence (Copeland et al., 2020).
Police then use the delivery as a cause to arrest individuals on charges related to
the illegal purchase and possession of firearms.

In the event that products are not delivered or there is some problem with
their quality, buyers must carefully review the terms of service for their purchase
as they vary across vendors (Holt & Lee, 2020; Hutchings & Clayton, 2016;
Hyslip & Holt, 2019). Typically, there are rules posted within each shop or
advertisement within a forum or cryptomarket regarding what sellers support in
terms of product replacements or errors in documents or delivered items. Many
stolen data vendors offer free replacements for inactive cards within a 24 to
48-hour period of purchase, though some offer no such support (Holt & Lampke,
2010; Holt et al.,, 2015). Malware and cybercrime-as-service providers also operate
customer support lines for customers in the event of product failure or error
(Holt, 2013; Hutchings & Clayton, 2016). Some vendors for physical products,
like drugs and stolen identity documents, clearly state that they do not offer
refunds but may give conditional returns if the error is reported within a certain
amount of time after purchase, or there was a clear error related to the purchased
item (Dupont et al., 2016; Holt et al, 2016; Hutchings & Holt, 2015).

If the vendor adheres to posted policies, then the customer may be able to
gain some satisfaction from the transaction. In the event they are ignored or
unable to obtain the products they paid for, customers often have little
recompense (Decary-Hetu et al., 2016; Moeller et al., 2017). A customer cannot
contact police as they are essentially complicit in an illegal activity by virtue of

their paying for drugs or cybercrime services. In addition, many vendors do not
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accept payment via services that would allow the customer to dispute a charge
(Decary-Hetu et al., 2016; Hutchings & Holt, 2017). As a consequence,
participants in illicit markets have developed a number of different mechanisms
that serve as informal sources of social control and risk avoidance strategies to
minimize the likelihood of harm resulting from bad transactions.

One of the primary strategies employed over time has been the use of
informal reviews of vendors in various markets. For instance, individuals who
performed transactions with vendors who posted ads in forums were regularly able
to post their experiences in the same thread (Decary-Hetu & Leppannen, 2013;
Holt & Lampke, 2010; Holt et al., 2016). The direct feedback of the speed of
communications and qualities of the seller gave potential customers an ability to
discern who offered the best products at the most reasonable prices (Odabas et
al.,, 2017; Smirnova & Holt, 2017). The presence of negative feedback served as
a warning that the vendor may be unreliable, though positive and negative
comments could be manufactured to influence the perception of their services
(Odabas et al., 2017; Smirnova & Holt, 2017).

In recent years, third party reviewing services have emerged to provide
insights on the qualities of vendors operating via shops and other platforms. For
instance, the site Deep Dot Web served as an Open Web resource for individuals
seeking information on vendors operating on the Dark Web (Department of
Justice, 2021). The site provided information on the URLs of active shops and
cryptomarkets, as well as informal news related to their operations and the quality
of their services. The operators of the site were eventually arrested and prosecuted
in the US on charges associated with money laundering (Department of Justice,
2021). Specifically, they were alleged to have received payments from individuals
trafficking in drugs, guns, and other illicit products on the basis that they make
positive comments about the vendors (Department of Justice, 2021).

An additional method of risk reduction that can be employed by market
participants is the use of escrow payment systems (Decary-Hetu et al, 2016; Holt,
2012; Holt et al., 2015; Hutchings & Holt, 2015). The use of escrow in online
markets mirrors that of traditional escrow services in legitimate business
operations, wherein a third party holds funds as a guarantee of payment for a
service provider. Escrow services were first observed in stolen data and malicious

software sales in forums, where an individual within the forum’s management
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structure could be designated as an escrow provider on behalf of buyers and
sellers (Decary-Hetu & Lepannen, 2013; Holt, 2012; Holt & Lampke, 2010). That
individual could intervene in the sales process and hold funds from the customer
with guaranteed deliver to the seller so long as the customer received products.
Escrow operations typically came with a fee for their services, though they helped
to create trust between participants as they could ensure both parties benefited
from a transaction (Holt, 2012; Holt & Lampke, 2010).

Escrow services persist on both the Open and Dark Web, though they have
become decentralized to some degree as forums have become less prevalent.
Instead, escrow services now exist as independent operations and are an option
for customers who are unsure of the reliability of a seller (Decary-Hetu et al.,
2016; Moeller et al., 2017). If both parties accept the use of escrow, it can
increase the likelihood of a successful transaction. At the same time, there is now
risk related to the identification of a reliable escrow service provider who will not
simply abscond with funds given by a potential customer. In fact, a number of
cryptomarkets held payments in escrow on behalf of customers and buyers and
simply shuttered their sites without completing any transactions. These events are
colloquially referred to as exit scams, and have become a somewhat common
occurrence in cryptomarket operations (Riley, 2019; Schwartz, 2020). It is unclear
if exit scams occur as a long-term scheme on the part of scammers, or are a
calculated decision by cryptomarket operators to close before police actions occur
(Riley, 2019). Regardless, the presence of exit scams creates a risk that all
participants must consider in their decision to engage in a transaction through
Dark Web markets.
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CHALLENGES AND DIRECTION FOR RESEARCH ON
ILLICIT MARKET OPERATIONS

Though research on illicit markets in online spaces has grown dramatically
over the last decade, there are still foundational questions that must be addressed.
First, there is a need for continuous qualitative and quantitative explorations of
the practices of the market to track shifts in both buyer and seller behaviors
(Decary-Hetu et al., 2016; Dupont et al., 2017; Hutchings & Holt, 2017). This is
particularly essential as the COVID19 pandemic has had a transformative impact
on the supply chains for products, as well as the overall habits of consumers.
The extent to which consumers may be interested in acquiring narcotics and
pharmaceuticals for recreational or prescription needs must be better understood
(Barratt & Aldridge, 2020; Bergeron et al., 2020; Groshkova et al., 2020). There
is also a need for research addressing the extent to which COVID19 vaccines,
vaccination cards, and related materials have flooded the market (Bergeron et al.,
2020; Groshkova et al., 2020).

Additionally, foundational research considering the decision-making processes
of buyers for various products must be performed. For instance, several studies
noted the rise of firearms markets on the Dark Web, though it is unclear who
vendors are targeting with their advertisements (Copeland et al., 2020; Paoli et al.,
2017). Survey research attempting to identify how many individuals in countries
with restrictive gun laws have sought out weapons online may help to improve
our understanding of the general audience for these ads (Copeland et al., 2020).
Similar studies have explored the purchasing habits of narcotics users in Australia
(Barratt et al., 2017), suggesting it may be possible to perform similar work
regarding other illicit products, including identity documents (Holt & Lee, 2020)
and firearms (Copeland et al., 2020).

The same is true regarding the ways that potential buyers identify vendors for
products in the increasingly fragmented advertising environment for illicit goods.
Not only do vendors operate on shops, forums, and cryptomarkets, but have also
begun to sell products on social media platforms and communications systems
(Bachhuber & Merchant, 2017; Moyle et al., 2019). This adds to the inherent
difficulty in identifying vendors and distinguishing their legitimacy (Tzanetakis et
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al.,, 2017). Qualitative investigations of customers would be essential to better
understand the ways that they negotiate the online market and authenticate vendor
claims over time (Holt et al., 2015; Hutchings & Holt, 2017).

Research is also needed to better understand the decision-making processes of
vendors who operate illicit markets. Though there has been substantive focus on
the perceived and real legitimacy of vendors operating in various markets (e.g
Decary-Hetu & Leppanen, 2013; Holt et al, 2016), few have considered the
factors that drive individuals to post advertisements for goods that are likely false.
For instance, research and media reporting have noted the range of hitman
advertisements on the Dark Web (Kassab & Rosen, 2019; Roddy & Holt, 2020).
These sites are thought to be false, and serve only to rip off potential customers
(Kassab & Rosen, 2019; Roddy & Holt, 2020). It is assumed that such ads
generate profits for advertisers, though it is unclear if any other thought processes
guide the decision to make false ads (Roddy & Holt, 2020). Additionally, it is
unclear if such vendors operate multiple fictitious ads, or operate in both
legitimate and fraudulent products simultaneously. Such work is vital to improve
our knowledge of the extent to which fraud is a specific or general characteristic
of illicit market operations in online spaces.

Similarly, work is needed to assess what factors compel vendors to engage in
activities on the Open or Dark Web, or both environments simultaneously. For
instance, a small number of studies has observed differences in both the
quantities, qualities, and prices for products for sale when comparing Open and
Dark Web advertisements (Holt & Lee, 2020; Smirnova & Holt, 2017). It is
thought that such differences may be a function of the global reach of vendors
on the Open Web relative to the Dark Web, which has a small, Western-nation
user base (Holt & Lee, 2020; Smirnova & Holt, 2017). Research is needed to
assess whether such differences stem from deliberate decision-making on the part
of vendors to operate differently across environments. Furthermore, the degree to
which vendors decide where to advertise on the basis of perceived risk of
detection or other factors, such as an inability to be extradited or prosecuted must
be explored (Decary-Hetu et al., 2017; Hutchings & Holt, 2017). Such research
could greatly expand our knowledge of the degree to which rational choice and
deterrent efforts guide the behaviors of vendors.

In much the same way, empirical inquiry is needed to understand the ways
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that illicit markets for products persist in the face of law enforcement crackdowns
(Decary-Hetu et al., 2016; Holt, Blevins, & Kuhns, 2008; 2014). For instance, a
series of arrests were made by police agencies in the US and Europe, targeting
both the customers and operators of booter and streser services (Jeffrey, 2018;
Krebs, 2018; Krebs, 2019). Recent analyses suggest that the number of attacks
performed by service providers decreased in the wake of enforcement efforts
(Collier et al., 2019: Pritchard, 2020). Though these investigations reduced the
operational capacities of vendors, the risk of arrest and detection was not enough
to eliminate their operations from the Internet (Collier et al., 2019). Thus, research
is needed to consider why and how these offenders practice restrictive deterrence
strategies to continue offending (Collier et al., 2019; Holt & Bossler, 2016; Holt
et al., 2015).

Finally, there is a need for researchers to identify data sources that extend
beyond the current sampling strategies used in published studies (Holt & Dupont,
2019; Holt & Bossler, 2015; Yip et al.,, 2013). Most academic data is derived
from shops, forums, and cryptomarkets that can be accessed by the general public.
Though useful, this data only informs our understanding of the surface level, open
markets that exist (Decary-Hetu et al., 2016; Holt & Dupont, 2017; Hutchings &
Holt, 2017). The practices of those actors engaged in more serious, closed
markets are less frequently examined due to the inherent difficulty in accessing
these sources. Closed communities can require payment or social vetting in order
to gain entry, which limits the ability of researchers to engage due to the ethical
constraints in place in university settings (e.g. Holt & Bossler, 2015; Yip et al,
2013).

As a consequence, there is a need for researchers to develop alternative
strategies for data collection that would improve our understanding of closed
communities. For example, hacked or leaked data from forums have been used by
researchers to understand the practices of hacker communities (Dupont et al.,
2017; Holt & Dupont, 2019). Such data presents its own unique ethical dilemmas
for researchers as the data may have been acquired illegally, even if it is
available for public download (Holt & Bossler, 2015). Instead, researchers may
find value in developing surveys and interview protocols that could be
administered to active participants within these communities (e.g. Barratt et al.,
2017; Hutchings & Holt, 2017). While they present a high risk of failure due to
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low response rates, they could produce valuable findings in ways that conform to
existing ethical guidelines.

Additionally, developing data through police files could be informative to
understand the practices of known criminals and their associates (Holt & Bossler,
2015; Leukfeldt et al., 2017).  Such efforts require collaborative agreements with
law enforcement and cybersecurity providers could also prove invaluable as they
have the capacity to access these communities. Creating memorandums of
understanding that would enable data sharing without attribution to ongoing
investigations or tradecraft could be extremely useful to understand the ways
actors engage with one another without violating ethical practices (Holt & Bossler,
2015; Hutchings & Holt, 2017).



18 International Journal of Criminal Justice

CONCLUSION

Criminological scholarship on illicit markets operating in online spaces has
grown dramatically over the last two decades, assessing the state of both physical
and digital goods for sale (Decary-Hetu et al., 2017; Holt & Bossler, 2015;
Hutchings & Holt, 2017). The growth of the Internet, e-commerce applications,
encrypted communications platforms and financial services have created an
operating environment where virtually any good or service can be sold, mirroring
the activities of real world illicit goods markets. These studies demonstrate the
similarities between the practices of vendors and buyers operating in virtual and
real spaces, particularly regarding the process of navigating illicit transactions
(Barratt, 2012; Holt & Dupont, 2019; Holt et al., 2015; Hutchings & Holt, 2017).
There are distinctions, however, in the risks that they face from law enforcement
and from informal threats such as fraudulent vendors (Decary-Hetu et al., 2017,
Holt et al., 2016; Tzanetakis et al., 2016).

Research on the processes of markets on both the Open and Dark Web
provide substantive insights into the ways these forms of cybercrime are driven
by social forces and assessments of risk and reward. These studies highlight
potential opportunities for law enforcement, ISPs, and other place managers to
more effectively regulate online spaces and limit the scope of illicit market
operations (Hutchings & Holt, 2017). At the same time, the evolution of
technology and its acceptance by the public will undoubtedly force changes in the
practices of illicit markets in both virtual and real settings. The rise of
cryptomarkets and various digital currencies will likely be replaced by other
platforms in the near future, due in part to their perceived ease of use and
minimized risk of detection by law enforcement (Holt et al., 2016). For instance,
the use of encrypted messaging applications and social media may have a
transformative impact on both virtual and real markets for illicit narcotics
(Bachhuber & Merchant, 2017; Moyle et al., 2019). Thus, researchers must be
vigilant in their investigation of illicit economies, regardless of where they operate
to better understand their social and financial processes and ensure the efficacy of

criminal justice responses to these offenses.
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