The 11" United Nations Congress on Crime Prevention & Criminal Justice

15:00-15:30

15:30-16:00

16:00-16:30

16:30-17:00

17:00-17:30

17:30-18:00

Draft Agenda for Workshop 6:
Measures to Combat Computer-related Crime

Afternoon Session (15:00-18:00)
Theme: Cybercrime — Theory and Practice

Opening Address
Welcoming Remarks

Keynote Address

- nature and scope of the problem and the necessity for national
and international countermeasures, including in the field of
information and networks security

Recent Trends in Cybercrime

- emergence of new cybercrime due to technical developments
- the exponential growth and importance of ICTs in all areas of life

The Digital Divide and Cybercrime

- strategies for diminishing the inequalities of the emerging information
society, both as an intra-societal problem and between developed and
developing countries

- measures for protecting the information society from cybercrime

Discussion
Case Studies
- review of successful experiences in combating cybercrime

- country case studies and successful international investigations

Discussion



Morning Session (10:00-13:00)
Theme: Resources and International Cooperation for Combating Cybercrime

10:00-10:15 Introduction
- universality of the problem and the need for international responses

10:15-11:00 Legal Harmonization in Cybercrime Control

i. Substantive criminal law, e.g.
- offences against confidentiality
- computer-related offences
- offences related to infringement of copyright and related rights

ii. Procedural law, e.g.
- expedited preservation of stored computer data
- production order
- search and seizure of stored computer data
- real-time collection of computer data

iii. International Cooperation, e.g.
- CoE Cybercrime Convention
- Model laws (Commonwealth model laws, G8)

11:00-11:20 International Cooperation in Cybercrime Research

- expanding international research on the key areas of cybercrime
- tools for the international coordination of research and
wide sharing of its results

11:20-12:00 Technical Assistance including Capacity-building
- training programs for law enforcement personnel, legislators,
judges, and prosecutors
- technical equipment to facilitate effective investigations,
including forensic issues
- enhancing practical tools for international information sharing, early
warning and response mechanisms, and damage limitation measures

12:00-12:20 Private Sector Initiatives and Private-Public Cooperation
- role of the non-governmental sector in the prevention and

control of cybercrime
- optimization of IT companies’ skills in combating cybercrime

12:20-12:40 Discussion

12:40-13:00 Closing Remarks and Closure of the Workshop



